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Privacy-Enhancing Identity Management
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Issue: Individual privacy is an increasingly important issue in the context of the information society. Privacy-enhancing ideagigmean(IM) offers a means
whereby individuals controls the nature and amount of personal information about them that is disclosed. In particulae farimabig individuals can use
pseudonymsnd determine the degree of linkability between different occurrences of their data. Through the secure and authenticatseeudseyohs,
accountability of an individual for his or her actions can be achieved without giving away personal data. Thus, privacy-edéatityimganagement systems
(IMSs) enable users to assert their right to "informational self-determination" better than before. Such systems are néedechputerd-mediated
communications, even more so now with the advent of new technologies like mobile communication, UMTS, or ubiquitous computing.

Relevance:Surveys have shown that the lack of trust in privacy and security is an important hindrance for the success of e-comtitgncenagement
implements the concept of notification and choice and empowers users. Transparency and putting users in control is erpaot usegs’ trust. Today's
existing identity management systems have no, or limited, privacy goals or functionality, evemdlyreaten users’ privacy if they store and process personal
information without appropriate protection measures. Thus there is a need for new systems to be designed and built istauttenefra

The views expressed here are the author’'s and do not necessarily reflect those of the European Commission.

Introduction

In today’s world, we are used to living with traditional concepts of identity (e.g., "l am what | think", "I am what | aat", "I
what | want to be in groups or in society at large"). People act according to roles and are usually able to solve role confli
in their behaviour. They have an intuitive understanding of whom to tell what about themselves, depending on th
situation and depending on their role and the other party/parties in the communication process.

People have an intuitive understanding of whom to tell what about themselves, depending on the situation and thei
role

In the Information Society users are likely to define and handle their digital identities and roles in a similar way, and asse
and enforce their right to privacy. In the digital world, this is a real challenge: Technology trends like the dissemination ¢
(mobile) personal devices, ubiquitous access and computing, together with the e-transformation of business, governme
and work processes, raise usability, security, and management issues which often are (but need not be) addressec
increasing the degree of linking, centralization, and logging of information. In the digital world, there is not only the
possibility of creating new identities for oneself, but every user leaves data trails while using digital applicationsest servic
Most people are not aware of how much the data they leave says about them and have no way of effectively controll
this data leakage. On the other hand, there is no guarantee that data in digital networks is authentic. In particular, f:
identities can be created, and even identities of existing people can be "borrowed" — meanwhile identity theft is a f
growing problem Ifttp://www.identitytheft.org ). Thus today’s digital world lacks both privacy and authenticity.

In the digital world, most people are not aware of how much the data they leave says about them and have no way c
effectively controlling this data leakage

In the Information Society envisioned, privacy-enhancing identity management systems (IMSs) enable us to perform c
roles, use our identities, and retain our privacy in society in the same way we have been allowed to up until now. C
personal environment and devices, rather than being just huge data repositories of our on-line actions, passwords, etc.
help us to keep track of, and protect the privacy of, our digital identities including their rights and obligations; and t
choose when and to whom to give personal information. Communication networks allow us to hide our "coordinates" su
as physical location, network or e-mail addresses and protect them from being misused, while still allowing networ
administrators to manage their networks securely. We can use electronic equivalents of every-day items such as library, ¢
or bus passes, phone books, or cash, without enabling extensive tracking and profiling of our behaviour across t
different areas of our lives.

Privacy-enhancing IM combines privacy with authenticity. It requires technologies that allow users to control the releas
of personal information and to control the linkability of different occurrences of this information in different contexts
(PfitzmanriK6hntopp2001) by acting under pseudonyms or anonymously. Authenticity can be achieved in combination
with varying degrees of anonymitZhaum1984,Clarke 1999PfitzmannWaidnerRfitzmann2000).

Privacy-enhancing IM combines privacy with authenticity. It requires technologies that allow users to control the
release of personal information and to control the linkability of different occurrences of this information in different
contexts
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Box 1. The State of the Art

Nowadays, a whole range of systems exist which address different aspects of identity management. Only a few systems aritpbiaveripnivacy-oriente
goals whereas most focus on usability and convenience, such as having a single sign-on. For example, several e-maivelentsvesets offer the optign
of different user profiles. Specific e-mail addresses can be associated with different digital signature and encryptign kéysP&P (Pretty Good Privacy,
http://www.pgpi.org). Some privacy tools provide user-configurable security or privacy functionality, e.g. to contbahaeiour of cookies in order |{o
limit user profiling, blocking identifying information from the normal "browser chatter", or using encryption programmes. Cretavv$ard P3P (Platform fpr

Privacy Preferencebttp://www.w3.0rg/P3P/ ) provides a format for specifying the privacy policies of web servers; P3P-enabled web browsers [allow users
to specify privacy preferences, which are matched against a web server’s privacy policies. The W3C has been specifyiagehaR@ieiu (A P3RPreferen
Exchange Languagbitp://www.w3.0rg/TR/P3P-preferences/ ), which provides the use of different personae in the user’s preferences file.

Personae management is also performed by a number of web services. Most of them (e.g., Microsoft .NET Rasspeniv(v.passport.com ), Novel
digitalme fttp://www.digitalme.com ), PrivaSeek Personiatfp://www.privaseek.com ), and iPrivaeit|://www.iprivacy.com ) process Users’
personal data on the provider’s server; a few store information locally on the user’s computer (e.g., Pagdlmik's/\yw.passlogix.com ) v-GO,
FreedomSecurity and Privacy Suitb{tp://www.freedom.net )); the TrueSign technology from PrivadorHtip:(/www.privador.com ), which|¢an be

integrated with existing public-key infrastructures, allows users to matifgent (pseudonymous) certificates.

The need for handling on-line identities also led to the creation of the Liberty Alliance Pidiget/(www.projectliberty.org ), a business alliange formed
to deliver a solution for managing identities on the Internet, to enable single sign-on with decentralized authenticatemarttarjzation from multiple
providers, and to provide an open standard for network identity spanning all devices. No public results are available yet.

—

Some academic projects deal with identity management, too. A "personal reachability and security management" prototypee aerssbtésdifferer
pseudonyms in personal communicatid@arhkefPordesch/Reichenbadl®99). The pseudonyms can contain public keys for encrypting or signing
communications; and they can be issued by a certification authority (CA), or created by users themselves. Another proje&t,TAGIKIS for Usable
Security) from Freiburg University, Germany, is designing and implementing an "identity manager" nieddtieKeGerd tom Markotten 2000). It|acts as a
proxy firewall on the user’s system, and supports the user in managing different profiles, implemented as views of a@etladatarsonsisting of typi
attributes such as name, postal address, and e-mail address. The profiles can be linked to specific URIs, allowing aclmitemdtprbfile when contacti
specific webservers. The ATUS identity manager by default connects anonymously tolnéemet servicécurrently using the AN.ON/J
(BertholdFederratfKéhntopp 2000) technology from Dresden University). It serves as form filler and warns the user when he or she discloses|predefinec
additional information, e.g., manually provided in a form. It mainly focuses on controlling the amount of personal datarirtrargigetion, and does ot
support secure transactions under the different profiles.

Approaches to Identity Management

Approaches to IM mainly differ in terms of the location where user profiles are stored and processed (user’s side only
user’s and server side / server side only) and in the provision of authentication mechanisms and additional security
privacy functionality. Having in mind the design of a comprehensive privacy-enhancing IMS, various shortcomings of the
existing approaches can be enumerated:

« Lacking support for users’ sovereignty:

In most cases users cannot choose where and how their personal data are managed: They have to trust centra
providers who have full access to their data.

« Limited privacy functions:
Few systems help the users’ awareness or assertion of their right to privacy.

« No pseudonymous authentication:
Currently, the state of the art in pseudonymous and anonymous credential systeD@sn@hisctLysyandkaya 200!
allows for provably secure implementations of authenticated anonymous transactions and user-controlled release
certified attributes. In particular, they allow each userto use a credential with multiple pseudonyms without thes
pseudonyms becoming linkable. Through optional anonymity revocation (or anonymity reversal) by designated truste
third parties, these systems support accountability and thus law enforcement measures despite the use of pseudony
Such systems are currently not exploited by existing IMSs.

« Restricted to specific applications:
The existing systems cannot be used universally, but they are tailored specifically for use with a certain application or se
applications. Open standards for IMS interfaces which can be implemented in all kinds of computer-mediate
communications do not yet exist.

The lack of privacy in existing systems highlights the need for new privacy-enhancing technological solutions, taking
into account existing legal systems and possible business models

Legal or organizational measures alone are not sufficient to help users with their IM. The lack of privacy in existing syster
highlights the need for new privacy-enhancing technological solutions, taking into account existing legal systems al
possible business models. There is also a need for actions to educate and train users in privacy and IMSs.

Moreover, privacy-enhancing IM requires new technologies and third party services to be provided as part of an Il
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infrastructure (see below). Therefore, a comprehensive approach to IM is needed, which is not offered by any of tl
existing systems discussed above.

Design of an IMS: Requirements and Functionality

A privacy-enhancing IMS makes the user aware of and gives him/her control over the flow of personal data. To show tt
user that flow of data, the IMS must give him or her meaningful history and context representations. History informatic
includes the extent, nature, and linkability of data released in the past; contextinformation may include addition
information, e.g., specific tags to express when actions have to be linked or what properties a new pseudonym should h:
and can be provided by communication partners, third parties such as a privacy information service or even the Inter
community.

In order to give the user control over the flow of personal data, the IMS supports each user in deciding and enforcir
which identifiable or pseudonymous personal data he or she releases. It enables the user to minimize the disseminatic
personal data and to determine the degree of linkability of his data by choosing which pseudonyms are used with wh
properties, and whether to re-use pseudonyms or to generate new ones.

It gives the user the mechanisms and interfaces to implement his privacy rights, e.g., to get information from a server ab
what personal data that server holds about him or her, to access these data, to correct or remove these data, or to gr:
revoke consent.

Usability and a good user interface are essential and may include support by on-line privacy information services providir
information about security and privacy risks with respect to the IMSs deployed.

The user should be able to access his IM tool from a variety of devices (e.g., a mobile phone or PDA) and locations. Als
less capable devices should provide a usable interface and at least minimal functionality.

Ideally, the user’s IMS is located in the user’s trusted environment. For various reasons (e.g., reachability of the syste
when using differendevices, convenient replication, or back-up services), users may want to outsource all or part of the
IMS to a provider. The user should be able to select the provider.

Privacy and identity management should not hinder the enforcement of security measures or the effectiveness of
intrusion detection systems. In many cases there need not be a contradiction between law enforcement requirement
and full privacy

Privacy and identity management should not hinder the enforcement of security measures orthe effectiveness of intrus
detection systems. In many cases there need not be a contradiction between law enforcement requirements and full priv
appropriate design of applications can prevent misuse so that the user’'s anonymity need not be reversil

(PfitzmanmWaidnerPfitzmann 2000). When designing IMSs and deploying anonymous and unlinkable transactions,
systems and tools enforcing security may have to be reconfigured or adapted in order to deal with these varying degree
anonymity or pseudonym properties such as restricting users to a fixed number of pseudonyms per subject, transferabilit
other subjects, possibility and frequency of pseudonym changeover, limitation of the number of uses, validity (e.qg., tin
limit, restriction to a specific application), possibility of revocation or blocking, or participation of users or otheriparties
forming the pseudonymgfitzmannKdéhntopp 2001).

When users act under pseudonyms or anonymously, law enforcement and security considerations may require that tl
anonymity supported by the IMS be reversible, or that a pseudonym can be traced back to a specific user

When users act under pseudonyms or anonymously, law enforcement and security considerations may require that
anonymity supported by the IMS be reversible, or that a pseudonym can be traced back to a specific user. The task
reversing anonymity is typically assigned to dedicated trusted third parties such as identity brokers or authorities certifyil
anonymous credentials. It is of utmost importance that users can trust and, if possible, choose, the third parties that are
to reveal their identities or link their actions. In addition, measures must be taken to ensure public control and accountabi
of the actions of these third parties.

In the IM infrastructure, users will be supported by, and share information with, not only IMS providers and certifying
authorities, but many more third-party services. For all these services, the system should support distribution of trust, &
separation of knowledge and power (e.g., a user may trust a third party or provider to know selected personal informatic
but not to act on behalf of the user). This means the user should be able to decide which third party or provider to trust .
to what extent.

Basic Techniques for Achieving Unlinkability and Anonymity

If users wish, the IMS supports unlinkability of different user actions so that communication partners involved in differen
actions by the same user cannot combine the personal data disseminated during these actions for the purposes of
profiling. Maintaining unlinkability of authenticated data is possible only if users are allowed to act under different
(unlinkable) pseudonyms which may have specific properties or attrilRftesnannKéhntopp 2001).

If users wish, the IMS supports unlinkability of different actions of a user so that communication partners involved in
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different actions by the same user cannot combine the personal data disseminated during these actions for the purpo
of userprofiling

Most actions require secure communication and authentication of some of the communicating parties’ properties

attributes. If users act under pseudonyms, service providers can enforce security and authenticity only if they acce
pseudonymous ceinonymous credentials. Anonymous credential systems su@aagefischLysyahskaya 2001) allow
accountability and law enforcement despite the use of pseudonyms. In many cases, misuse may be prevented (rather

traced) by building appropriate security into the application.

A prerequisite for achieving unlinkability of actions at the application level is support of anonymity by the network, e.g.
realized with Mix-based anonymity servic&h@aum1981,BertholdFederrattK6hntopp2000).

Architecture Overview
A comprehensive privacy-enhancing IMS would include the following compon€tgafKéhnfopp 2001):

« an ldentity Manager (IDM) on the user’s side;
« IDM support in applications (e.g. at content providers, web shops, etc.);
. Vvarious third-party services.

A comprehensive privacy-enhancing IMS needs to include an identity manager, IDM support in applications, and
various third-party services

Some third parties provide the certification services needed for secure authentication of users. They may support varic
degrees of data minimization, e.g., by allowing pseudonymous (but accountable) authentication. Trustees may off
differentmediator services: ldentity brokers, for instance, reveal the identity of a pseudonym holder under specifi
circumstances. Liability services clear a debt or settle a claim on behalf of the pseudonym holder. A value broker m
perform the exchange of goods without revealing additional personal data. Unlinkability of the ‘who (buys)’ and the ‘whe
(is bought)’ in a partially on-line purchase may be achieved by applying ‘separation of knowledge’ between payment ar
delivery services (i.e. neither the party handling payment nor the party handling delivery has the full details of the use
Also, the communication infrastructure needs to support basic security and privacy (e.g., network layer authenticatic
confidentiality, and possibly anonymity) as well as robustness. The principles of distribution of trust and separation ¢
knowledge and power should be applied in the design of these third party services, in order to limit the threat of informati
sharing between third parties. Also, it should be possible for users to enforce their trust preferences.

The user’s IDM acts as a central gateway for all communication between different applications, like browsing the web
buying in Internet shops, or carrying out administrative tasks with governmental authorities

The user’s IDM acts as a central gateway for all communication between different applications, like browsing the wel
buying in Internet shops, or carrying out administrative tasks with governmental authorities. By acting as a central gatew
it allows the user to be aware of the flow of personal data, and to control the release of data, in accordance with
specified requirements.

Figure 1. Basic Components of an IMS

. Application S=rdce Provider
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Third Fary Sardces supporting ldentity Management \\
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As discussed above, distributed implementation of the user's IDM is possible. For example, the graphical user interfa
(GUI) can be implemented on (less capable) mobile devices while the other modules are located at a more powerful fi>
station, using secure communication to the external GUI. Also, part of the user's IDM may be located at an IDM prox
provider.

The IDM tools at the application services are needed primarily to handle anonymous or pseudonymous requests, ¢
especially pseudonymous authentication of users. It also provides the user with context information about the transacti
e.g. information about pseudonym properties needed.

To provide maximum interoperability, common standards for protocols and interfaces need to be defined, so as to permi
combination with existing systems to enhance their privacy functionality.
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Outlook

Privacy-enhancing IM is necessary to preserve and update the concept of privacy for the Information Society. Our visi
of privacy-enhancing IM can only be fully achieved if we design applications, middleware, and communication
infrastructures so thatthey support the IM architecture and technologies proposed. Of course, its implemihtation
happen using an evolutionary approach, as technologies supporting it will be introduced gradually and will coexist wit
today’s systems.

Privacy-enhancing IM is necessary to preserve and update the concept of privacy for the Information Society
Educating Users

With Identity Management Systems (IMSs), individuals can let computers explicitly handle their identities (e.g., roles
which humans have handled mostly implicitly for centuries. This may be a chance for new awareness — and even

emergence of new properties of the self that are invisible without an appropriate médild® ( 1995). This means th
both inter-personal and intra-personal aspects of identity management (IM) have to be addressed by IMSs. But
impossibility of purely implicit handling of identities as well as the option of directly asserting one’s right to privacy may
also be difficult to grasp for many people. To avoid a gap between privacy-haves and privacy-have-nots, th
implementation of IMSs has to be accompanied by a process of educating users. Users should be trained both in di
privacy-related concepts and in using real IMSs. It is necessary to learn about the limitations of digital identity managem:
(IM), e.g., that IMSs cannot enforce privacy, or that they cannot give users complete information as they are unaware
the full set of processing operations carried out on any disclosed data (communication infrastructure adding routing

addressing information; communication partners mining, selling, merging data ...). When considering the complex digit
world and privacy rights, it is a real challenge to design appropriate GUIs for different devices, given also that they me
need to bespecifically tailored to a particular cultural background or legal framework.

The trustworthiness of the system is very important, but even experienced users are not normally able to evaluate
security of their identity manager (IDM) ather parts of the identity management system (IMS). They have to be given
support such as professional evaluation of the system according to security and privacy criteria, audits by privacy advist
or help from privacy information services.

With IMSs, individuals can let computers explicitly handle their identities thus taking over which humans have handle
mostly implicitly for centuries, which means that both inter-personal and intra-personal aspects of IM have to be
addressed byMSs

IMS as Target

The concentration of sensitive personal data in an IMS makes it an attractive target for attackers. Today no really seci
devices exist. Demand for such devices should support and enable industry efforts to build them. But even with sect
devices, IMSs may become a risk to privacy themselves: They mirror a great part not only of the user’s life, but also parts
the communication partners’ lives. Therefore other parties such as marketing companies, employers, insurers, landlord:
even criminals may get the user to disclose his or other people’s personal data. Itis not always the case that data shoul
available in authenticated form, for instance it is a requirement of secret ballots that the voter is unable to reveal his vote
order to prevent blackmail. This should be taken into account in IMS-compatible applications.

The concentration of sensitive personal data in an IMS makes it an attractive target for attackers. Clearly technologie:
need to be developed to ensure gasure

Updating Legal Regulations

IMSs make it possible to bring privacy technology up-to-date in a way that complies with privacy legislation. Existing
regulations which authorize and regulate the processing of personal data may have been written without knowledge
these new technologies and how they can enhance privacy without compromising security. In fact, these regulatic
should be re-evaluated with respect to allowing the use of anonymous or pseudonymous transactions.

IMSs make it possible to bring privacy technology up-to-date in a way that complies with privacy legislation
Not all kinds of invasions of privacy depend on identifiable personal data. Even when pseudonyms are used, discriminat
against, or nuisance to, an individual are possible, and cannot entirely be prevented by IMSs. These kinds of invasion
privacy are not fully covered by today’s right to “informational self-determination". When updating laws like the EU
Directive on Data Protection, one can consider whether a broader view on privacy should be implemented.
Drivers for Privacy-Enhancing IMSs
We see three main drivers for developing privacy-enhancing IMSs, each contributing their specific interests:

« privacy law (EU Directive 1995), enforced by the government, also taking into account the requirements of law
enforcement agencies;
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« users who demand such systems to achieve better privacy;
« economic considerations, calling for the creation of new IMS business models or adapting them to enable lasting
customer relationships without expensive processing of personal data with all its privacy obligations.

The issue of whether these driving forces are sufficient to develop good privacy-enhancing IMSs, and the need for users
be appropriately informed and educated, are no doubt of interest to policy-makers. Moreover, any regulatidieddn this
need to be specific and up-to-date with privacy-enhancing technologies, such that they provide the correct incentives
enterprises to create and put in place the IMS-supportive business models.

There is a need for an interdisciplinary discussion on the future of identity and prdaggdnowicBeslay 2001), which
should lead the way to comprehensive privacy-enhancing IMSs. Technological know-how is necessary for this discussit
The digital world works differently from the physical world; it may threaten privacy, but it also provides the means to cope
with such threats or even shows opportunities for better privacy protection than before.
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