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Abstract

A contractis a non-repudiablegreemenbn a given contracttext,
i.e., a contractcanbe usedto prove agreemenbetweerits signa-
toriesto ary verifier. A contractsigning schemes usedto fairly
computea contractso that, even if one of the signatoriesmisbe-
haves,eitherbothor noneof the signatoriewbtaina contract.
Optimistic contractsigning protocolsusea third party to en-
surefairnessput in sucha way thatthe third partyis not actively
involvedin thefault-lesscase Sinceno satishctoryprotocolswith-
outary third partyexist, this seemgo bethebestonecanhopefor.
We prove tight lower boundson the messagendroundcom-
plexity of optimistic contractsigning on synchronousand asyn-
chronousnetworks, and preseninen andefficient protocolsbased
ondigital signaturesvhich achieve provably optimal efficiengy.

1 Intr oduction

A contract is a non-repudiableagreemenbn a giventext [4]. A
contractsigningschemencludesatleastthreeplayersandtwo pro-
tocols: Two signatoriesparticipatein a contractsigning protocol
“sign” whichfairly computes contract.Thiscontractcanthenbe
usedasinputto acontractverificationprotocol“show” to corvince
ary verifier suchasa courtthatthe signatorieseachecagreement
onthegiventext.

Note that unlike cryptographiccontractsigning protocols[4],
our notiondoesnot tolerateuncertaintyaboutthe outcome.In the
end, the usermusthave a definitive answerwhethera valid con-
tractwasproducedor not. Furthermorewe achievze deterministic
fairnessf theunderlyingdigital signatureschemas secure.

In all practicalschemes;ontractsigninginvolvesanadditional
player calledthird party This party is (at leastto someextent)
trustedto behae correctly thus playing the role of a notaryin
paperbasedcontractsigning. A well-known protocolfor contract
signingby exchangingsignaturewia athird partyworksasfollows
(seealso Schemed): Both signatoriesendtheir signatureso the
third party. Thethird partythenverifiesandforwardsthem. At the
end,both signatoriesendup having two signaturesn the contract
which maybesentto ary verifier for verification. In this andsimi-
lar protocols thethird party hasto beinvolvedin all executionsof
the contractsigningprotocol.
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In orderto minimizethis involvementwhile guaranteeindair-
nesstheconcepbf socalled“optimistic” protocolshasbeenintro-
duced1, 3]*. Thebasicideaof optimisticscheméis thatthethird
partyis notneededn thefault-lesscase:After the executionof the
optimistic signingprotocol,two correctsignatoriesalwaysendup
with avalid contract.Only if oneof thesignatoriesnishehaes,the
third partyis involvedto decideon the validity of the contract.

1.1 RelatedWork

The term “contract signing” wasfirst introducedin [4]. In [11],
it wasshavn thatno deterministiccontractsigningschemecalled
“public-key agreemensystem”in [11]) without third party exists
if theverifieris statelesandonly the two signatoriegarticipatein
the contractsigningprotocol.

Contractsigningwithoutthird party: Earlyresearctiocusecdon
probabilisticcontractsigningschemedasedon gradual exchange
of signatues[4, 5, 10,12] (se€]8] for recentresults):Both signato-
riesexchangesignaturesbit-by-bit.” If onesignatorystopsprema-
turely, both signatorieshave aboutthe samefraction of the peers
signature which meansthey cancompletethe contractoffline by
investingaboutthe sameamountof work.

As pointedout in [3], this approachs not satiskctoryin real
life: Considerfor example,ahousesellingcontract.If theprotocol
stopsprematurelythe sellercannotbe surewhetherthe buyerwill
investsomeyearsto completethe contractor not, i.e., whetherthe
sellerstill owns the houseand canlook for anotherbuyer or not.
Thus,theselleris actuallyforcedto take a highrisk, or to complete
thecontract.

Contract signingwith third party: Simpleschemesor contract
signingusean online third party, i.e, onethatis actively involved
in eachrun.

Optimistic contract signing with third party: The first some-
what optimisticschemenhasbeendescribedn [9]. Thefirst opti-
mistic schemein our senses basedon gradual increaseof priv-
ilege [3]: In n messagexchangesthe probability with which a
contractis valid is graduallyincreasedrom 0 to 1. If the protocol
stopsprematurely eachsignatorycaninvoke a third party called
“judge’ Thethird partywill wait until the protocolwould have ter-
minated(i.e., we arein a synchronousnodel). After this timeout,
the third party picks arandomvaluep in theintenal [0, 1], or re-
trievesit in casethethird partywasinvokedfor this contractbefore.

1This paperincludesthe first authors noteson contractsigningthatwerereferred
toin [1].

2Seealso[6, 7] for optimisticprotocolsfor paymenfor receiptor goods or [16, 22]
for recentoptimistic protocolsfor certifiedmail, i.e., a fair exchangeof a messagéor
asignatureon areceipt.

31t assumeshat verificationis a three-partyprotocol,i.e., thatthe contractis not
valid onits own butonly if athird partycalled“centerof cancellation"doesnotobject.



If theprobabilitygivenby thelastmessageecevedby theinvoking
partyis atleastp, the contractis consideredsalid andan affidavit
is issuedand sentto both signatories. Otherwisethe contractis
considerednvalid. By constructionjf the protocolis prematurely
stoppedone party might be “privileged”, i.e., hasa slight adwvan-
tagewheninvoking the judge: If the third party chooses p that
lies betweenthe probabilitiesof the two signatoriesonly one of
themcanfinalize the contract. Thus,if a correctplayerA invokes
thethird party andgetsthe answerthatthe contractis invalid, she
cannotbe surethat the samewould happenif B invokesthe third
party,i.e., thatthe contractis indeednot signed.In theworstcase,
B might have avalid contract(i.e., probability 1) andhenceknows
thatif A complains,it will succeednly with the probability con-
tainedin the lastmessageaentby B. The probability thatsuchan
uncertairsituationarisess non-ngligible, but linearly smallin the
numberof messagesxchanged3]. In the house-sellingexample
mentionedabore, sucha non-ngjligible errorwould probablynot
be acceptablédor the seller

Recentresearchconcentratecbn optimistic contractsigning
schemeshatavoid suchuncertainsituations,andguarantee defi-
nite decisionwithin limited time: [1] describes synchronougon-
tractsigningprotocolwith four messagesThiswasimprovedin [2]
to afour-messag@rotocolfor asynchronousetworks. Compared
to this earlierwork, thefocusof this paperis on proving boundson
the messageand time-compleity of optimistic contractsigning
protocolsfor differentmodel$.

CommitProtocols: Comparedo commit-protocolgor atomic-
ity of distributedtransaction$20], contractsigningaimsat a non-
repudiableagreementvhile assuminga byzantinefailure model,
i.e., evenif mostsignatoriesare malicious,contractsigningguar
anteesa correctoutcomefor correctsignatoriesvhereascommit-
protocoldo not.

AgreemenProtocols: Contractsigningachiezesmorethanjust
agreemenfl7]: besideseachingagreementhe playersalsowant
to beableto prove it afterwards.

Remark: Fair exchang of signatues andfair contract sign-
ing aredifferentproblemssincecontractsigningdoesnotrequirea
contracto beatext andtwo signaturesObviously, contractsigning
canalwaysbe implementedbasedon fair exchangeof signatures,
but not all contractsigning schemessxchangesignatures. They
only guaranteaon-repudiatiorof theagreemenén a contract.

1.2 Our Results

We presentnew and efficient optimistic contractsigningschemes
and prove that their efficiengy with respectto messagesr time
is optimalif the signatoriesare correctandagreeon the contract.
Furthermoreye prove someboundsandlimitations on optimistic
contractsigningin general Tablel givesadetailedsummaryof our
results: We presenta messagef3 messagesanda round-optimal
(2 rounds)synchronousptimisticcontractsigningschemesswell
asatime-optimal(time 3) asynchronouschemebasedon an arbi-
trary digital signaturescheme. We prove the optimality of these
new schemesas well as the optimality of the schemedescribed
in [2] by proving tight boundson messageand time compleity
of synchronousindasynchronousptimisticcontractsigning. Fur-
thermorewe shav thateachmessage/time-optimakotocolis op-
timal with respectto time/messagegiven the message/timém-
itation. In Theorem4 we shav that no asynchronousptimistic
contractsigningschemeawith state-lesshird party exists.

“4For similar researcton authenticatiorprotocolssee[14].
SEachplayerA recevesa digital signaturesigg (C') if andonly if the othersigna-
tory B receiessig, (C), too.
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Legend:

C CommunicatiorModel: “s” for synchronous;a” for asyn-
chronous.

T Propertiesof the third party: “sl” for state-less,'sk” for
state-leeping.

Op “+" standdor optimistic protocols(Def. 3), “(+)” standgor
optimistic on agreemen{Def. 4), and“~" standsfor non-
optimistic protocols(Def. 2).

t  Time for the output of a contractif the signatoriesagree
(Bold figuresareprovably optimal).

m Numberof messages caseof agreement.

Table 1: Provably Optimal Scheme®8y Model.

Finally, we prove the optimality of awell-known asynchronous
non-optimisticscheme(4 message time 2) in orderto enable
usto substantiat@ur claim that optimistic protocolsare more ef-
ficientthannon-optimisticschemesf exceptionsandmisbehaior
areunlikely.

2 Definitions

2.1 Network Models and Protocol Complexity

We distinguish betweenthe “standard” synchronousand asyn-
chronousnetwork models[15, 21]. On synchronousetworks,
messageareguaranteetb bedeliveredwithin aso-calledround”,
i.e.,arecipientof amessageandecidewhethemmessagaassent
or not. This cannotbe decidedon asynchronousietworks since
messagemay be delayedandreorderedarbitrarily. For machines,
we assumea byzantinefailure model, i.e., a faulty machinemay
sendarbitrary messagesut mustnot be ableto prevent delivery
of messagebetweerntwo correctmachines.The time-compleity
of a synchronougprotocolis the numberof roundsrequiredfor its
execution.Thetime-comple&ity of anasynchronouprotocolis the
time requiredfor its executionif transmissiorof eachmessagee-
quirestime 1 andlocal computationsequirenotime.

We assumehat the network is reliable,i.e., that all messages
sentbetweencorrectmachinesare eventually delivered. In asyn-
chronousetworksthereis no notion of globaltime, no time-limit
onthetime neededor messagéransmissionandthereis no guar
anteethatmessagearedeliveredin the sameorderthey weresent.

2.2 Contract Signing

We now give a formal definition of contractsigningand describe
therequirementsve wantto achieve.

Definition 1 (Contract Signing Scheme)

A contract signing schemefor a messagespaceM and a setof
transactionidentifiers TIDs is a triple (A, B, V) of probabilistic
interactive algorithms(suchasprobabilisticinteractive Turing Ma-
chines)whereV is statelessi.e., hasno memorybetweensubse-
quentprotocolruns. ThealgorithmsA andB arecalledsignatories,



andV is calledverifier. The algorithmscancarry out two interac-
tive protocols:

Contract Signing(Protocol“ sign”): EachsignatoryX € {A, B}

obtainsa local input (sign, Cx, tid), wheresign indicatesthat
the“sign”-protocolshallbeexecuted(Cx € M isthecontractext

X wantsto sign,and¢id € TIDs is the commonuniqué transac-
tion identifierwhichis usedto distinguishin- andoutputsaswell as
messagefrom differentprotocolrunsandwhich signalsthatboth
inputsbelongtogether At the end,eachof A andB returnsa lo-

cal output,which cantake thefollowing values:(signed, C, tid)

containinga contracttext C or (rejected, tid).

\erification(Protocol” show” ): This is the contractverification
protocolbetweerthe verifier V andoneof the signatoriesA or B'.
Thesignatory sayA, obtainsalocalinput (show, ¢id). A doesnot
malke alocal output. Theverifier V outputseither(signed, C, tid)
or (rejected, tid).

m|

Intuitively, an output (signed, C, tid) of the “sign”-protocol
meansthat the usercannow safely act uponthe assumptiorthat
acontract'C” hasbeensigned,i.e., thata subsequenterification
will succeedlIf theprotocoloutputs(rejected, tid), theusercan
safelyassuméhatno contractwassigned,i.e., the othersignatory
will notbeableto passverification.

We now definethe securityrequirementgor contractsigning
dependingon the underlyingnetwork. Sinceon asynchronouset-
works, nobodycandecidewhethertheinput will eventuallyarrive
or not, terminationcannotbe guaranteedn general. Therefore,
we allow the userto “switch” the modelmanually: After a local
input (wakeup, tid), the protocol stopswaiting for pendingmes-
sagesandis requiredto terminatewith acorrectoutput.In practice,
wakeup canbe producedby a local time-outor by aninteraction
with theuser

Definition 2 (Fair Contract Signing)
A contractsigning scheme(Def. 1) is called fair if it fulfills the
following requirements:

CorrectExecution: Consideran executionof “sign” by two cor
rect signatoriesA and B on input (sign, C4, tid) to A and
(sign, Cp, tid) to B with a uniqueandfreshtid € TIDs and
Ca,Cp € M. Then,the“sign”-protocol outputs(signed, Ca,
tid) iff Ca = Cp or else(rejected, tid) to both signatoriesf
noneinputswakeup.

Unforgeability of Contracts: If a correctsignatory sayA, did not
receve aninput (sign, C, tid) sofar, a correctverifier V will not
output(signed, C, tid).

\erifiability of Valid Contracts: If a correctsignatory sayA, out-
put (signed, C, tid) and later executes “show” on input
(show, tid) thenary correctverifier V will output(signed, C,
tid).

No Surpriseswith Invalid Contracts: If a correct signatory say
A, output (rejected, tid) then no correct verifier will output
(signed, C, tid) forary C.

Terminationon SyntironousNetwork: A correctsignatorysayA,
will eitheroutput(rejected, tid) or (signed, Ca, tid) aftera
fixednumberof rounds.

5Thepartiesmusthave agreediponthis beforestartinga contractsigningprotocol.
A commonmethodto guaranteeuniquenesss to usea pair of two locally unique
numbersastheglobaltransactioridentifier In practice,aseparategreemenonatid
maynotbenecessargincecontractsigningwill bepartof alargercommerceprotocol.

"Here,we restrictour modelfor themomentto two-partyverification: Three-party
verificationbetweenA or B, V, anda third partyis consideredn thefull report[18].

Terminationon AsyntironousNetwork: On input (wakeup, tid),
acorrectsignatory sayA, will eitheroutput(signed, Ca, tid) or
(rejected, tid) afterafixedtime.

m|

Therequiremenbn “Verifiability of Valid Contracts’modelsthata

contractthatwasever declaredsigned by a correctsignatorycan-
notbeinvalidatedagain.This meanghatonecansafelybuy anew

housewith themoney if theprotocoloutputsigned. Similarly, the
requiremenbn “No Surpriseswith Invalid Contracts’"modelsthat
a contractwhich wasever declaredre jected cannotbe declared
signed afterwards.Thismeanghatonecansafelylook for another
buyer for the old houseif onethinks no contractwassigned.The
“Unforgeability” requiremenmodelsthatno valid contractcanbe
producedwithout participationof a correctsignatory

2.3 Optimistic Contract Signing

To guarantedairness;'optimistic contractsigning”includesanad-
ditional third party T which is assumedo be correctin orderto
guarantedairness. We try to limit the involvementof this third
partyby distinguishingwo phase®f the“sign”-protocol:

The optimistic phasetries to producea contractwithout con-
tactingthe third party Sincea contractrequiresinputsfrom both
signatoriesthis protocolmay not terminateon asynchronouset-
worksif apeeris notcorrect.

The error recovery phaseis startedif anexception,suchasa
wrong or missingmessager the input of wakeup, occurs.In this
phasethethird partyis askedto guaranteafair decisionin alim-
ited time. In our schemesthis phaseis implementedby a sub-
protocolcalled“resolve”.

Definition 3 (Optimistic Contract Signing)

A fair contractsigningschemegDef. 2) is called optimisticiff an
additionalcorrectplayerT participatesn the “sign”-protocolso
thatoneof thefollowing requirementss fulfilled:

Optimisticon Syn&ironousNetwork: If both signatoriesare cor
rect, the third party doesnot sendor receve messagesn the
“sign”-protocol.

Optimisticon AsyntironousNetwork: If both signatoriesare cor-
rectanddo notinput (wakeup, tid), thethird party doesnot send
or receve messagem the“sign”-protocol.

O

Therequirementhat wakeup mustnot be input on asynchronous
networks modelsthata userhasto be patientin orderto enablethe
protocol to terminatewithout involving the third party: If a user
inputswakeup immediately the protocol may always involve the
third party

A wealer notion of optimistic contractsigning requiresop-
timistic executiononly if the signatoriesinput identical contract
texts:

Definition 4 (Optimistic on Agreement)

A fair contractsigning scheme(Def. 2) is called optimistic on
agreementiff an additional correct player T participatesin the
“sign”-protocol sothatoneof the following requirementss ful-
filled:

Optimisticon Syn&ironousNetwork: If both signatoriesare cor-
rect and both input (sign, C, tid) with a fresh and unique tid
andaC € M, thethird partydoesnot sendor receve messages
the“sign”-protocol.

Optimisticon AsyntironousNetwork: If both signatoriesare cor-
rectandbothinput (sign, C, #id) with afreshanduniquetid and
aC € M anddo notinput (wakeup, tid), thethird party doesnot
sendor receve messagem the“sign”-protocol.
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2.4 Notations and Assumptions

All ourschemesrebasednasecurdigital signatureschemd13,

19] wheresigy (m) denotesX’s signatureundermessagen. Each
party cansignmessagesndcanverify messagesignedby others.
All our protocolsanddefinitionsareformulatedasif thesedigital

signatureswould provide errorfree authentication. Furthermore,
we assumdacitly that sequencenumbers,namesof participants,
andthe tid areincludedinto all signedmessageandthatthe sig-

naturescontainedn messageareverifieduponreceipt.Corrupted
or unexpectedmessagearejustignored.

All schemesre describedoy meansof the messagdlows in
the optimistic case detaileddescriptionf all protocolsaswell as
figuresof the statesandtransitionsof the machinedor signatories
andthird party. The verifier is not depictedasa state-machinéut
only describedn thetext: It is state-lesandhasonly onestate.In
orderto avoid unnecessarilgomplicateddescriptionswe assume
thatthe partiesinvolved area priori fixed. For synchronougproto-
cols, we furthermoreassumethat all partiesagreeon the starting
roundof a protocolwhichis includedin all messages.

In ourfigures,®a—>ﬂ’ ®depictsthatamachines in stateA and
recevesmessagealleda. It sendsmessagealledb andchanges
to stateB. Dashedarrows denoteexceptionhandlingby meansof
executing“resolve”. If the messageameis bold, the message
is exchangedwith the third party Subscriptsin messagsmames
usuallydenotethe time at which they aresent(e.g.,ms would be
amessagdérom round3). Bold statesarefinal states.If amessage
a is not receized on a synchronousmetwork, this is modeledby
receving themessage-a.

3 A Message-OptimalSynchronousScheme

Our message-optimabptimistic schem@ for synchronousnet-
works requiresthreemessages the optimistic caseusinga state-
lessthird party. Its optimistic behaior is depictedin Figure 1.
Theindividual machineof the playersaredepictedn Figures2, 4,
and3.

Schemel (Message-OptimalSynchronous)

This schemeconsistsof the triple (A, B,V) and T of interactive
probabilisticmachinesvhich areableto executethe protocolsde-
finedasfollows:

Contract Signing(Protocol“ sign” ; Figure1): On input (sign,
Ca, tid), the signatoryA initiates the protocol by sendingthe
signed messagen; :=sig, (Ca) with contractC 4 to therespond-
ing signatoryB. B recevestheinput (sign, Cg, tid) andmessage
m, andverifieswhetherthe receved contracttext C4 is identical
to theinput contracttext C's. If not,the playersdisagreeaboutthe
contractandB returns(rejected, tid). Else,it signsthereceved
messagandsendst asm :=sigg(m1) to A. PlayerA thensigns
thereceved messagegain,sendst asms := sig, (m2) backand
outputs(signed, C, tid). Onreceiptof messagens, B outputs
(signed, C, tid) aswell. After a successfuexecutionof this op-
timistic protocol,A andB storemgs underthe tid for laterusein a
verificationprotocol.

8The messagélows aresimilar to the optimistic protocolin [16] which provides
certifiedmail insteadof contractsigning.

9Notethatin our protocolsthecontraciandthecontentsf mostmessagearefixed
afterthefirst messagsentby a signatory Therefore gachplayercansave signatures
by includingcommitmentgo randomauthenticators:; into theinitial messagevhich
arethenreleasednsteadof signingmessagefl].

Signatory A Signatory B
mi
notok: rejected
ms
notok andnoms:
rejected
elsesigned.

ms3

\

notok: “resolve”
elsesigned.

Figure 1: Optimistic Behaior of the Message-OptimalSyn-
chronousSchemel.

—
show/m3 or mg
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\ P
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-ms/rejected

Figure 2: SignatoryA of Schemel.

If A doesnot receve messagen. it waits until Round5, and, if

ms wasnot receved, it outputs(rejected, tid). If B did notre-
ceive messagens, it maybethatA neverthelessvasableto com-
puteavalid contractms afterreceving mo. Thereforeit startsthe
“resolve”-protocolto invoke thethird partyto guarantedairness.

RecweryfromException{Sub-Pptocol” resolve”): B sendsa
messagen := sigg (m2) containingm; andm, to thethird party
T. The third party checkswhetherboth playersagreedandthen
forwardsms in ms := ma to A which might still wait for it. This
guaranteeshat A receivesa valid contractms := sig, (m2) and
outputs(signed, Ca, tid). FurthermoreT sendsan affidavit on
ma2 in my :=sigr(m2) to B andB outputs(signed, C, tid). After
the “resolve”-protocol, A keepsms andB keepsmj to be used
in laterverificationprotocolexecutions.

\erificationof a Contract (Protocol” show”): On input (show,
tid), a signatorylooks up ms or ms andsendsit to the verifier.
The verifier verifiesit and outputs(signed, C, tid) if this suc-
ceedsand(rejected, tid) else.

m|

Lemma 1 (Security of Schemel)
Schemeél is afair optimisticcontractsigningscheme. &

Proof of Lemmal: The schemeadheredo Definition 1 by con-
struction.We now shav thateachof therequirementslescribedn

Definitions2 and3 arefulfilled:

CorrectExecution: If both correctplayersA andB input (sign,

C, tid) with identical tid and C, thenboth receve a valid con-
tractmg andoutput(signed, C, tid). If thecontractsor ¢id’s dif-

fer, B outputs(rejected, tid ) afterreceving m: andA outputs
(rejected, tid 4) afternotreceving ms in Round5.
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Figure4: Third Party T of Schemel.

Unforgeability of Contracts: In orderto corvinceacorrectverifier
V for a given tid, oneneedscorrectmessagesns or my for this
tid. Sincems aswell asmj containsignaturegrom both partici-
pants acorrectsignatoryinput (sign, C, tid).

Verifiability of Valid Contracts: If A outputs (signed, C, tid)

thenit recevedms (or ms containingm:z) whichwill beaccepted
by the verifier asa correctcontractms afterbeingsignedby A. B

outputs(signed, C, tid) only if it recezed ms or mg which are
acceptedtoo.

No Surpriseswith Invalid Contracts: Let us first assumethat a
correctsignatoryA returnedrejected on input (sign, C, tid)

whereasB is able to corvince the verifier. This requiresthat B

knows mgs or mi for the given tid and C. Since A returned
rejected, it did not receve my until Round5 and it did not
sendms. Thereforepnly m§ couldleadto successfulberification.
However, if thethird party wascorrect,it will notacceptrecorery
requestdfrom B after Round4. Furthermorejn Round4, no re-
covery was startedsince A did not receve ms in Round5. Thus
B did not receie m{ in Round5. Now let us assumesecondly
thatA invokes“resolve”. Thiswould notcauseproblemssincein

thiscase A needsn.. Thusthecontraciwill bevalidatedaryway:

EitherB recevesms or it will start‘resolve”, too.

Terminationon SyntironousNetwork: The scheme requires at
most5 rounds(3 in “sign” and2in “resolve”) to terminate.

Optimisticon Syn&ironousNetwork: If two correctsignatoriesn-
put (sign, C, tid), A outputs(signed, C, tid) after round 2
whereaglayerB outputs(signed, C, tid) afterround3. If they
disagreej.e., input differentcontracts A outputs(rejected, tid)
after Round5 and B after Round1 without contactingthe third
party by starting“resolve”.

We now shaw thatno optimistic contractsigningschemewith only
two messagesxists. This provesthatthe numberof messagesf
Schemél is optimal. Furthermorewe shav thatit cannotbedone
with threemessage two rounds.Thus,the numberof roundsof
Schemél is optimal, too, giventherestrictionto 3 messages.

Theorem 1 (Optimality of Schemel)

In the synchronousnodel, thereis no optimistic contractsigning
schemewith lessthan3 message@ the optimistic caseanda 3-
messag@rotocolneedsatleast3 rounds. ¢

Proofof Theoem1: Letusassumeahatthereexistsanoptimistic
contractsigningschemevheretheoptimisticcaseneedghreemes-
sagesin two rounds. In the optimistic phase,one player say B,
sendgwo messagem g in Roundl andm. g in Round2.

Let us first assumethat A sendsits single messagen in
Round1. Sincetwo correctplayerswho input identical contracts
Ca = Cp mustnot contactthe third party this meansthat the
singlemessagen 4 from A needsto be sufficient to enableB to
corvincethe verifier. Now assumehatanincorrectB recevesthe
valid contractm 4 but sendsiothing. ThenA mustbeableto obtain
avalid contractsincethe contractm 4 sentto B cannotbeinvali-
datedagain(verificationis a protocolbetweerB andthe state-less
verifierV only). ThereforeplayerA needdo beableto startrecor-
erywithoutary inputfrom B andadishonesB mustnotbeableto
preventthis. Thiswould enableA to forgea contract.

If wenow assumegntheotherhand thatA sendsn 4 in Round
2, ma andmsp mustbevalid contractsj.e., sufiicientfor “show”.
If A now omits sendingm 4, it will endup with a valid contract.
ThereforeB mustbe enabledto run “resolve” if A did notsend
its only messageTheresultingrecovery withoutary messagérom
A, however, againcontradictgheunforgeabilityrequirementThus
no protocolwith 3 messages 2 roundsexist.

If a two-messageschemeexists, adding an empty message
would producea 3 messageschemein 2 roundswhich doesnot
exist. m

4 A Round-Optimal SynchronousScheme

We now describethe round-optimalScheme2 for synchronous
networks and prove its securityin Lemma2. It requiresonly
two roundsbut four messagesSinceary three-messagésign”-
protocol needsat leastthreerounds(Theoreml), thereexists no
one-roundprotocolat all andno 2-roundprotocolwith only three
messages. So the schemedescribedis optimal with respectto
roundsandgiven the limitation to two roundsalsowith respecto
the numberof messagesThe optimisticbehaior of the schemas
depictedn Figure5. The playersaredepictedn Figures6 and?.

Scheme2 (Round-Optimal Synchronous)

This schemeconsistsof the triple (A, B,V) and T of interactve
probabilisticmachinesvhich areableto executethe protocolsde-
finedasfollows:

Contract Signing(Protocol“ sign” ; Figure5): On input (sign,
Ca, tid) asignatorysayA, sendsnessagen 4:=sig, (Ca) in the
first round. If it doesnot receve amessagenig with C4 = CB,
it waits for recovery messagens andoutputs(rejected, tid) if
my iS notrecevedin Round4. If amessagen:s with C4 = Cp
is received,is sendsma 4 :=sig, (m14, mig) in thesecondound
andwaitsfor map. If map with acorrectcontracttext C4 = Cp
isreceved,it outputs(signed Ca, tid). Else,it starts‘resolve”.

RecweryfromException{Sub-Pptocol” resolve”): A signa-
tory, sayA, sendsmsa := maa to thethird party which verifies
its consisteng and signs an affidavit. This affidavit is sentas
my :=sigr(ma4) to bothparties.If thepartiesreceve anaffidavit
in Round 4, they output (signed, C, tid). Else, they output
(rejected, tid).

Verificationof a Contract (Protocol“ show”): On input (show,
tid), asignatorysayA, looksup (m2a, m28) or ms andsendst
to theverifier V. Theverifier checksthatthesignaturesrecorrect.
If thesechecksfall, it outputs(rejected, tid) andelse(signed,
C, tid).

m|



Signatory A Signatory B
miaA miB
notok andnoms: notok andnomy:
rejected rejected.
m2A m2B
if ok: signed if ok: signed

else:“resolve”. else:“resolve”.

Figure5: OptimisticBehavior of theRound-OptimaSynchronous
Scheme2.
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Figure6: Signatorye.g.,A, of Scheme2.

Lemma 2 (Security of Scheme2)
Scheme is afair optimisticcontractsigningscheme. <

Proof of Lemma2: The schemeadheredo Definition 1 by con-
struction. We now shaw thatit fulfills the requirementstatedin
Definitions2 and3:

CorrectExecution: If both players behae correctly and input
identical tid’s and contractseachsignatory say A, recevesmi g
andmsp. Thus,the protocoloutputs(signed, C, tid) on both
machines.If the signatoriesdisagree bothwill receve inconsis-
tentmessagesm Roundl andwill wait for recosery until Round4.
Sinceno recorery messageny will bereceved, they will output
(rejected, tid).

Unforgeability of Contracts: In orderto corvince a correctveri-
fier, a signatory say A, needs(maa, mag) Or m4. Since(maa,
map) aswell asmq containsignaturesfrom both signatoriesa
correctsignatoryinput (sign, C, tid).

\erifiability of Valid Contracts: A signatory say A, only outputs
(signed, C, tid) afterreceving my4 or aftersendingms4 andre-
ceving m2p. Thus,they areableto convincetheverifier.

No Surpriseswith Invalid Contracts: If asignatorysayA, decides
rejected, shedid notstart“resolve” anddid notreceve m4 in
Round4 which meansthat B alsodid not receve m4. In order
to corvince a verifier, B thereforeneedsms4. However, sinceA
outputre jected, it did notsendms.4.

Terminationon SyntironousNetwork: At most 4 roundsare re-
quiredfor termination.

Optimisticon Syn&ironousNetwork: If two correctsignatoriesn-
put (sign, C, tid), they output (signed, C, tid) after round 2
without contactingthe third party If they disagreethey output
(rejected, tid) afterround4 without contactingthethird party.

Figure 7: Third Party T of Scheme2.

5 A Time-Optimal AsynchronousScheme

We now describea new time-optimalasynchronousontractsign-
ing schemelt terminatesn time 3 andrequiressix messagei the
optimistic case.In Theorem3 we prove thatthis is time-optimal.
Its optimistic behaior is sketchedin Figure 8, the machinesare
depictedin Figures9 and 10. Note that the third party is state-
keeping: Oncea contractis acceptedi.e., ms or mi wassent),
the third party entersits signed statewhlch dlsablesabortlngthe
protocol. A state-lesshird partywould bemoreconvenient,but we
prove in Theorend thatthisis not possible.

A message-optimachemehasbeenproposedn [2]. It de-
scribesan asynchronouschemewhich requiresfour consecutie
messageandtime four. Thisis message-optimah the optimistic
casesince,aswe will prove, thereis no asynchronousptimistic
contractsigningschemeawith only threemessageéTheoren2).

Scheme3 (Time-Optimal Asynchronous)

This schemeconsistsof the triple (A, B,V) and T of interactve
probabilisticmachinesvhich areableto executethe protocolsde-
finedasfollows:

Contract Signing(Protocol“ sign” ; Figure 8): On input (sign,
Ca, tid) thesignatory sayA, sendsts signedcontractin message
mia :=siga(Ca). If A recevesmp with anidenticalcontract,
it sendsmaga :=sig,(mia, mip). If amessagenspg from B is
receved,A sendsnga :=sig, (m24, map). After receving msgs,
the signatoryoutputs(signed, C, tid). If map is recevedbefore
m g sincethemessagebave beenreorderediy theasynchronous
network, bothms4 andmsz4 aresent. If msp is receved before
map, m3aa IS sentand(signed, C, tid) is output. If am1p with
adifferentcontractis recevedbeforemsp or if (wakeup, ¢id) oc-
cursbeforems4 hasbeensent,“resolve;” is startedby sending
maa 1= sig,(maa), if it occursafterm,4 hasbeensentbut be-
fore msa, “resolve;” is startedby sendingmy, 4 := siga(ma2a),
else“resolve,” is startedby sendingm} 4 := siga(msa4). Mes-
sagesnqp or mgp from a cheatingplayerB containingdifferent
contractC4 # Cp areignored.

RecweryfromExceptiongSub-Pptocol“ resolve;”): Thispro-

tocol is usedin a situationwherethe statusof a contractmay not

beclear If thesignatorysendsmna 4 to abortthe protocol,thethird

party eitherresendsa previously sentdecisionms, m§ or mZ or

elsean abortacknavledgmentms := sig(ma44) andchangego

theaborted-statefor theabortingsignatory If thesignatorysends
my, thethird party eitherresendsa previous decisionms, ms, or

my orelsesignsanaffidavit mf := sigr (m}). After receving ms,

the signatoryoutputs(rejected, tid). After receving mg or mg,

thesignatoryoutputs(signed, C, tid).

RecweryfromException{Sub-Pptocol“ resolve,”): This re-
covery sub-protocolis usedto completethe contractif it is clear
thatthe signatoriesagreedon the contracttext. Onesignatory say
A, sendsits messagen’, 4 to thethird party. Thethird partythen
eitherresends previousdecisionm} or m¥ or elseproducesanaf-
fidavit andsendst asmy :=sigt(m/ 4 ) to A whooutputs(signed,
C, tid). Thisrecovery by A overridestheeffectsof apreviousabort
messagensp sentby anincorrectplayerB.



Signatory A Signatory B
if wakeup: A TP it vakeup:
wakeup: wakeup:
_ “resolve;”. >< _ “resolve;”.
ifCa#Cs if Ca #CB
“resolve;” “resolve;”.

if ms: rejected. if ms: rejected.

. maa m2B
if wakeup: >< if wakeup:
“resolve;’. “resolve;”.
. msa m3B
if wakeup: >< if wakeup:
« - « "
resolves’. resolve,'.
signed signed

Figure8: OptimisticBehavior of the Time-OptimalAsynchronous
Schemes.
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Figure 9: Signatorye.g.,A, of SchemeS (statesS24 or Sz4 may
be bypassedf messagearereordered).

\erificationof a Contract (Protocol” show” ): After the input
(show, tid), asignatorysayA, looksup (m3a, msg), ms, or mj
andsendst to theverifier V. Theverifier verifiesthe messagedf
thesecheckdfall, it outputs(rejected, tid) andelse(signed, C,
tid).

O

Lemma 3 (Security of Scheme3)
Scheme8 is afair optimisticcontractsigningscheme. <

Proofof Lemma3: Scheme3 adheredo Definition 1 by construc-
tion. We now shaw thatit alsofulfills the requirementstatedin

Definitions2 and4.

CorrectExecution: If both signatoriesA andB startwith identi-

calinputs(sign, Ca, tid) and(sign, Cg, tid) anddo notinput
wakeup thenbothwill eventuallyreceize all messageandwill out-

put (signed, C, tid). If they disagreepothwill abortby sending
my4 andwill finally output(rejected, tid).

Unforgeability of Contracts: Assumethatacorrectverifieroutputs

(signed, C, tid). This meansthathe receved at leastmessages
mia, mip (Maybeincludedin m§ or mY) containingidentical

Figure 10: Third Party T of Schemes.

contractswhich aresignedby A andB, respectiely. Thus,all cor
rectpartieshave input (sign, C, tid) sinceotherwisethey would
nothave sentm 4 andm, g atall.

\erifiability of Valid Contracts: A signatory say A only outputs
(signed, C, tid) after receiing msp or mj or mj containing
identicalcontractsn messagesi14 andmig. Thus,it is ableto
corvinceaverifierin all cases.

No Surpriseswith Invalid Contracts: Let us assume that
(rejected, tid) was output by a correct signatory say A,
after receving ms and a correct verifier invoked by B outputs
(signed, C, tid). Theneither(msa, msg), ms or m§ mustbe
known by B. Let usfirst assumehat (msza, msg) wassh(wn to
the verifier then A sentbothmza andmaa or mj,, i.e., A was
incorrect. Let us now assumethatmj was shawvn to the verifier
thenT sentbothms andm5, i.e.,thethird partywasincorrect.Let
usfinally assumethatm Wassh(wn to the verifier. Sincems as
well asm! wereproducedoy the third party the machineT was
in oneof the abortedstatesandthusA musthave senteithermaa
or mY 4. SinceA receivedms, it did notsendm 4. Togetherthis
impliesthat A sentma4. This contradictshe assumptiorthatmy
was shawn to the verifier a correctA which sendsmaa doesnot
sendmz 4 Whichis partof my .

Terminationon AsyntironousNetwork: If theuserinputswakeup,
a‘“resolve”-protocolis started.In this protocol,the othersigna-
tory is notinvolved arymore. Sincethe third party is assumedo
becorrect,it will answer Thus,the“resolve”-protocolterminates
with adefinitive answemftertime 2, i.e., afixedtime aftertheinput
of wakeup.

Optimisticon Agreement: If two correctsignatoriesdo not input
wakeup andinputidenticalcontractsthey bothreceve the outputs
(signed, C, tid) from the “sign”-protocol after time 3 without
contactingthethird party

We now prove in Theorem2 that asynchronougontractsigning
with only 3 messageis impossible.Thenwe prove the optimality
of Scheme3 in Theorem3. Sincethis schemestill needsa state-
keepingthird party,we will shav in Theoremd thatonecannotdo
betteri.e.,thatrecosery with a state-lesshird partyis not possible
in theasynchronousase.

Theorem 2 (Message-Optimalityof Schemen [2])
Thereis no asynchronousptimistic contractsigningschemewith
threemessages the optimisticcase. &

In orderto prove this theorem we first shaw thatrecosery cannot
involve bothsignatoriesn theasynchronousase:

Lemma 4 (AsynchronousRecovery is 2-Party)

The outcomeof the recorery phaseon asynchronousietworks is
determinedonly by inputsfrom the third party andthe signatory
startingit. <
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Figure 11: Proof of Theorem3: Saving a DashedMessageby
Shoving it Up or Down.

Proofof Lemmad: If thethird partyis invokedby a correctplayer
the recovery phaseis requiredto terminatein orderto guarantee
terminationof the “sign”-protocol. However, if the third party
asksthe othersignatory the third party could not decidewhether
the messageavould eventually be answeredor not. Thus, if this
signatoryis notcorrect,”resolve” would notterminate.m

Proof of Theoem2: Let usassumédhatA sendstwo messages,
saym: andmsg, in theoptimistic phasewvhereasB sendonly one
messagesayms. Then(mi,m2, m3) mustbe sufiicient to con-
vincethe verifier. If A sendsmi andms without having receved
mz, B cancorvince a verifier without sendingms,. Therefore,
A is requiredto be ableto recorer to signed without contacting
B (Lemma4) which contradictsthe unforgeability requirement.
Thus, m3 is sentafter ms hasbeenreceved. If we now assume
thatB sendsm. beforereceving m1, A could corvince a verifier
without sendingary messag&ndB would be requiredto be able
to recoverto signed withoutcontactingA (Lemma4) whichagain
contradictghe unforgeability requirement.

Thereforethe messagearesentin orderms, ma, ms (Similar
to Schemel depictedn Figurel). Sincethe protocolis optimistic,
atleast(mi, m2) shawvn by A and(m1, m2, m3) shovn by B are
sufficientto corvincetheverifier. Now considetheexceptions:Let
usassumehat T did notdecidefor this ¢id before.If B now does
not receive mg, the third party hasto decidelocally (Lemma4)
on signed sinceA may have obtaineda valid contract(mi, ma).
ThusB may obtaina valid contractfrom the third party evenif A
only sentm,. Therefore A mustbe ableto startrecovery with the
third party after sendingmg, too. In this case,the third party is
requiredto decidelocally whetherthe contractis valid or notgiven
onlym; from A. If it now decidenre jected basednm; only,
anincorrectA couldmake acontractnvalid aftera successfutom-
pletionthatdid notinvolve the third party (i.e., after sendingms).
If thethird partydecidensigned sinceB maylaterrecover, then
avalid contractcouldbe obtainedwithout B’s participation. m

This enablesisto prove the optimality of Schemes:

Theorem 3 (Optimality of Scheme3)

Thereis no asynchronousptimistic contractsigning schemein
time 2 in the optimistic caseand every protocolin time 3 needs
atleast6 messages<

Proof of Theoem 3:  If we assumethat a 2-time 4-message
optimistic “sign”-protocol exists, then this can be usedto con-
structa 3-time 3-messagerotocol: Sincethe two-party signing
protocol has4 messagetabeledwith two subsequentimes, two
message$mi 4, m1p) arelabeledwith time 1 andtwo messages
(m2a, mop) arelabeledwith time 2 whereeachtwo messagek-
beledwith the sametime areindependentrom eachother There-
fore, oneplayer sayB, cansendm s togethewith map andmaa
canbesentafterreceving theseéwo messagesrheresultis athree-
messagg@rotocolwith themessages; 4 :== m14, mhg := (M1,
mag), andmj 4 := maa Which doesnot exist accordingto Theo-
rem2.

If we assumehat a 5-messaggrotocolin time 3 exists, we
canconstructan equivalentprotocolwith 3-messagem time 3 by
shaving a messageip or down (seeFigurell): If 5 messageare
sentin time 3, thereexistsatimet for whichonly onemessagen 4
sentby onesignatory say A, exists. Furthermorefwo messages
m’, andmp arelabeledwith timet’ whichis eithert + 1 ort — 1.
If two messagearelabeledwith timet + 1 thenthemessagesi a
andm/, canbesenttogethemttimet. Thisis possiblesinceA does
notreceive a messagattime ¢ which guaranteeshatthe contents
of m/; have alreadybeenfixedwhenm 4 wassent.For B, recev-
ing m/4 earliermustnot make a differencesincethe network may
have reorderedhe messagearyhow. If, on the otherhand,two
messages’y andmp arelabeledwith time ¢t — 1 thenthe mes-
sagesn’y andm canbesenttogetherattime ¢. Thisis possible
sinceB doesnotsendamessagattime ¢ whichimpliesthatm', is
not neededby B to computea messageThis constructiorenables
to changetwo subsequentimeswith two and one messagemto
two subsequenimeswith onemessageach.Two applicationsof
this constructiorresultin the desired3-messagerotocolin time 3
which contradictsTheorem2. =

Finally, we shawv that the state-leepingthird party in Scheme3
cannotbeavoided:

Theorem 4 (AsynchronousT KeepsState)
Thereis no asynchronousptimistic contractsigningschemewith
state-lesshird party. ¢

Proof of Theoem4: Assumethereis anasynchronousptimistic
contractsigningschemeThenby meansof the constructionin the
proof of Theorem3, thereis anequivalent”sign”-protocolwhich
hasonly messagesayma, ..., m,, in arow whereA sendsm;
andm,, (if not, prependinginemptymessagéelps).Furthermore,
we assumethat in “resolve”, the third party getsall messages
theinvoker hassentor recevedsofar, i.e., aprefix (ma, ..., mg)
of (m1,...,my). Sincewe arein an asynchronousnodel, the
third party’s decisioncannotdependon the non-invoking signatory
(Lemma4). Sincethethird partyis assumedo be state-lessthe
decisionis actuallya setof functionsT P() on (my1,...,my) to
{signed, rejected} for eachk for whicharequesis allowed.

Considerarunwith correctA andB wherebothinputidentical
contractsandB inputswakeup beforethelastmessagen,, from A
hasbeenreceved. SinceA mayhave recevedavalid contractthe
third partymustdecidel’ P(ma, . .. ,my):=signed fork = n—1
to fulfill the“No Surprises”-requirement.

Now assumethat T'P(my,...,mx) signed for some
k > 2. If we now considerthe casethat the other playergetsa
wakeup after sendingmy_1, arecovery requestmustbe allowed
sincethe otherplayerwill eventuallyreceve mg_1 which would
enableit to recover to signed. For consisteng reasonswe have
TP(my,...,mg_1):=TP(my,..., my)=signed. Thus,induc-
tively we getT' P(m1) = signed which contradictsthe unforge-
ability requirement.m

6 An Optimal AsynchronousNon-Optimistic Scheme

All protocolsup to now were optimistic, i.e., the third party was
only invoked in caseof failures. We now prove the messageand
time optimality of an asynchronousersionof a well-known syn-
chronoudair exchangeprotocolbasedn a third party storingand
forwardingthe contractsignatures.

Thisprotocolneeddour messages time 2 andworksonasyn-
chronousmetworks. Its behaior is depictedin Figurel2. Thema-
chinesfor theindividual playersaredepictedn Figuresl3and14.
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Figure 12: Behavior of the Optimal Asynchronousschemet with
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Figure 13: Signatoriese.g.,A, of Schemel.

Schemed (Time-Optimal Non-Optimistic Protocol)

This schemeconsistsof the triple (A, B,V) and T of interactive
probabilisticmachinesvhich areableto executethe protocolsde-
finedasfollows:

Contract Signing(Protocol“ sign” ; Figure 12): Oninput (sign,
C, tid), eachsignatory say A, sendsa signedmessagen 4 :=
siga (Ca) containingthe contracttext C4 to thethird party. If an
input (wakeup, tid) is made,a messagens := sig, (wakeup) is
sent. Thethird partywaitsfor mi4 andm. g andverifieswhether
C4 = Cp andtida = tidp. If thisis the casethe third party
sendghe messagen, := sig(m14, m1p) to bothsignatories If
the checksfail or wakeup is receved beforeboth messagetave
beenreceied, thethird party sendsms, := sigr(rejected).

Verificationof a Contract (Protocol“ show” ): On input (show,
tid), signatoryA looks up m, and sendsit to the verifier. The
verifier checkswhetherthe messagés valid andoutputs(signed,
C, tid) if thissucceedsind(rejected, tid) else.

m|

We now prove the securityof this scheme:

Lemma 5 (Security of Scheme4)
Schemed is a fair contractsigning schemeif the machineT is
correct. &

Proof of Lemmab: The schemeadheredo Definition 1 by con-
struction.We now shav thateachof therequirementslescribedn
Definition 2 arefulfilled:

CorrectExecution: If both correctplayersA andB input (sign,
C, tid) with identical tid and C and do not input wakeup, then
bothreceve a valid contractms. If the contractsor tid’s differ, A
andB output(rejected, tid) afterreceving ms.

Figure 14: Third Party T of Schemet.

Unforgeability of Contracts: In orderto corvinceacorrectverifier
V for a given tid, oneneedsm; := sigr(m14, mig) including
this ¢id. A correctsignatorysayA, will notsendm, 4 withoutthe
input (sign, C, tid).

\erifiability of Valid Contracts: If A outputs (signed, C, tid)
thenit recevedmy whichwill beacceptedy the verifier asacor-
rectcontract.

No Surpriseswith Invalid Contracts: Let usassumehata correct
signatoryA returnedre jected oninput(sign, C, tid) wherea8
is ableto corvince the verifier. ThenB receved my whereasA
receved m),. ThisimpliesthatT sentms andm with the same
tid which contradictshe assumptiorthatthe T is correct.

Terminationon AsyntironousNetwork: If the user has input
(wakeup, tid), the schemerequiresat most time 2 to output
signed Orrejected.

We now prove the optimality of Schemed.

Theorem 5 (Optimality of Scheme4)
Thereexists no asynchronousontractsigning protocolwith three
messagesr only oneroundin thefault-lesscase. ¢

Note thatthis shavs that one cannotimprove the efficiency of
the optimistic protocolpresentedn [2] by allowing the third party
to participatein the“sign"—protocol.

Proof of Theoem5: If we assumehat a three-messagprotocol
with third party existsthenthe following prerequisitesold: If the
third party sendsmessagesvithout having received ary message
before thesemessageareindependenof thecontractto besigned
and can be omitted. If the third party doesnot sendandrecieve
ary messageshe protocolis optimisticanda threemessagepti-
mistic protocoldoesnot exist (Theorem?2). If thethird party only
recevesmessageshesemessagedo notchangeheoutputsof the
signatoriesor the resultof a subsequenterificationsinceT does
not participatein “show” andcanbe omitted. Therefore thethird
partyfirst recevessomemessageandthensendssome.Any pro-
tocol whereone of the signatoriessendsno messagesontradicts
the unforgeability requiremensincethe outcomewill beindepen-
dentof the contractinput by this participant.If, ontheotherhand,
a signatorydoesnot receve ary messageshe outputof this sig-
natoryis independendf the contractinput by the other signatory
which contradictsour requirementstoo.

Thuseachof the threeplayerssendand receve one message
eachandthereareonly threemessagesTherefore thesemessages
aresentin acirclewhereT doesnot sendtheinitial message.

If we assumehatthe messagearesentin the sequencd\, B,
T, A thenB mustbe ableto win a disputewith its only message
receved. If B thendoesnot sendits messagéo T. If we assume
thatwakeup wasinputto A, A mustbe ableto recoserto signed
with its only messageent. However, in this case A couldaswell



recover with thefirst messagevithout sendingit thuspassingver-
ification without B. This would contradictthe unforgeability re-
quirementfor B. Recweryto rejected is alsonot possiblesince
it contradictghe“no surprises’trequiremenfor A.

If we assuméhatthesequencés A, T, B, A thenB receiveda
valid contractwith themessagérom T. SinceB mayomit thelast
messageA would berequiredto passa verificationwith its initial
messagémaybeafterrecoseringtogethemith T). Thiscontradicts
the unforgeabilityrequiremensinceA andT would beableto end
up with a valid contractwithout input from B (Remember:We
ruled outthree-partydisputes).

To prove that no protocolin time 1 exists, we assumethere
would be sucha protocol. In this protocol,the messagefrom the
third party cannotdepencdon the contractwhereaghe messageto
the third party will not changethe outcomeof a subsequenteri-
fication sincewe do not allow 3-party disputes. Therefore these
messagesanbe omitted. The resultingprotocolwould be a two-
messagerotocolwhereeachmessages a valid contract. If one
player say B, doesnot sendits messageA mustbe allowed to
recoverto signed withoutary signedmessagegom B. This con-
tradictsthe unforgeabilityrequirement.m
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