Collaborative elLearning with BIUES'n

PRIME Application Prototype v3

Benjamin Kellermann
TU Dresden

July 21, 2008

TECHNISCHE
@ UNIVERSITAT
DRESDEN

Benjamin Kellermann (TU Dresden) Collaborative eLearning with BIuES'n July 21, 2008



PRIME Overview

Privacy and Identity Management for Europe

E—

BIluES

ik niversal o Education System

@ What is BIUES?

BIUES
like universal eEducation System

© BIUES goes PRIME — BIUES'n

© PRIME Concepts used in BIUES'n

www blues-portal.de

@ Experiences about PRIME integration

You already accepted the privacy policy.

Show privacy paolicy

5
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PRIME Different Collaboration Tools

Privacy and Identity Management for Europe

X Inbox - Thunderbird

File Edit Wiew Go Message Tools Help
)

¥, . ) g @ .
Get Mail  Write Address Book | Reply ReplyAll Forward | Tag  Delete  Junk

Al Folders [T [ o Ta T subject

= ©) News & Blogs 3 Re: a typo
) Trash - Re: a typo
) wikinews (71) - Re: a typo

=/ Local Folders Re: at
= inbox (1) = Subject: Re: atypo
# Unsent
» Drafts (1) From: John Smith <wikismith@example net>
(=1 Sent Date: 13:54
) Trash To: Webmaster <webmaster@example.net>

John Smith wrote:

Hello.
There is a typo at http://stat.ecamp
“wikipedia”.

—- John Smith, http://wikismith.srampl:

Thanks for your message, the spelling ha

ZEnot

ons: "mail if filtersd”,

-- John smith,
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PRIME Functional Modules in BIUES

Privacy and Identity Management for Europe
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PRIME Workspaces

Privacy and Identity Management for Europe

(28 BluES - Active workspace: ‘art”

Personal |
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PRIME Partial Identity, Pseudonym, Alias

Privacy and Identity Management for Europe

) New Partial Identity % ]

Pa I’tial |dentity (pl D) Determine Attributes of your new Partial Ider
Subset of a person’s attributes

Alias*

representing the person in a specific e
situation/context Micrare

Frename
|ohn
Birthiate
1870-01-01
Familyname
Frimeur

Pseudonym

Identifier for a partial identity paoraly

Language

Email
john@prim e-project.eu

Interests

User-friendly text-based representation of e
pseudonyms P
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PRIME Partial Identity, Pseudonym, Alias

Privacy and Identity Management for Europe

) New Partial Identity % ]

Pa I’tial |dentity (pl D) Determine Attributes of your new Partial Ider
Subset of a person’s attributes

Alias*

representing the person in a specific e
situation/context Micrare

Frename
|ohn

Birthdate
1970-01-01

Familyname
Primeur

urn-uuid 694612 -befl-4:51
Identifier for a partial identity paoral

Language

Pseudonym

Email
john@prim e-project.eu

Interests

User-friendly text-based representation of e
pseudonyms P
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PRIME Partial Identity, Pseudonym, Alias

Privacy and Identity Management for Europe

Partial Identity (pID)

Subset of a person’s attributes
representing the person in a specific
situation/context

Pseudonym

Identifier for a partial identity

User-friendly text-based representation of
pseudonyms

New Partial Identity % ]

Determine Attributes of your new Partial Ider

Alias* -

g o

HMickname

Frename
|2

Alias™

math
-
[l P— !

john@prim e-project.eu

Interests

*requierd fields

{Treate Cancel
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PRIME BIUES enhanced

Privacy and Identity Management for Europe

= O <

Leg-in

Flease enter your log-in data

Log-in name: |john Frimeur

P w) pres————eey

o I0g-in? Get one at 'http frurrican: 3000/ blues /CreateLogin't

ak Cancel

Kellermann Collabora ng with BIuES’'n



PRIME . BIuES enhanced

x
Send Personal Data? @

You have initiated an action that requiers defivery of data ta the server (more).

Pseudonym Cantficated by the
Unique identiferof a partal derity BIUES™ service provider
You are going e subs cribe to a messaging channel inthe workspace ‘math
Leg-in This action is caused for awareness purposes by activation of aworkspace.

The s uonym 5 used 10 dznote the SUBSCHIsErs of 3 Channel inctta racognize the user when
unsubseribing from the chanel

- 1 hich informations becormes visible for other users?

Please enter your lag-in data Your pseudonym will be contained in the list of channel subscribers
Select Partial Identity
Accordingto predefined rules, the Decision Suggesting Module(DSM) or DIUES'n makes sugaestions
%0 assist you inthis task. The Scale on the left hand side ofthe Chernoff faces visualizes this

Log-in name: ‘Jﬂh” Primeur | suggestion. You should select a partial identity with five or four bars. The selected partial identity is
righiighted

Fe———" HIRt: You can also apply suggestions automatically by defining conve lent rules. I this case, ths

Passwors: | | el
New partal Identity Existing partial Identities

Mo log-In7 Get one at 'hitp:/ fturrican:3000/blues/CreateLogin! Parta e Tarer Avribues ]
m .| o pErTen ©

I
ok cancel | e

You should use the paria § o
idertity highilahted in this izt L1l ©3) math Avriowes )
in his skuation. Of course, »

you can also select anather
partial identity or create anew.

send Dara_|
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PRIME Alias Mapping

Privacy and Identity Management for Europe

Fix chat 'Global chat' Chat topics in this wo..| Global chat | ¥ Fix chat 'Global chat'Chat topics in this wo..| Clobal chat | ¥

Ik Jmessage Juser  ftimestamp |8 Jmessage Juser ftimestamp |

Anyhbody there? Alice Jul'17, zoos

4

»

¥ )
Adh
@
Abh
pe
Akh
LY
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PRIME

Privacy and Identity Management for Europe

Alias Mapping

Fix chat 'CGlobal chat' Chat topics in this wo...| Global chat

o

E.Z' Jmessage

Juser

I'(imeslam B

Anyhbody there?

Alice

Jul 08

=>

Fix chat 'Global chat'Chat topics in this wo..[ Global chat

o

':Z' |message

Juser

Anybody there?

Ceorgina Jul 17

Itimestam B

T

»

¥ )
A
Lo}
A
pe
Add

July 21, 200:
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PRIME Alias Mapping

Privacy and Identity Management for Europe

L3 Fix chat 'Global chat'Chat topics in this wo.. | Global chat »

Fix chat 'CGlobal chat' Chat topics in this wo...| Global chat

Ik Jmessage Juser  ftimestamp |8 Jmessage Juser ftimestamp |

Anybody there? Ceorgina Jul 17, 2008

@ [Ceorgina's I0: urn:uuid:f37851dd-adde—4e3a-992a-9cab3s!

08

Anyhbody there? Alice Jul

Send

July 21, 200: 8/ 14
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PRIME Alias Mapping

Privacy and Identity Management for Europe

Fix chat 'Global chat' Chat topics in this wo..| Global chat | ¥ Fix chat 'Global chat'Chat topics in this wo..| Clobal chat | ¥

Ik Jmessage Juser  ftimestamp |8 Jmessage Juser ftimestamp |

Anybody there? Alice  Jul 08 Anybody there? Ceorgina Jul 17

Hi Ceorgina
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PRIME Alias Mapping

Privacy and Identity Management for Europe

L3 Fix chat 'Global chat'Chat topics in this wo..[ Global chat »

Fix chat 'CGlobal chat' Chat topics in this wo...| Global chat

Ik Jmessage Juser  ftimestamp |8 Jmessage Juser ftimestamp |

Ceorgina Jul 17

08

Anyhbody there? Alice Jul
Hi®@GCeorgina® Bob Jull

SEf

T

»

¥ )
A
Lo}
A
pe
Add
LY

July 21, 200: 8/ 14
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PRIME Alias Mapping

Privacy and Identity Management for Europe

L3 Fix chat 'Global chat'Chat topics in this wo..[ Global chat »

Fix chat 'CGlobal chat' Chat topics in this wo...| Global chat

Ik Jmessage Juser  ftimestamp |8 Jmessage Juser ftimestamp |

Ceorgina Jul 17

Anyhbody there? Alice Jul [i}:) 2 ¢
Hi®Alice® il Jul <j .. Hi®@Georgina® Bob  Jull ]
urn;uuid,
f37851dd
afde-4e3a

992a-9ra633

SEf

T

»

¥ )
A
Lo}
A
pe
Add
LY

4

)

¥
A
@
A
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v
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PRIME .  Decision Suggestion Module

Configuration of the Decision Suggesting Modul (OSM)

[C25end Personal Data x

>> Select Workspace to configure << @ Mode:
Otlormal  @Expert
Send Personal Data? &P I

ou have intated an action that requiers delivery of data to the server (g TS Wi
Data-

Lovel ot Partioning P .
Pseudon,

Unique identifier of a partial identity

Choose ane level of data partitioning
~What caused the Request?
Ohlues'n @Workspace OFunctional Modules
You are going to subscribe 102 messaging channel in the w
This action is caused for anareness pUIPOSES by actvation
The pseudanym is used 1o denote the subscriners of a ch
unsubscribing from th channel el ke ’
Which informations becomes visible for other users Use partial identities within one workspace only. 2
Your pseudonym will be contained inthe list of chan

uggest particular partial identity for my first action in an application session within a workspace:
Oprefer partial identity used for last action within workspace
automaticall

@aznerate newpartaidentiy

o Y S
Select Partial Identity

According to predefined rules, the Decision 5
to assist you in this task. The scale on the lefy
suggestian. You should select a partial iderf
highlighted.

Hint: You can also apply suggestions aut
dialogue will not appear.

esting Module

lgenerate automatically

atically by defining con

For the following actions within an application session:

S —————-——
New pastial Identity S T Lliser i " 7
m o

s

You should use the partial
iddentity highlighted in this list

atributes

in this situztion. Of course, ot

You can also select another

partial identiy or Create a new

ane 1] = rereeTe v
Send Data
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PRIME

Privacy and Identity Management for Europe

Access Control with Policies and Credentials

Qomewoe ——— 2

Workspace Properties

Please enter he warkspace prapeties

Common settings| Functional Modules

e
[ Paricipanis

Selectable paricipants: Selected participants:
matn = PARTICIPANT.
Richard ~Clinton
ljsge & cuesT
ferichard

Ciinton [

S ouneR

ok | cancel |

Participant

Right requests

4 Other's requests [Requests from other users to me)

From ]Resource Right coepted JClosed
Rudolph gl opened [GLEST
Rudalph art i ER »® ™

# My requests (Requests from me to other users)

o [Resource JRight [accepted [Closed ||
math  |@ art  PARTICL.| % | [

-3 Request access pe ons *

\) Doyou wmant to send access permission requests to the owners of the selected workspaces?

owner || Cancel |
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PRIME Interface for Privacy Aware Users

Privacy and Identity Management for Europe

® Worapace

Current Warkspace: BIUES lounge

e ——
lF’aniaI identity selected: math

My Identities
used in WP

£
@ Iy

My Commiiy
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PRIME Interface for Privacy Aware Users

Privacy and Identity Management for Europe

[8 BIuES - Active workspace: ‘BIUES lounge”

@ Workspace

Current Workspace: BIUES lounge

0 My ldentities

used in WSP
® Vorkspace \ eem
|

Current Warkspace: BIUES lounge @
ma

My Identities
used in WP

@ 0 My Community

known in WSP /

® My Community \ s
known invisp ‘\
|‘ | Jade n F o

e e
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PRIME Experiences about PRIME Integration

Privacy and Identity Management for Europe

PRIME

@ very much focused on customer-service scenarios

e Send Personal Data Dialogue
o credentials cannot be revoked
o client-server architecture

e few transactions

@ performance (synchronous interaction is needed in collaboration)

e conflict: privacy vs. usability

e more difficult than in customer-service scenarios because of many

transactions
e good default configuration of Decision Suggestion Module is not easy

V.
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PRIME

Privacy and Identity Management for Europe

Thank you for your attention!

(o)

My Identities
used in WP

@

My Community

known inWsP-

3

Identity and Privacy in the Offline World & I

Partial Identity
In real fe, people never need to use their complete identity. Third parties, individuals, groups of
people and organisations know only an excerpt of the attributes describing the complete identity of
a person. We call these subsets of the attributes of a complete identity partial identities. A partial
identity can be defined in the following way:

|| A partial identity is a subset of attributes of a complete identity, used e.g., to characterise (but
not necessarily identify) a person to another party (€., other individuals, groups of individuals,
organisations).

As an example, we examine the differences concerning the partialidentities of a person at work, at
home, in a store, etc, (fig. 1.1). The partial identity a superior knows of one of his employees is
typically different from the partial identity used by his relatives — e.g., the wife of the employee.
Both partial identities differ again from the partial identity an assistant in a shop has about this
person as a customer visiting a shop where he uses, say, his credit card to pay the bill. And the
policeman who is checking a driving licence perceives again a different partial identity of the person
in question.

Figure 1.1: Different partial identities of John

unliability

public authority
shopping

he sith oare

& ety ot John
@ vatal ntity of o

=]

=1

ation |,

@ intraduction @
5~@ Offline World B
0 Identitydentifier
@ Partial deniity Use
0 privacy @
@ identifiability B
€ Data Traces @
@ (Un-iLinkability B
@ summary B
Digital World (B)

€ DM Systems B

@ User-Controlled IDM B
€3 Disclaimer B
€3 Imprint B
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