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e Meeting, TelCo
e MS exchange, Outlook, Thunderbird, doodle Privacy Prodlems
e common in all solutions: publish availability pattern Oiret tarence
1 P Doodle’  rar: ices omer
e next: define “Privacy-Enhanced Event Schedul- =

ing"”
e 2 different privacy problems occur
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DOOdleu Poll: Business Dinner
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e business dinner D
e john's wife asks herself
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Sandra Steinbrecher

e business dinner
e john's wife asks herself
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Indirect Inference

The availability pattern of user bunny23 looks
suspiciously like the one of my employee John Doe!
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e matching 2 information sources D
e identify pseudonyms Privacy Problems
e it is not enough to use doodle pseudonymously Indiect ference *
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e matching 2 information sources
e identify pseudonyms

e it is not enough to use doodle pseudonymously
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Business Dinner
Apr2010

Mon, 12 Tue, 13 Wed, 14 Thu, 15 Fri, 16
Name va 20:00 va 20:00 va 20:00 va 20:00 va 20:00 va

Anonymous #1 Has voted anonymously.
Ancnymous #2 Has voted anonymously.
Ancnymous #3 Has voted anonymously.
Anonymous #4 Has voted anonymously.

tota! I I NP N NP

e naive solution, schedule-decision on sum of avail-
abilities

e Without identification of participants, attackers stay
anonymous

Business Dinner
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Mon, 12 Tue, 13 Wed, 14 Thu, 15 Fri, 16
Name wa 20:00 va 20:00 va 20:00 va 20:00 va 20:00 va

Bob Has voted anonymously.
Carol Has voted anonymously.
Alice Has voted anonymously.
Dave Has voted anonymously.

ot N I I N PR

e naive solution, schedule-decision on sum of avail-
abilities

Business Dinner
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Business Dinner
Apr2010
Mon, 12 Tue, 13 Wed, 14 Thu, 15 Fri, 16
Name wa 20:00 va 20:00 va 20:00 va 20:00 va 20:00 va

Bob Has voted anonymously.
Carol Has voted anonymously.
Alice Has voted anonymously.
Dave Has voted anonymously.

ot N I I N PR

e naive solution, schedule-decision on sum of avail-
abilities
e in this naive approach, trust in server is needed Business Dinner
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Apr2010
Mon, 12 Tue, 13 Wed, 14 Thu, 15 Fri, 16
Name wa 20:00 va 20:00 va 20:00 va 20:00 va 20:00 va

Bob Has voted anonymously.
Carol Has voted anonymously.
Alice Has voted anonymously.
Dave Has voted anonymously.
tota N I I N P

e naive solution, schedule-decision on sum of avail-
abilities
e Untrusted Server Business Dinner
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Mon, 12 Tue, 13 Wed, 14 Thu, 15 Fri, 16
Name wa 20:00 va 20:00 va 20:00 va 20:00 va 20:00 va

Bob Has voted anonymously.
Carol Has voted anonymously.
Alice Has voted anonymously.

Dave Has voted anonymously.
tota N I I

% B

H\ -

e naive solution, schedule-decision on sum of avail- @l

abilities I
e Untrusted Server Business Dinner
e Cryptographic Methods to overcome servertrust
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Business Dinner

Apr2010
Mon, 12 Tue, 13 Wed, 14 Thu,15 Fri, 16
Name wa 20:00 va 20:00 va 20:00 va 20:00 va 20:00 va
Bob Has voted anonymously.
lﬁml Has voted anonymously.
Has voted anonymously.

Has voted anonymously.
tota N I NP

naive solution, schedule-decision on sum of avail- ]

abilities

Untrusted Server

Cryptographic Methods to overcome servertrust
key ids behind names
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Secret Key:

Cancel || Login

e registration phase is needed to exchange asym- ) i
metric keys

Thank you for your attention!

neep
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This is the last
slide!



	Problem Statement
	Event Scheduling
	Direct Inference
	Indirect Inference

	Solution
	Solution?
	Register

	Appendix

