e [if
DRESDEN @ | e

Faculty of C: Sci Institute of Systems Architecture, Chair of Privacy and Data Security

p

Privacy-Enhanced Event Scheduling

http://dudle.inf.tu-dresden.de

Benjamin.Kellermann @tu-dresden.de
D19E 04A8 8895 020A 8DF6
0092 3501 1A32 491A 3D9C

.+ | PrimelLife is a research project
- funded by the European Commis-
sion’s 7t Framework Programme

Berlin, December 29, 2009



TECHNISCHE

UNIVERSITAT @ Primel.ife

Event Scheduling

DOOdIeD Poll: Business D Te!%® ~ 2009-10

Voller Name 5. 08:00 6. 11:00 7. 10:00 7. 13:00 8. 10:00 8. 13:00
= o ©  © e o
Mon | Tue W ) e o
8.00PM B:00PM 80 Gustav © © )
< pry ‘ | Beatrice e o e o
3 3 > 2 3 1
08:00 == o L[:J o o o o o o
[/ Home Julie | ok ken
ol ivate 09:00
ok ] =/
John 10:00 o 20412006 |Tue 0010512008 |wed ogr06.
W Peter
Il Julie 11:00 Mezet John m
-

12:00

13:00 I ! I

Options  ~ Tentative [l Busy [l Outof Office 23 No Information
16:00

Start time:|09/02/2006 |~ | (0500 AM |~ |
End time: 0910212006 |~ | 0930 AM |+ |

15:00 <] (=]

16:00

17:00

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 2 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

2 Primel.ife

Privacy Problems
Direct Inference

Doodle’

Poll: Business Dinner

Will my husband vote for
the date of our Peter
wedding anniversary?

October 2009

Julie
Tom

Count

Mon Tue Wed Thu Fri
19 20 21 22 23
8:00 PM  B:00 PM | 8:00PM 8:00 PM 8:00 PM
oK oK 0K 0K

oK 0K 0K
oK oK oK

oK oK oK oK
(] ] O O O

2 3 2 4

Benjamin Kellermann Privacy-Enhanced Event Scheduling



TECHNISCHE
UNIVERSITAT
DRESDEN

@Primeufe

Privacy Problems
Direct Inference

Doodle’

Will my husband vote for
the date of our Peter
wedding anniversary?

Poll: Business Dinner

October 2009

Mon
19

Tue
20

Wed Thu
21 22

Fri
23

8:00 PM  B:00 PM | 8:00PM 8:00 PM 8:00 PM

0K 0K 0K 0K
0K / 0K 0K
}/ 0K
oK oK oK oK
O [m] [m] O
2 3 2 4 3
slide 3 of 31

Benjamin Kellermann Privacy-Enhanced Event Scheduling



TECHNISCHE
@ UNIVERSITAT
DRESDEN

2 Primel.ife

Privacy Problems

Indirect Inference

The availability pattern of user bunny23 looks

suspiciously like the one of my employee John Doe!

Doodle’ .. cha

July 2009
Mon
27
@00 %00 | 1000 1100 | 1200 | Loo 200 | 00 | 400 00
A am AM am | em mm e
MickeyMouse | 0K | oK ok | ox | ok | ox
bunnyz3 | ok ox ox ‘ ok | ok | ox
superman1970 ok | ok | ok | o | ox
Snoopy ok | ok | ok | ox | ok | ox ok | ox
title_girl ok | ok | ox ok | ok
o 0o o o o) o oo oo
ot 2 3 3 . s sz 2 3 2

Benjamin Kellermann

Privacy-Enhanced Event Scheduling

[ Home
[ private
[ work
v lJjohn
Ol Peter
Ol Julie
L Tom

<0 > July 27 - August 2, 2009
Mon 27 Jul
0800

LN o ccent the new business model

10:00

1200

13:00

call Mr. Brown
1400

15:00

slide 4 of 31



TECHNISCHE
@ UNIVERSITAT
DRESDEN

gPrimeLife

Privacy Problems

odle’

MickeyMouse
bunny23
supermanls70
Snoopy

little_gitl

<4 O p July 27

. Mor
Indirect Inference
08:00
_/-)
The availability pattern of user bunny23 loo E/H)me/
suspiciously like the one of my employee Jg private GERR present the new
R 17 work
Poll: Chat L ]U:UU
Poll: Chat
)’”"“’/ 11:00
4 L0~
8:00 9:00 10:00 11:00 12:00 1:00 2:00 3:0 4:00 5:00 F
AM AM AM AM PM PM PM PE\Q{ PM 12:00
oK oK 0K oK 0K oK
oK ok oK oK oK ok \) 13:00
oK oK oK oK oK CB" Mr. Brown
oK 0K 0K oK 0K oK oK oK ]4:['“
jamin Kellermznn oK Ruvagy-Fgxhanced Evienipgchedging slide 4 of 31
15:00
m m m m m m m m m m




DRESDEN

) SRS @Primeufe

Table of Contents

Problem Statement
Scheme

Extensions
Evaluation

Demo

Conclusion and Outlook

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 5 of 31



ﬂﬁ?#s"n'?ﬁﬁ 8 ;P imelif
DRESDEN W’ rrimeLiie

Requirements

® Untrusted Server

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 6 of 31



TECHNISCHE
@ UNIVERSITAT
DRESDEN

g Primelife

Requirements

® Untrusted Server
® Privacy
o Verifiability

Benjamin Kellermann Privacy-Enhanced Event Scheduling




QE?EV'S‘E:@%*&% gPrimeLife

Requirements

Untrusted Server
Privacy

Verifiability

Low Communication
Complexity

® | ow Computational
Complexity

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 6 of 31



TECHNISCHE
@ UNIVERSITAT
DRESDEN

gPrimeLife

E-Voting vs. Event Scheduling

Benjamin Kellermann

Privacy-Enhanced Event Scheduling

Vote 8

Candidate #1 | & ®

Candidate #2 X L9 o

O © ©

. alao =)

- Yes | X X
Candidate #10 No X

one vote per column

slide 7 of 31



QE‘EV'S‘%‘R'E%%*E gPrimeLife

E-Voting vs. Event Scheduling

Vote

Candidate #1
Candidate #2 X

se|eos

x| Date #1
Date #2
x| Date #320

- Yes
Candidate #10 NG

x

one vote per column

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 7 of 31



QE‘E@;‘@%&% gPrimeLife

E-Voting vs. Event Scheduling

Vote

Candidate #1
Candidate #2 X

se|eos

x| Date #1
Date #2
x| Date #320

- Yes
Candidate #10 NG

x

scales

one vote per column

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 7 of 31



QE?EV'S‘E;‘@%*E gPrimeLife

E-Voting vs. Event Scheduling

Candidate #1
Candidate #2 X

$8|ROS

x| Date #1
Date #2

x| Date #320

. Yes

Candidate #10 No

x

scales

one vote per column

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 7 of 31



Berimel

Scheme

Problem Statement

Scheme

Extensions

Evaluation

Demo

Conclusion and Outlook

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 8 of 31



) SRivER AT gPrimeLife

Superposed Sending

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

2 Primel.ife

Superposed Sending

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 31



B primelif

Superposed Sending

+ Kap — Rab

- ka,b
Alice Bob

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

2 Primel.ife

Superposed Sending

+ ka,b + Kac — Ka b+ kb,c

- kE,C - kb,c

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

 Primelife

Superposed Sending

Ma + Kap + Kac Mp — Kap + Ko,c
Bob

Me — Kae — Kp,c

D. Chaum, “The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

2 Primel.ife

Superposed Sending

Ma + Kap + Kac Mp — Kap + Ko,c
Bob

ma + ka,b + Ka,c
+Mmp — Kap + Kpc
+me — kg — kb,c

Me — Kae — Kp,c

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

 Primelife

Superposed Sending

Bob

Ma + ka,b + Kac
+Mp — Kap + Kpc
+me — Kac — Kpc

D. Chaum, “The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

 Primelife

Superposed Sending

Bob

Ma + ka,c
+mp + kb
+me — Kac — Kpc

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

 Primelife

Superposed Sending

Bob

Ma + ka,c
+mp
+mMe — ka,c

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

 Primelife

Superposed Sending

Ma
+mp
+me

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 31



ggﬁ%ﬁ*&% gPrimeLife

Poll Initialization

|Alice| | Bob| |Caro|| |Server|
T T

|

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 10 of 31



QE‘E{%‘@%&% gPrimeLife

Poll Initialization

|Alice| | Bob| |Caro|| |Server|
T T T

T

1 1 | I |
1 1 1 TP 1
VTP L P e E-mall T ...time slots
N X X , nNotification P ...voters
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 10 of 31



QE?EV'S‘E;‘@%*E gPrimeLife

Poll Initialization

|Alice| | Bob| |Caro|| |Server|
T T T

: 1 1 > 1

1 1 1 TP :

VTP L P e E-mall T ...time slots
- - — ! notification P .. .voters

- ~ ke kep '

Kap  Kpa*t—>, ' key .

Kac : Kea . exchange kij - .. key vector
| : | i

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 10 of 31



QE?EV'S‘E:@%*&% gPrimeLife

Poll Initialization

|Alice | | Bob| |Caro| |
: | :
1 1 1
CoTP g TP e
Vo - /.(. ka,b /? —Rab
- - o cb - a,b
ka,b kb,a ’; Alice Bob
/ia,c 1 c,j
~ T kel |
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 10 of 31



QE?EV'S‘E:@%*&% gPrimeLife

Poll Initialization

|Alice | | Bob| |Caro| |
: | :
1 1 1
CoTP TP e
e nd P Ea,b pa —Ka,b
- - o cb - a,b
ka,b kb,a —>| Alice Bob
Ka,c i ca Ka,b.t —Kab
A | o
1 1 1
: : : ka,b,f‘ﬂ _ka,b,t‘ﬂ
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 10 of 31



QE?EV'S‘E;‘@%*E gPrimeLife

Casting of Votes

|Alice| | Bob| |Caro|| |Server|
T T T

: 1 1 > 1
1 1 1 TP :
VTP L P e E-mall T ...time slots
1< = - , notification P ...voters

- o Kpe  kep !

/ia'b i L ! key ki ...key vector
Ka,c : ca i exchange i - KEY

A : . i

1 1 — 1 d 1

- a c . R

L Ga b E: d ...encrypted votes
1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 11 of 31



QE?EV'S‘E:@%*&% gPrimeLife

Casting of Votes

|Alice | | Bob| |Caro| |
: | :
1 1 1
VTP o P e .
:: -_‘ — T da = (da,t1 , da,fz ..... da,t‘ 7| )
- o Kpe  kep
ka,b Kpa |
/EB,C : ﬂc,‘a
~ T =1
1 1 1
1 = a 1
:lTl—b',:
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 11 of 31



O e B primeL
DRESDEN -y rimeLie

Casting of Votes

|Alice | | Bob| |Caro| |
: : :
1 1 1
VTP o P e ~
2 PR da = Gotyr -+ Gatyr))
- ~ ke kep
Ka,b kb,a<—>;
B > - dat = Var + Kapr + Kact
/ia,c 1 cLa
~ T =1
1 1 1
1 ~ a‘ 1
:lTl—b',:
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 11 of 31



O e B primeL
DRESDEN -y rimeLie

Casting of Votes

|Alice | | Bob| |Caro| |
: | :
1 1 1
VTP o P e ~
:: '_‘ N * da = (da,t1 B da,tz ----- da,tm)
- o kpe  kep
ka,b kba |
= i > Aot =[Var [t Kabt + Kact
/ia,c 1 c,j
~ T =1
: ) - : Vat € {O, 1}
1 C—ia C/b
1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1
1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 11 of 31



QE?EV'S‘E:@%*&% gPrimeLife

Result Publication

|Alice| | Bob| |Caro|| |Server|
T T T

: 1 [ |
1 1 1 T P :
VTP L P e E-mall T ...time slots
1< = - , notification P ...voters
" L o kpe  Kep !
Kab  Kba i | key -
<—>/Ea,c ! ﬂc,‘a ! exchange kij . ..key vector
D A
1 1 - 1 d 1
R d c \ -
L Ga b E: d ...encrypted votes
1 1 1
1 1 1 1
1 1 o . 1 a’ a‘ 1 .
. ab, de L O, 0o le 20 ! E-mail
< ; ; ' notification

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 12 of 31



QE?EV'S‘E:@%*&% gPrimeLife

Result Publication

|Alice | | Bob| |Caro| |
i i |
1 1 1
X TP TP e oy, - oy
- ' ' by db,fm
1 — —
- - kb,c kc,b dC,f1 . s dc,tm
ka,b kba |
/Ea,c : ﬂc,‘a
< T >
1 1 1
! = 1
] d b =
1 1
1 1
1 Lo 1 E
X dp, do < Oa, do 1]
1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 12 of 31



O s B primeL
DRESDEN s rimedLire

Result Publication

|Alice | | Bob| |Caro| |
: : L
1 1 1
X TP TP e da,t‘ T
- ' ' oy,
1 — -
o L Kpo  kgp ey,
ka,b kb a |
/?a R : ﬂca Vat + ka,b,r1 + ka,c,m
<+ T > Vbt — Kabty + kb,c,r1
' ' . \ Vot — Kact — Kpop
|od ==
1 1
1 1
1 N 1 E
: ab, ag < da’ dC :4_
1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 12 of 31




QE?EV'S‘E:@%*&% gPrimeLife

Result Publication

|Alice | | Bob| |Caro| |
: : L
1 1 1
Corp TP oty -oer Dot
1< b i b1, .t
1 — -
- - kb,c kc,b dC,f1 . s dc,tm
ka,b kba |
/?a R : ﬂca Vat, + ka,b,ﬁ + ka,c,m
<+ T > + Vbt — Kapbt + kb,c,r1
' L + Vot = Kact — Kpop
|od ==
1 1
1 1
1 N 1 E
: ab, ag < da’ dC :4_
1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 12 of 31



O e B primeL
DRESDEN .,l rimeLie

Result Publication

|Alice | | Bob| |Caro| |
: : L
1 1 1
v L TP oty ooer oy,
A b i b1, .t
L o Eb,o kc,b dc,t1 ’ e dc,t‘ﬂ
ka,b kba |
/? ! r Va,ty
|=arc : C&al + Vp, t
! ! ! + Ve
1 ~ a 1
S ca——
1 1
1 1
1 . 1 E
: ab/ ac < da, de :4_
1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 12 of 31




TECHNISCHE
@ UNIVERSITAT
DRESDEN

@ Primelife

Result Publication

|Alice | | Bob| |Caro| |
: | L
1 1 1
CoTP TP e
I‘ — -
- o Kpe  kep
ka,b kba |
EB,C : “CLB
~ T =1
1 1 1
1 ~ a 1
| & =
1 1
1 1
1 N 1 E
. dp, d e Oa, do 1]
1 1 1

Benjamin Kellermann

oty
e/
Aoty

v f

Zalfm
by
c)

Privacy-Enhanced E

vent Scheduling

slide 12 of 31




O e B primeL
DRESDEN -y rimeLie

Result Publication

|Alice | | Bob| |Caro| |
l i .
1 1 1
S - R LT oy, - oy
:: + + db,t1 db'tlﬂ
- - kb,c kc,b dC,l‘1 . s dc,tm
ka,b Kb a |
< T >
: 1 : Z V/',H e Z V,"r‘ﬂ
| ds 9 L
1 1
! b Choose timeslot with highest sum!

S ] g

| b de | oG e
1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 12 of 31




QE?EV'S‘E:@%*&% gPrimeLife

Trying to Cheat

|Alice| | Bob| |Caro|| |Server|
T T T

: 1 [ |

1 1 1 T P :

VTP L P e E-mall T .. .time slots

- = — | notification P ...voters

- ~ ke kep !

Kap  Kpa™ > ' key -

<—>/Ea,c : ﬂcé ! exchange kij ... key vector

E— A

1 1 - 1 d 1

1 C7 | ap I—Ctl o

| a_ ot ' < d ...encrypted votes
1 1 1

: 1 1 1

1 1 1 - - 1

D G, d L 0ede B Emai

< ; ; ' notification

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 13 of 31



QE?EV'S‘E:@%*&% gPrimeLife

Trying to Cheat

|Alice| | Bob| |Caro|| |Server|
T T T

: 1 1 > 1

1 1 1 T ,D :

VTP L P e E-mall T ...time slots
1< - — ! notification P ...voters

- o kpe  kep !

/ialb kblau 7 ; : key Kii key vector
/ia,c 1 ca 1 exchange i - KEY

A : o i

1 — a 1 8{: 1

1 < -

1 da | S 3 d ...encrypted votes
1 1 1

1 1 1 1

1 1 o . 1 a’ a" 1

: _‘b/ ac := da, de ! a % ' E-mail

< ; ! ' notification

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 13 of 31



O s B primeL
DRESDEN s rimedLire

Trying to Cheat

|Alice | | Bob| |Caro| |
I I I
1 1 1
CoTP o TP e B
- = — da = (daty. Bay, .-, da,rm)
E P Kp,c Keb
b b :
+ g . Oat = Vat + Kapt + Kaot
/ia,c 1 c,:'i
~ T =1
: : - : Vat € {O, 1}
1 aa C/b
1
1 1 1
1 1 1
1 1 1 1
I - - 1 4 4 1 4@
1 Op, O 1 220
v | |

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 13 of 31



O s B primeL
DRESDEN s rimedLire

Trying to Cheat

|Alice | | Bob| |Caro| |
: | L
1 1 1
CoTP TP e B
- = — da = (daty. Bay, .-, da,rm)
/? P Kp,c Keb
b b :
j al . dat = Vat + Kabt + Kaet
/28,0 1 cLa
~ T =1
— vt € (0,1}
:lTl—b',: / \
: : : Vat = —17 Vat = 27
1 1 1 1
I - - 1 4 4 1 4@
1 Op, O 1 220
v | |

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 13 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

éPrimeLife

Avoid —1 Cheaters

T1 T2 T3 T4
Alice 11 0
Bob 0 1 0
Mallory 0 0 0
S 1 2 0

Benjamin Kellermann

Privacy-Enhanced Event Scheduling

slide 14 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

gPrimeLife

Avoid —1 Cheaters

T1 T2 T3 T4
Alice 11 0
Bob 0 1 0
Mallory 0 0 0
S 1 2 0

Benjamin Kellermann

Privacy-Enhanced Event Scheduling

slide 14 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

gPrimeLife

Avoid —1 Cheaters

T1 T2 T3 T4
Alice 11 0
Bob 0 1 0
Mallory 0 0 0
S 1 2 0

Benjamin Kellermann

Privacy-Enhanced Event Scheduling

slide 14 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

éPrimeLife

Avoid —1 Cheaters

T1 T2 T3 T4

Alice
Bob
Mallory

0 0

0

1 -1

>

2 -1

Benjamin Kellermann

Privacy-Enhanced Event Scheduling

slide 14 of 31



ggﬁ%ﬁ*&% éPrimeLife

Avoid —1 Cheaters

T1 T2 T3 T4
Alice 11 0 0
Bob 01 1 0
Mallory 0—-1 1 O
> 11 2 0

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 31



QE‘EV'S‘%‘R'E%%*E gPrimeLife

Avoid —1 Cheaters

Alice 0 0 0 ©

T T2 T3 T4
Alice 1100 Alice o 1T 00
Bob 01 1 0
Mallory 0—-1 1 0
2 1120 Alice 10 0 0

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 31



QE‘E@;‘@%&% gPrimeLife

Avoid —1 Cheaters

Alice 0 0 0 ©

Bob 01 0 0
T1 T2 T3 T4

Alice 1100 ég%e 8 é 8 8
Bob 01 1 0
Mallory 0—-1 1 0

> 1120 Aice 1 0 0 0

Bob 0o 0 1 0

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

gPrimeLife

Avoid —1 Cheaters

Alice 0 0 0 O
Bob 0 1 0 0
?
T1 72 T3 T4 b3 2 O
Alice 1100 ég%e 8 é 8 8
Bob 0o 1 1 0
Mallory 0-1 1 0 ) > 0?
> 1120 Aice 1 0 0 0
Bob 0 O 1 0
> > 07
> 1 2 1 0
Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 31



QE‘E{%‘@%&% gPrimeLife

Avoid —1 Cheaters

Alice 0 0 0 O
Bob 0 1 0 0
Mallory 0 ? 0 0
>0?
TI T2 T3 T4 b3 20
Alice 1100 Alice 0100
Boh o 110 Bob 0 0 0 0
0” i Mallory 0 2?2 0 0
Mallory 0— 0 > > 07
2 1120 Alice 10 0 0
Bob 0 0 1 0
Mallory 0 2?2 1 0
S > 07
> 1 2 2 0

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 31



TECHNISCHE
UNIVERSITAT
DRESDEN

éPrimeLife

Avoid +2 Cheaters

T T2 T3 T4
Alice 1T 1 0 0
Bob o1 1 0
Mallory 0 0 2 O
> 1 2 3 0

Benjamin Kellermann

Privacy-Enhanced Event Scheduling

slide 15 of 31



QE‘E@;‘@%&% gPrimeLife

Avoid +2 Cheaters

normal poll inverted poll
T T3 T4 T1 T2 T3 T4
Alice 171 0 0 Alice "0
Bob 01 1 0 Bob 1
Mallory 0 0 2 O Mallory 1
> 1 2 3 0 > 2
Benjamin Kellermann

Privacy-Enhanced Event Scheduling slide 15 of 31



QE‘E@;‘@%&% gPrimeLife

Avoid +2 Cheaters

normal poll inverted poll
T T2 T3 T4 T T2 T3 T4
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Avoid +2 Cheaters

normal poll \m@rted poll
T T2 Tpfa (T2 T3 T4

Alice 1T 1 0 0 Alice 0 0
Bob 01 1 0 Bob 1 0
Mallory 0 0 2 O Mallory 11
> 1 2 3 0 > 2 1

N
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Avoid +2 Cheaters

normal poll T ed poll
T T2 T3 T T1\‘R§T3 T4

Alice 1T 1 0 O Alice 0 0 1
Bob 01 1 0 Bob 10 0
Mallory 0 0 2 O Mallory 1T 11
> 1 2 3 0 > 2 1 0

k/—>2333 <\J
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Extensions

Extensions
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Simplifying the Key Exchange

|Alice| | Bob| |Caro|| |Server|
T T T

: 1 [ |
1 1 1 T P :
VTP L P e E-mall T ...time slots
1< = - , notification P ...voters
" L o kpe  Kep !
Kab  Kba i | key -
4—’/?‘6,0 ! ﬂc,‘a ! exchange kij . ..key vector
D A
1 1 - 1 d 1
R d c \ -
L Ga b E: d ...encrypted votes
1 1 1
1 1 1 1
1 1 o . 1 a’ a" 1 .
. ab, de L O, Oc le 20 ! E-mail
< ; ; ' notification
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Simplifying the Key Exchange

|Alice | | Bob| |Caro| | | Serverl
: : i
1 1 1 T P :
VTP L P e E-mall T ...time slots
N - Eb,o Ec,b
Kap  Kpa™ > key z . .
Be . exchange ij - - key vector
1 1 1 1
1 - 1 a 1 E]c 1
1 1 ] -
: da : 2 : E: d ...encrypted votes
1 1 1 1
1 1 1 - - 1
D G, d L 0ede B Emai
1 1

T ' notification
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Simplifying the Key Exchange

|Alice| | Bob| |Caro|| |Server|
T T T

: 1 [ |

1 1 1 TP :

VTP L P e E-mall T ...time slots
i ; \ , notification P ...voters

| | | |

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 = 1

: = : ab :Lt: -

: ds : : 3 d ...encrypted votes
1 1 1 1

1 1 1 - = 1

! Gy 3 L e e %% v Emai

~ ; ; ' notification
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Intermezzo — Diffie—Hellman Key Agreement

Discrete
Logarithm
assumption

x =g " mod g
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Intermezzo — Diffie—Hellman Key Agreement

Discrete
Logarithm
assumption

" mod g

L/

public
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Intermezzo — Diffie—Hellman Key Agreement

Discrete
Logarithm
assumption

hard to find

)

" mod g

N/

public
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Intermezzo — Diffie—Hellman Key Agreement

Discrete
Logarithm
assumption
hard to find
— %) ‘]‘
© @
3 s
& z x = g" mod g
public

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644-654, 1976.
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Intermezzo — Diffie—Hellman Key Agreement

public Discrete
9.4 Logarithm
assumption
hard to find
— %) ‘]‘
g @
3 o
) z x =g’ mod g
public

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644-654, 1976.
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Intermezzo —

chooses rz

g7 mod g
= Xz

secret

Diffie—Hellman Key Agreement

. Bob
public Discrete
g9 chooses rp, Logarithm
o et @ assumption
= hard to find
:
@
Q
z x = g" mod g
public

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.

IT-22, no. 6, pp. 644-654, 1976.
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Intermezzo — Diffie—Hellman Key Agreement

public Discrete
chooses rz 9.9 chooses rp, Logarithm
g mod g i el @ assumption
= Xa = Xp .
X3 Xp hard to find
5 3 T
3 s
7 & x = g" mod g
public

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644-654, 1976.
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Intermezzo — Diffie—Hellman Key Agreement

public Discrete
chooses rz 9.9 chooses rp, Logarithm
g mod g i el @ assumption
= Xa = Xp .
~ X3 Xp hard to find
© 2 T
3 s
7 & x = g" mod g
Xl;a X;b \\ /
= g mod g = g% mod g public

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644-654, 1976.
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Simplifying the Key Exchange

key exchange
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Simplifying the Key Exchange

Diffie-Hellman

registration
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Simplifying the Key Exchange

Diffie-Hellman

g'ah, glale g'bla, glore

gl'a, gfb

Carol

grc'ra, gfc-fp pO” initialization
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Simplifying the Key Exchange

Diffie-Hellman

Carol

poll initialization
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Simplifying the Key Exchange

pseudorandom

ra-rp N
g number generator

e

b
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Simplifying the Key Exchange

gfa-fb _

pseudorandom

number generator

ka, bty

k,
a,b,tm
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Simplifying the Key Exchange

gfa-fb _

pseudorandom
number generator

ka,b,t
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Simplifying the Key Exchange

t

|

pseudorandom
number generator

gfa-fb —
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Simplifying the Key Exchange

uuid  t

| |

pseudorandom
number generator

gfa-fb —

ka,b,t
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Simplifying the Key Exchange

uuid t thl
L 1|
pseudorandom

gfa-fb —

number generator

ka,b,t,tb\
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Dynamic Joining
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Dynamic Joining
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Dynamic Leaving
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Dynamic Leaving
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Dynamic Leaving
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Evaluation

Evaluation
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Evaluation

(o)

|

split — S
oooo/ -
11oo<o1oo
1000
linvert

0011
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Evaluation

.
00dI€’  ror: susiness Lunch
octaber 2009

A W

split — s
oooo/ o
11oo<o1oo

y 1000
invert

0011

< initialization

— vote casting
< result publication
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Evaluation

.
00dI€’  ror: susiness Lunch

split =555
oooo/ o
11oo<o1oo

Z 1000
invert

g

0011 = Q

jo) jo)

o 5 ©

< initialization a a
. Yes X

— vote casting No T % N
4

scales
(|P| — 1 asym. op-
erations per voter)

< result publication
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Demo

)

Primelife

2 (o B B (ERSic Gt (bt oD o (s (i B9 [acu (g

o
to your comp

If this is the first time you've seen this Stop error screen,
restart your computer. If this screen appears again, follow

these step:
Check to be sure you have adequate disk space. If a driver is
identified in the Stop message, disable the driver or check
with the manufacturer for driver updates. Try changing vid
adapters
et il g el G G cigy SR i, S

C TRy o Sk peleasd
& to sable components, restart your
compiter, press TS to select i oaneed Staveup options, and then

Mode

**X STOP: 0x0000007E (0xC0000005,0xFESFF190,0x0XFS97T5BA0, 0XF8I758A0)

A%  EPUSBDSK.Sys - Address F8SFF190 base at FFSSFE000,

Beginning dump of physical memory

datestamp 3b9£3248
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Registration/Login

Name: [Bob ]

Password: esssscessssssssssssssns

email:  [Bob@crypto.com| |

Name: [Bob |

Password: | |
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—invite/delete participant

|Alice {i invite/delete |
— Alice

[| Bob
Carol
Mallor

NENE

C I I ] | 0] 10 || 18:00 || 18:00 H 18:00 |
| I | s 0 o g0 [ oo ] [ as30 ][ 1s30 |[asse J[Ti8E0 | &30 |
[z ) os J[aa |[os ][ e [ a7 [ 8 ] [ 1900 |00 1900 |HS00][ 1900 |
ol e e  — — —
[26 | 27 |28 [ 20 ][ 30 ] 31 | | Add || Add || Add || Add || Add |
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Business Dinner

Oct 2009

Alice submit
Bob Participant has voted. 08.10, 10:3(
Carol Participant has voted. 08.1

Moy | Paricipant has notvoted yet Kigkaul |
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Vote Casting

Business Dinner

ue, 20 y 3

Alce[ Paicipanthasvoted 000 105
wttory [
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Business Dinner

Oct 2009

Alice Participant has voted.

Bob Participant has voted.
Carol Participant has voted.

Mallory Bob, Carol want to remove this participant. agree
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Business Dinner

ene |50 | o0 [l oo K] T

Alice Participant has voted.
Bob Participant has voted.
Carol Participant has voted. 8.10, 10:29
Mallory Participant was removed 2

totﬂl--------
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Conclusion and Outlook

® novel scheme for privacy-enhanced
event scheduling ’

m scales in number of time slots
m o central trust entity

® partially implemented as Web 2.0
application

|
® implement missing features
® validate performance | i

® more features desirable
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Faculty of Comp i Institute of Systems Architecture, Chair of Privacy and Data Security

Thank you for your attention!

http://dudle.inf.tu-dresden.de

Benjamin.Kellermann @tu-dresden.de
D19E 04A8 8895 020A 8DF6
0092 3501 1A32 491A 3D9C

PrimeLife is a research project
- funded by the European Commis-
sion’s 7t Framework Programme

Berlin, December 29, 2009
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Related
® one specific publication
® mixes
® blind signatures
® homomorphic encryption
® distributed constraint satisfaction/optimization problem
T. Herlea et al., "On Securely Scheduling a Meeting,” in Trusted Information — The New Decade Challenge

(Proc. of IFIP SEC), M. Dupuy and P. Paradinas, Eds., 2001, pp. 183-198.
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no expensive computation needed

1 discrete exponentiation (DH)
[Pl —1 discrete exponentiations
1 digital signature

[T|-(JP|—=1) hashes
[T|-(IP| = 1) symmetric decryptions
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More Features

® privacy-invasive and
privacy-enhanced together

predefined decision rules
® threshold scheme

® dynamic insertion/deletion of
time slots
updating/revoking votes

let voters prove that they signaled
availability for more than a certain
minimum number of time slots
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Privacy-Invasive and Privacy-Enhanced

Last Edit

Carol[ | Parsicipanthasyeted | 0s00 1020

Mallory Participant was removed. 08.10, 10:21

c ? o ? o ?

total ——-ﬂ----
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Complex Decision Rules

1 ] ]
Mice | Partciponthasvoted, |00 1000
Bob| Pastcpasthasvoled 0000100
Carol [ Partcipanthasvoted | 001010
Mallory Participant was removed. 08.10, 10:21
Dave |11 Pasipant Ras Voted I 000 100
Ted [ Paicipanthasvoted 00001050

Marvin Participant was removed. 08.10, 10:29
ve [ 110000 pacipant s voted I 0610, 101
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