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Privacy Problems
Direct Inference

Will my husband vote for

the date of our wedding

anniversary?
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Privacy Problems
Indirect Inference

The availability pattern of user bunny23 looks

suspiciously like the one of my employee John Doe!
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Requirements

• Untrusted Server

• Privacy

• Veri�ability

• Low Communication

Complexity

• Low Computational

Complexity
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E-Voting vs. Event Scheduling
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Superposed Sending

Alice Bob
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D. Chaum, �The dining cryptographers problem: Unconditional sender and recipient untraceability,� Journal of
Cryptology, vol. 1, no. 1, pp. 65�75, Jan. 1988
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Poll Initialization

Alice Bob Carol Server

T, PT, PT, P E-mail

noti�cation

T . . . time slots

P . . . voters

~ka,c ~kc,a

~ka,b ~kb,a

~kb,c ~kc,b

key

exchange
~ki,j . . . key vector

~ka,b ~kb,a

Alice Bob

ka,b,t1 , . . . , ka,b,t|T |

siga(ka,b,t1 ), . . . , siga(ka,b,t|T | )

sigb(ka,b,t1 ), . . . , sigb(ka,b,t|T | )
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Casting of Votes

Alice Bob Carol Server

T, PT, PT, P E-mail

noti�cation

T . . . time slots

P . . . voters

~ka,c ~kc,a

~ka,b ~kb,a

~kb,c ~kc,b

key

exchange
~ki,j . . . key vector

~da
~db

~dc
~d . . . encrypted votes

~da

~da = (da,t1 , da,t2 , . . . , da,t|T | )

da,t = va,t + ka,b,t + ka,c,t

va,t ∈ {0, 1}
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Result Publication

Alice Bob Carol Server
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Choose �rst which equals |P|
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Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys
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Simplifying the Key Exchange
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Simplifying the Key Exchange

Dif�e�Hellman

Alice Bob

Carol

key exchange

~ka,b

~k
a,c ~k b,

c

Server

gka gkb

gkc

gkb , gkc gka , gkc

gka , gkb

gka·kb , gka·kc gkb·ka , gkb·kc

gkc ·ka , gkc ·kb

gka·kb gkb·ka
~ka,b

W. Dif�e and M. E. Hellman, �New Directions in Cryptography,� IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644�654, 1976.
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Simplifying the Key Exchange

G(gka·kb ) =

ka,b,t

~ka,b

G(gka·kb , t) = ka,b,tG(gka·kb , uuid, t) = ka,b,tdecr
gka·kb (uuid||t) = ka,b,t

gka·kb
pseudorandom

number generator

ka,b,t~ka,b


ka,b,t1

.

.

.

ka,b,t|T |



tuuid

Mallory

publicly known

uuid′, t′

dis
clo

sed
in v

eri�
cat

ion
pha

se

k′
a,b,t′

key

plain text

cipher text
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Omitting the Key Signatures

decr
gka·kb (uuid||t) = ka,b,t

h(decr
gka·kb (uuid||t)) = ka,b,t

gka·kb
decryption

function

ka,b,t

tuuid

Mallory

publicly known

uuid′, t′

dis
clo

sed
in v

eri�
cat

ion
pha
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k′
a,b,t′

key

plain text

cipher text

, siga(ka,b,t)

• key signatures

prevent cheating

with disclosed keys

dis
clo

se
d i
n

ve
ri�
ca
tio
n p

ha
se

one-way

function

x

• pre-image resistancy

prevents cheating

with disclosed keys
disclosed in

veri�cation phase
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Additional Extensions
Dynamic Joining

/Leaving

see paper for detailed information
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Evaluation

2
0
1
1

max. 2 communica-
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scales
(|P| − 1 asym. op-
erations per voter)
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Conclusion and Outlook

• novel scheme for privacy-enhanced

event scheduling

à scales in number of time slots

à no central trust entity

• implement as Web2.0 application

• validate performance

• more features desirable

à other decision rules than

unanimous agreement

à prevent �legal-but-sel�sh vote�
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Related

• one speci�c publication

• mixes

• blind signatures

• homomorphic encryption

• distributed constraint satisfaction/optimization problem

T. Herlea et al., �On Securely Scheduling a Meeting,� in Trusted Information � The New Decade Challenge
(Proc. of IFIP SEC), M. Dupuy and P. Paradinas, Eds., 2001, pp. 183�198.
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Dynamic Joining
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Dynamic Joining
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Dynamic Leaving
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Dynamic Leaving
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Dynamic Leaving
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Computational Complexity

server

no expensive computation needed

client

1 discrete exponentiation (DH)

|P| − 1 discrete exponentiations

1 digital signature

|T | · (|P| − 1) hashes

|T | · (|P| − 1) symmetric decryptions
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More Features

• threshold scheme

• dynamic insertion/deletion of

time slots

• updating/revoking votes

• other decision rules than

unanimous agreement

• let voters prove that they signaled

availability for more than a certain

minimum number of time slots
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