e [if
DRESDEN @ | e

Faculty of C: Sci Institute of Systems Architecture, Chair of Privacy and Data Security

p

Privacy-Enhanced Event Scheduling

Benjamin.Kellermann@tu-dresden.de
D19E 04A8 8895 020A 8DF6
0092 3501 1A32 491A 3D9C

.+ | PrimeLife is a research project
_ funded by the European Commis-
sion’s 7t Framework Programme

Vancouver, August 29, 2009



TECHNISCHE
UNIVERSITAT
DRESDEN

&

gPrimeLife

Event Scheduling

. 08:00 6. 11:00 7. 10:00 7. 13:00 8.

e

10:00 8. 13:00

© (]
(] ©
©
(] (] ©]
2 2 3 1
o o o u]

09/02/2006

Q
DOOdle Poll: Business D T¢!C° - 2009-10
Voller Name s
b
Joe, @
Hlt;ﬁ Alice @
B:00PM 8:00PM 8:0 Gustav @
< e 7‘ Beatrice
3
08:00 e o r[% o
00:00 [8
n
10:00 o 042006
o m S
Sarkar P
13:00
0
A )
“% Aendees..| | Options +
1400
read
sandras
. — ————— —— Stattme:|09/0212006
15:00 proposal << | [ Auopick v | [ >
End time:
" fetch the
164 children
from
170 Kinderg:

Benjamin Kellermann

0
Tentative [l] Busy [l Outof Office %X No Information

[~ [oso0am [+]

[v]

[+ ]/0s30am

X Close |

Privacy-Enhanced Event Scheduling

slide 2 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

gPrimeLife

Privacy Problems
Direct Inference

Doodle’

Will my husband vote for
the date of our wedding Peter
anniversary?

Julie
Tom

Count

Poll: Business Dinner

October 2009
Mon Tue Wed Thu Fri
19 20 21 22 23
8:00 PM | 8:00 PM | 8:00 PM | 8:00 PM  8:00 PM

oK oK oK oK
oK oK oK

oK oK oK
oK oK oK oK

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 3 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

@Primeufe

Privacy Problems
Direct Inference

Doodle’

John
Will my husband vote for

the date of our wedding Peter
anniversary?

ulie
Tom

Count

Poll: Business Dinner

October 2009

Mon Tue Wed Thu Fri
19 20 21 22 23
8:00 PM | 8:00 PM | 8:00 PM | 8:00 PM  8:00 PM

ok ok oK ok
oK 7 oK ok
oK oK. / oK
*—/
oK ok oK ok

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 3 of 23



TECHNISCHE
@ UNIVERSITAT
DRESDEN

@Primeufe

Privacy Problems

Indirect Inference

The availability pattern of user bunny23 looks
suspiciously like the one of my employee John Doe!

Doodle’ - cra

| e |

L Home
Mon Ol private
27 [ work
w00 | 900 1000 1100 1200 | Loo | 200 300 | 400 | 500 By
R R R R R
Ol peter
MickeyMouse | ok | oK ‘ o | ok | ok | ox ‘ M yulie
O Tom
bunny23 | ok ‘ ox ox ok | ok | ox
superman1970 ok | ok | ok | ox | o ‘
‘Snoopy oK oK oK oK oK oK oK oK
tete,gir I ok | oc | ox o | o
O o o 0 oo o o o o
ot 23 s P s 04 2 2 3 2
Benjamin Kellermann Privacy-Enhanced Event Scheduling

< 0 B July 27 - August 2, 2009
Mon 27 Jul
08:00

[N o cent the new business model

10:00
o
12:00
13:00
B
1400
15:00
16:00

17:00

slide 4 of 23



B primeLte

Privacy Problems

Indirect Inference

T Home
[ private —

]
John

The availability pattern of user bunny23 looks Il Peter
suspiciously like the one of my employee Jo oe! Oltic 1L
=

Doodle’ - cra
\

&00 | %00  10:00 1200 | 100 200/ 300 | 400 500
aM oM oM [’

oM oM M

27

1200

8:00 9:00 10:00 11:00 12:00 1:00 2:00
AM AM AM AM PM PM PM e
100

jckeyMouse oK oK oK oK 0K 0K
1500
bunny23 oK oK 0K 160
70

1970 nK nK DK

Benjamin Kellermann Privacy-Enhanced slide 4 of 23



ggﬁ%ﬁ*&% gPrimeLife

Table of Contents

Problem Statement
Scheme

Extensions
Evaluation

Conclusion and Outlook

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 5 of 23



) Ihiversiiar 8 ;P imeLif
DRESDEN wr rrimedLie

Requirements

® Untrusted Server

Benjamin Kellermann Privacy-Enhanced Event Scheduling lide 6 of 23



ﬂﬁf&"n'?ﬁ?ﬁ e ;P imelLif
DRESDEN w’ rimedLire

Requirements

® Untrusted Server

%0

® Privacy
o \Verifiability

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 6 of 23



TECHNISCHE
@ UNIVERSITAT
DRESDEN

gPrimeLife

Requirements

Benjar

Untrusted Server
Privacy

Verifiability

Low Communication
Complexity

Low Computational
Complexity

1in Kellermann

Privacy-Enhanced Event Scheduling




TECHNISCHE
@ UNIVERSITAT
DRESDEN

gPrimeLife

E-Voting vs. Event Scheduling

Benjamin Kellermann

Vote Q
H — o ™
Candidate #1 | 3 3
Candidate #2 X |9 9
© © ©
el e =}
— Yes | X X
Candidate #10 No X
one vote per column
Privacy-Enhanced Event Scheduling slide 7 of 23



TECHNISCHE
@ UNIVERSITAT
DRESDEN

gPrimeLife

E-Voting vs. Event Scheduling

$0|80S

Benjamin Kellermann

Vote Q
Candidate #1 g ®
Candidate #2 X |9 9
© © ©
el e =}
— Yes | X X
Candidate #10 No X
one vote per column
Privacy-Enhanced Event Scheduling slide 7 of 23



QE‘E@;‘@%&% gPrimeLife

E-Voting vs. Event Scheduling

Vote

Candidate #1
Candidate #2 X

$0|80S

X| Date #1
Date #2
%| Date #320

- Yes
Candidate #10 No X

~+

scales

one vote per column

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 7 of 23



QE?EV'S‘E;‘@%*E gPrimeLife

E-Voting vs. Event Scheduling

Candidate #1
Candidate #2 X

$0|80S

x| Date #1
Date #2
%| Date #320

. : o Yes
Candidate #10 6&\ No X

~+

scales

one vote per column

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 7 of 23



Berimel

Scheme

Problem Statement

Scheme

Extensions

Evaluation

Conclusion and Outlook

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 8 of 23



) SRivER AT gPrimeLife

Superposed Sending

D. Chaum, “The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

2 Primel.ife

Superposed Sending

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 23



B primelif

Superposed Sending

+ Kap — fab

- ka,b
Alice Bob

Carol

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

2 Primel.ife

Superposed Sending

+ ka,b + Kac — Ka b+ kb,c

— kac — kpc

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

 Primelife

Superposed Sending

Ma + Kap + Kac Mp — Kap + Ko,c
Bob

Carol

Me — Kae — Kp,c

D. Chaum, “The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

2 Primel.ife

Superposed Sending

Ma + Kap + Kac Mp — Kap + Ko,c
Bob

Ma + ka,b + ka,c
+Mp — Kap + Kpc
+me — kae — kpc

Carol

Me — Ka,c — Kp,c

D. Chaum, “The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

 Primelife

Superposed Sending

Bob

Ma + ka,b + ka,c
+mp — Kb + Kpe
+me — Kac — kpe

Carol

D. Chaum, “The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

 Primelife

Superposed Sending

Bob

Mg + ka,c
+mp + kb
+me — kac — kpe

Carol

D. Chaum, “The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

 Primelife

Superposed Sending

Bob

Mg + ka,c
+mp
+me — kac

Carol

D. Chaum, “The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

 Primelife

Superposed Sending

Ma
+mp
+me

D. Chaum, “The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 23



ggﬁ%ﬁ*&% gPrimeLife

Poll Initialization

|Alice| | Bobl |Caro|| |Server|
T T

[

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 10 of 23



QE‘E{%‘@%&% gPrimeLife

Poll Initialization

|Alice| | Bobl |Caro|| |Server|
T T

T T

1 1 1 > 1
1 1 1 TP 1
TP P e E-mall T ...time slots
P X X | notification P ...voters
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 10 of 23



QE?EV'S‘E;‘@%*E gPrimeLife

Poll Initialization

|Alice| | Bobl |Caro|| |Server|
T T

: . : o
1 1 1 T P :
voTP P e E-mail T ...time slots
e —_— ' notification P ...voters
/—<» /_<. kb,c Ke.b :
a,b b,a . ke .
.~ ' . y -
a,c | Kea | exchange kij ... key vector
——
| . | :
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 10 of 23



QE‘E{%‘@%&% gPrimeLife

Poll Initialization

|Alice| | Bobl |Caro|| |Server|
T T

: 1 : > 1

1 1 1 T P :

: TP : _ TP e | E-malil T ...time slots

e — — ' notification P ...voters

/—<» E ’ 9 kc,b :
a,b b,a | | key .

Ka,c 1 /?c,a : exchange kf'j T key vector
-

| . : :

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 10 of 23



QE?EV'S‘E:@%*&% gPrimeLife

Poll Initialization

Bob Cd
el Bl B
1 ! , !
1 1 TP Kabtise--, K,
: ) TP : i : . a,bt a,b1 7| V E
< !
I_. - = c Ec,b : :
ka,b kb,a 1 1
> - 1 1
Ka,c ] Kc,a X X
\ | ! !
1 ! ! !
1 ! ! !
1 ! ! !
1 1 ! !
1 1 : :
1 1 1 1
: : | |
! ! ' '

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 10 of 23



O e & primel
DRESDEN _l rimetie

Poll Initialization

Bob Cd
el Bl

1 1 | \

E TP : P ' Kaptyr-- - Kab.t7, !

L nd P : :

- xe . .

Fop  Foa [— siga(kabe, ), oo siga(Kapg ) |
- I » 1

Ka,c ] Kc,a : :

-~ : :

l . ' sigp(Kab, ). sigp(kaby )

1 1 <

! ! n |

1 1 | h

! ! 1 1

1 1 | ]

1 1 | ]

1 1 | 1

! ! 1 1

1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 10 of 23



QE?EV'S‘E;‘@%*E gPrimeLife

Casting of Votes

|Alice| | Bobl |Caro|| |Server|
T T

| | | o
1 1 1 T P :
VTP L P e Emall T ...time slots
N — — | notification P ...voters
/-(» /Z kb,c kc,b :
a,b b,a N ke o
s | key ’
a,c : Ke,a : exchange k"’ e key vector
-
! . L
R T .
%, t 3 d ...encrypted votes
1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1
1 1 1 1

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 11 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

gPrimeLife

Casting of Votes

Fel [l [

-

I I
1 — —
. N kb,c kc,b
ka,b kba
_‘a,c : Ec,a
-
| !
[ d
| G b
1 1
1 1
1 1
1 1
1 1
1 1

Benjamin Kellermann

da = (da,m ; da,rz ,,,,, da,tm)

Privacy-Enhanced Event Scheduling

slide 11 of 23




TECHNISCHE
UNIVERSITAT
DRESDEN

gPrimeLife

Casting of Votes

Fel [l [

I I
1 - -
. - kb,c kc,b
ka,b kb a
_’a,c : Ec,a
-
| !
I d
I 2
1 [
1 1
1 1
1 1
1 1
1 1
Benjamin Kellermann

aa = , da,rz ,,,,, da,t|7—|)

dat = Vat + Kapt + Kact

Privacy-Enhanced Event Scheduling

slide 11 of 23




QE?EV'S‘E:@%*&% gPrimeLife

Casting of Votes

[c
! !
1 !
! ! TP
1 TP . .
: < '_‘ R dy = (da,m . da,rz ,,,,, da,t|7—|)
. = kb,c kc,b
Kap  Kpa >
= ! z at : Kapt + kact
a,c ! Kea
—
—_ 5 Vaor € {0,1}
[ 0
1 1
1 1
1 1
1 1
1 !
! !

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 11 of 23




QE?EV'S‘E;‘@%*E gPrimeLife

Result Publication

|Alice| | Bobl |Caro|| |Server|
T T

: . : o
1 1 1 T P :
: TP : _ TP e’ | E-mail T ...time slots
0 — ' notification P ...voters
/—<» /? kb,c Ke.b :
a,b b,a . ke .
< > 1 1 y .
a,c | Kea | exchange kij ... key vector
D
: . L
R T .
% : ! d ...encrypted votes
1 1
1 1 1 1
: Vo33 dady .
| G de | Ol leTeh Ea
' : : I notification

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 12 of 23



TECHNISCHE
UNIVERSITAT
DRESDEN

gPrimeLife

Result Publication

Aaty,

I I

1 — —

. - kb c kcb

ka,b kba

a<_> 1 -
a,c 1 kc,a
>

| !

[ 3 d

| % 2

1

1

! [

: El’b, ac da’ dC

I~

Benjamin Kellermann

Aty
dot,,

Za,rm
by
detiry

Privacy-Enhanced Event Scheduling

slide 12 of 23



© s B primeL
DRESDEN =/ rimeLie

Result Publication

1 1

1 1

1 1 T P daf
TP 4 I

E < = o7

o ~ Kpe Kb d“m

ka,b kba

ﬂ;c ’ ! P Var + Kabt + Kacr

. Vbt — Kabty + Ko,

! ! Vet — Kaety — kb,c,m

[ 3 d

[ a4 |2

1

1

1 oo

| b do | e |

I~

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 12 of 23




TECHNISCHE
@ UNIVERSITAT
DRESDEN

gPrimeLife

Result Publication

| I

1 - -

o ~ Kpe Kg 5

ka,b kb a

a<_> 1 —
a,c 1 kc,a
D

| !

[ d

| 2

1

1

! - o

: ab, ac da, de

I~

Benjamin Kellermann

dat,
Aty
dot,,

Za,rm
by
detiry

Vat, + ka,b,ﬁ + ka,c,rw

+ Vb

- ka,b,m + kb,c,n

+ Vo, — ka,c,ﬁ - kb,c,m

Privacy-Enhanced Event Scheduling

slide 12 of 23




TECHNISCHE
@ UNIVERSITAT
DRESDEN

gPrimeLife

Result Publication

Aaty,

| I

1 - -

o ~ Kpe Kg 5

ka,b kb a

a<_> 1 —
a,c 1 kc,a
D

| !

[ d

| 2

1

1

! - o

: ab, ac da, de

I~

Benjamin Kellermann

Aty
dot,,

Va,ty
+ Vb
+ Ve, t

Za,rm
by
detiry

Privacy-Enhanced Event Scheduling

slide 12 of 23




TECHNISCHE
@ UNIVERSITAT
DRESDEN

@ Primelife

Result Publication

Aaty,

ab, ac

Benjamin Kellermann

Aty
dot,,

v t

Za,rm
by
detiry

Privacy-Enhanced Event Scheduling

slide 12 of 23




O e B primeL
DRESDEN .,l rimeLie

Result Publication

1 1
1 1
. ! TP da t ey da t
7,— P 1 ! al T

: < + db,ﬁr ey db,f‘r‘
1 — —
— - kb,c kc,b dc,fw , ceey dc,tm
ka,b kb,a B

a<_> 1 -

a,c 1 ke J{ l l

>
: 1 Z Vi,f1 - E vi’lel
1 -
| %
| Choose first which equals |P|
1
| b do | %% |
1~

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 12 of 23




O e B primeL
DRESDEN .,l rimeLie

Result Publication

1 1
1 1
. ! TP da t ey da t
7,— P 1 ! al T

: < + db,ﬁr ey db,f‘r‘
1 — —
— - kb,c kc,b dc,fw , ceey dc,tm
ka,b kb,a B

a<_> 1 -

a,c 1 ke J{ l l

>
: 1 Z Vi,f1 - E vi’lel
1 -
| %
| Choose first which equals |P|
1
| b do | %% |
1~

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 12 of 23




QE?EV'S‘E:@%*&% gPrimeLife

Trying to Cheat

|Alice| | Bobl |Caro|| |Server|
T T

: . : o
1 1 1 T P :
: TP : _ TP e’ | E-mail T ...time slots
0 — ' notification P ...voters
/—<» /? kb,c Ke.b :
a,b b,a . ke .
< > 1 1 y .
a,c | Kea | exchange kij ... key vector
D
: . L
R T .
% : ! d ...encrypted votes
1 1
1 1 1 1
: Vo33 dady .
| G de | Ol leTeh Ea
' : : I notification

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 13 of 23



QE?EV'S‘E:@%*&% gPrimeLife

Trying to Cheat

|Alice| | Bobl |Caro|| |Server|
T T

: | : o
1
: Vorp 0 TP . .
TP | «———— E-mail T ...time slots
0 - - ' notification P ...voters
= - kb,c Ke.b !
ka,b b,a | : key /‘<‘ . .
Ko,c | Kea | exchange ij - - - K€Y Vector
1 4—'—>| 1
1 1 1 1
[ 3 dy 1% | .
L ——F d ... encrypted votes
1 1 1 1
: Lo 33 |
: _‘b, _'C : < da, de : b : E-mail
L : ; ' notification

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 13 of 23



© s B primeL
DRESDEN =/ rimeLie

Trying to Cheat

: : aa = (da,m , da,tz ----- da,tm)
- voTP
1 TP 4
) - ~ Oat = Vat + Kabt + Kact
. L o kpe Koy
Koo Koa LI var € {0,1}
a<_> | —
a,C 1 kc,a
>
\ |
[ = d
[ & |9
1 1
1 1
1 [
[
v dp, e v 20 |
| < T

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 13 of 23



TECHNISCHE
@ UNIVERSITAT
DRESDEN

@ Primelife

Trying to Cheat

1
1
1 7,—P
PRAARE
1 — -
- L kpe  key
ka,b b,a
a,c : kc,a
B —
| .
[ = d
[ a b
1 1
1 1
1 1
1 | g A
v dp, e v 20 |
1 < T

aa - (da,m B da,tz ----- da,tm)
Aot = Var + kbt + Koot
vat €40, 1}
Alice 011110
Bob 101100
Carol T 11101
» 223311

Benjamin Kellermann

Privacy-Enhanced Event Scheduling

slide 13 of 23




TECHNISCHE
@ UNIVERSITAT
DRESDEN

@ Primelife

Trying to Cheat

1
1
1 7,—P
PRAARE
1 — -
- L kpe  key
ka,b b,a
a,c : kc,a
B —
| .
[ = d
[ a b
1 1
1 1
1 1
1 | g A
v dp, e v 20 |
1 < T

aa - (da,m B da,tz ----- da,tm)
Aot = Var + kbt + Koot
vat €40, 1}
Alice 011110
Bob 101100
Carol T 11101
» 223311

Benjamin Kellermann

Privacy-Enhanced Event Scheduling

slide 13 of 23




TECHNISCHE
@ UNIVERSITAT
DRESDEN

@ Primelife

Trying to Cheat

1
1
1 7,—P
PRAARE
1 — -
- L kpe  key
ka,b b,a
a,c : kc,a
B —
| .
[ = d
[ a b
1 1
1 1
1 1
1 | g A
v dp, e v 20 |
1 < T

aa = (da,m . da,tz ----- da,tm)
dat = Var + ka,b,z + kact
Vat = —17
Alice —-11-1-10 0
Bob 101100
Carol T 11101
> T2 1101

Benjamin Kellermann

Privacy-Enhanced Event Scheduling

slide 13 of 23




O s B primeL
DRESDEN s rimedLire

Trying to Cheat

! ! da = (dat,, daty, -, dayy))
! toTP
1 TP 4
Y - . Uat = Vat + Kapt + Kact
- _ kpe Koy
Kap — kpa > Ygp=—17
4»<_>| —
ac | ke, Alice —-11-1-10 0
B —
| . Bob 101100
! o Carol T 111 01
1 C—ia C/b
l i ) 121101
1 1
1 1
Yogg !t dads Choose first which equals |P|
v Op, Uc | ——
| % T

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 13 of 23



O s B primeL
DRESDEN s rimedLire

Trying to Cheat

! ! ds = (ot Aoty -, Dot p))
! toTP
1 TP 4
0 - ~ Oat = Vat + Kabt + Kact
= L Ky Ke,

Ka,b pha > Ygp=—17

Koc : Koo Aice 0100 00

B —

l . Bob 1701100
! = Carol T 11101
1 C—ia C/b

l i ) 222201
1 1

1 1

Yogg !t dads Choose first which equals |P|
v Op, Uc | ——

| % T

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 13 of 23



TECHNISCHE
@ UNIVERSITAT
DRESDEN

@ Primelife

Trying to Cheat

1 1
1 1
1 1
TP LP
1 — -
- o kpe ko
ka,b b,a
a,c : Ke,
B —
| .
N d
L b
1 1
1 1
1 1
1 | g A
v dp, e v 20 |
1 < T

aa - (da,m, da,tz ----- da,tm)

dat = Var + ka,b,z + kact
Vat = 27

Alice 021110

Bob 101100

Carol T 111 01

s 233311

Benjamin Kellermann

Privacy-Enhanced Event Scheduling

slide 13 of 23




ggﬁ%ﬁ*&% gPrimeLife

Result Verification

| Have | voted for the winning time slot ¢? |

yes \

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23



ggﬁ%ﬁ*&% gPrimeLife

Result Verification

| Have | voted for the winning time slot ¢? |

no problem

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23



ggﬁ%ﬁ*&% gPrimeLife

Result Verification

| Have | voted for the winning time slot ¢? |

yes no

no problem ask for keys of t

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23



) SRS gPrimeLife

DRESDEN

Result Verification

| Have | voted for the winning time slot ¢? |

yes no

no problem ask for keys of t

® decrypt everybody's votes (v;;)
® all honest participants voted 1
® key signatures prevent cheating with disclosed keys
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Extensions

Extensions

n-lange.de

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 15 of 23



QE?EV'S‘E;‘@%*E gPrimeLife

Simplifying the Key Exchange

|Alice| | Bobl |Caro|| |Server|
T T

1 > 1
1 1

: .
' ' TP
VTP L P e Emall T ...time slots
N - — | notification P ...voters
. . kb,c kc,b !

Kap  Kpa % > ! key .

_‘a,c : /?c,a : exchange kf'j e key vector

-~

: . N

N A -

: ds : : 2 ! d ...encrypted votes
1 1 1 1

1 1 1 - - 1

v db, ds ::da, de :.ﬂ: E-mail

1 < T T

' notification
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Simplifying the Key Exchange

|Alice| | Bobl |Caro|| |Server|
: : : o
' ' COTP . .
TP P e E-mall T ...time slots
| — 1 1 i " o -
- Eb,o /?c,b

Ea b kb,a

A key -
2 % exchange kij ... key vector
-+
1 1 1 1
1 ~ 1 a 1 E]c 1
1 1 b 1 1 -
: ds : : 2 ! d ...encrypted votes
1 1 1 1
1 1 . . 1 a - 1
Gy, de 1 JTade | | E-mail
1 ' ' ' notification
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Simplifying the Key Exchange

|Alice| | Bobl |Caro|| |Server|
T T

: . : o

1 1 1 TP :

VTP L P e Emall T ...time slots
e . ; ' notification P ...voters

| | | |

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 1

1 1 1 . 1

1 . 1 a 1 dC :

1 1 b 1 N

! da ! : E ! d ...encrypted votes
1 1 1 1

1 1 1 - - 1

| Gy Gl T Ema

L : : ' notification
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Simplifying the Key Exchange

key exchange
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Simplifying the Key Exchange

Diffie-Hellman

registration

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
1T-22, no. 6, pp. 644-654, 1976.
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Simplifying the Key Exchange

Diffie-Hellman

gke ko, gkarke ghoka gko ke

gka , gkb

Carol

gkeka | gke-kn poll initialization

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
1T-22, no. 6, pp. 644-654, 1976.
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Simplifying the Key Exchange

Diffie-Hellman

Carol

poll initialization

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
1T-22, no. 6, pp. 644-654, 1976.
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Simplifying the Key Exchange

pseudorandom

gka-kb _
number generator

e

b

Benjamin Kellermann Privacy-Enhanced Event Scheduling

g(gka'kb) = Ea,b
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Simplifying the Key Exchange

g(gkalkb) = Ea,b

pseudorandom

gka-kb _
number generator

ka, bty

Iz,b Kb
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gPrimeLife

Simplifying the Key Exchange

gka-kb _

pseudorandom
number generator

Benjamin Kellermann

ka, bt

Privacy-Enhanced Event Scheduling

G(ghako) = kopt
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Simplifying the Key Exchange
G(gke ko, 1) = kaps

t

|

pseudorandom
number generator

gka-kb _
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gPrimeLife

Simplifying the Key Exchange

uuid  t

| |

gka-kb _

pseudorandom
number generator

Benjamin Kellermann

ka, bt

Privacy-Enhanced Event Scheduling

G(g'*o, uuid, 1) = kyp.e
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Simplifying the Key Exchange

G(g'*o, uuid, 1) = kyp.e

uuid’, ¢/

pseudorandom

gka'kb _
number generator

Mallory

ka, bt

D
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Simplifying the Key Exchange

G(gh*o, uuid, t) = kgt

uuid’, ¢/

pseudorandom
number generator

gka'kb _

Mallory
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Simplifying the Key Exchange

G(gh*o, uuid, t) = kgt

uuid’, ¢/

pseudorandom

gka'kb _
number generator

Ma

o]
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Simplifying the Key Exchange

decrgka‘kg (UUidHT) = Kap,t

\': cipher text % -=---=--- uuid’, ¢/
pUb//C/y knOVVn
gako decryonn
\ function
. - . Mallory
" key )
~_-7 \(\,age
~ 0
o
o0\
éi\‘E»C\o5
Kaptf-=-=------ < : plain text : R K.
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Omitting the Key Signatures
deCI‘gka‘kb(UUidHt) = ka,b,t

uuid  t

| |

decryption
function

gka'kb _

® key signatures
prevent cheating
with disclosed keys

Kab,t, 8iga(Kab,t)
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Omitting the Key Signatures

uuid  t

| |

gka-kb _

decryption
function

Benjamin Kellermann

one-way
function

!

ka, bt

Privacy-Enhanced Event Scheduling

deCI‘gka.kb(UUidHt) = Kbt
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Omitting the Key Signatures

uuid  t

| |

gka'kb _

decryption
function

Benjamin Kellermann

| disclosed in
X —Jerfication phase

L

one-way
function

!

ka, bt

Privacy-Enhanced Event Scheduling

h(decr 4, (utic][1)) = K¢

® pre-image resistancy
prevents cheating
with disclosed keys
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Additional Extensions
Dynamic Joining

see paper for detailed information
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Additional Extensions
Dynamic Joining

see paper for detailed information
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Additional Extensions
Dynamic Joining/Leaving

see paper for detailed information
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Evaluation
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Evaluation

00dI€’  ror: susiness Luncn

october 2009
Mon | Twe | Wed Thu | Fd
| m | m | m
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Evaluation

00dI€’  ror: susiness Luncn

Poll: Business Lunch ! 4 !
== / = 5o [o]e

Your name.

Benjamin Ke
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Evaluation

00dI€’  ror: susiness Luncn

0 -

Poll: Business Lunch el

october 2008 Your name oloolo
Mon | Tue | wed  Thu | Fi o 2 2 2 s
oW W W B

Your name. o o

max. 2 communica-
tion steps per voter
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Evaluation

00dI€’  ror: susiness Luncn

october 2009
Mon | Twe | Wed Thu | Fd
| m | m | m

John | » [ r [
|

Jatie

Tom | 1 » [ : |

Poll: Business Lunch

octobar 2009 Your name. o o | o
Mon | Tue | Wed Thu | i o 23 2 & 3
B | m @ | om

f B B

0
P I I B
1

e B e . S

<

‘Your name o o o 0 - N

I#* #*

- = i

= &

a a

max. 2 communica- Yes X
tion steps per voter No [ X

4

scales
(|P| — 1 asym. op-
erations per voter)

Benjamin Ke
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Conclusion and Outlook

novel scheme for privacy-enhanced
event scheduling

m scales in number of time slots
w no central trust entity

® implement as Web 2.0 application
® validate performance
® more features desirable

- other decision rules than
unanimous agreement
m prevent “legal-but-selfish vote”
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Faculty of Comp i Institute of Systems Architecture, Chair of Privacy and Data Security

Thank you for your attention!

Discussion

Benjamin.Kellermann @tu-dresden.de
D19E 04A8 8895 020A 8DF6
0092 3501 1A32 491A 3D9C

PrimeLife is a research project
_ funded by the European Commis-
sion’s 7t Framework Programme

Vancouver, August 29, 2009
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2 Primel.ife

Related

one specific publication
mixes

blind signatures
homomorphic encryption

distributed constraint satisfaction/optimization problem

T. Herlea et al., “On Securely Scheduling a Meeting,” in Trusted Information — The New Decade Challenge
(Proc. of IFIP SEC), M. Dupuy and P. Paradinas, Eds., 2001, pp. 183-198.
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Dynamic Joining
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Dynamic Joining
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Dynamic Joining
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Dynamic Leaving
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Dynamic Leaving
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Dynamic Leaving
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no expensive computation needed

3 Primelife

discrete exponentiation (DH)

discrete exponentiations
digital signature

hashes

symmetric decryptions
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More Features

® threshold scheme

® dynamic insertion/deletion of
time slots
updating/revoking votes

® other decision rules than
unanimous agreement

® |et voters prove that they signaled

availability for more than a certain
minimum number of time slots
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