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Event Scheduling
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Privacy Problems
Direct Inference

Will my husband vote for

the date of our

wedding anniversary?
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Privacy Problems
Indirect Inference

The availability pattern of user bunny23 looks

suspiciously like the one of my employee John Doe!
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Requirements

• Untrusted Server

• Privacy

• Veri�ability

• Low Communication

Complexity

• Low Computational

Complexity
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Related Literature

• Distributed Constraint Satisfaction/Optimization Problem (DCSP/DCOP)

• E-Voting

à Mix based

à Blind Signature based

à Homomorphic Encryption based

• Speci�c Literature

à Herlea et al., �On Securely Scheduling a Meeting� (2001)

à Kellermann and Böhme, �Privacy-Enhanced Event Scheduling� (2009)
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Low Communication Complexity
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Low Communication Complexity
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Distributed Constraint Optimization Problem
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E-Voting vs. Event Scheduling

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

s
c
a
le
s

sc
al
es

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

scales

one vote per column

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 19



E-Voting vs. Event Scheduling

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

s
c
a
le
s

sc
al
es

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

scales

one vote per column

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 19



E-Voting vs. Event Scheduling

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

s
c
a
le
s

sc
al
es

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

scales

one vote per column

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 19



E-Voting vs. Event Scheduling

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

Vote

Candidate #1

Candidate #2 8

.

.

.

Candidate #10

s
c
a
le
s

sc
al
es

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

D
a
te

#
1

D
a
te

#
2

. . . D
a
te

#
3
2
0

Yes 8 8

No 8

scales

one vote per column

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 9 of 19



Herlea et al. (2001)
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Kellermann and Böhme (2009)
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Kellermann and Böhme (2009)
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Security De�nition / Proof of Correctness

• E-Voting traditionally well de�ned

• DCOP/DSCP by Franzin and Greenstadt

à Adoption to Privacy-Enhanced Event Scheduling needed
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Guaranteed Poll Termination
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Guaranteed Poll Termination
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Complex Decision Rules
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Preferences instead of Binary Choice

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 15 of 19



Updating / Revoking Votes
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Dynamic Insertion of Time Slots
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Existing PKI usage

S/MIME
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Conclusion

• some Literature on Privacy-Enhanced Single Event Scheduling

à Lots of DCSP/DCOP Literature

à Lots of E-Voting Literature

à Few Speci�c Literature

• Open Problems

à Formal De�nition / Proof

à Complex Decision Rules

à Preferences instead of Binary Choice

à Updating / Revoking Votes

à Existing PKI usage
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