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Alice ) [ Bob ) [ Calro\ ) [Serlver)
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appuyez sur ¢ bouton de réinitialisation.

Sie miissen Ih
die Einschaltt;
Sie die Neus!

AVE2—H§

ten Sie dazu
oder driicken

. RT-RIVE
TEALTEEW,

jeurs secondes ou bien
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Speichern privater Schlussel

(<] » | PEEE=EED hups/dudleinf tu-dresden.de/ & el
| || insert dudle key (Arthur) EICNN m=BBC Iweather -:’gnngle 5 CCC *v<<</>> WPrimelife EiNeo ITUD W
Register new Account

You have to store a secret key (like a password) somewhere at your computer. There are two
possibilities to do this, please choose one:

+ Create a bookmark of the following link:
insert dudle key (Arthur)
/76/7 » Copy the following key into a textfile:
3065bef76be7a52dfbb6dc22dc407fbe f9cfd7b7f686528d4fabSa22c f441edfa7dSe92c
2ba97124379d01 3156408adSc 91 fdedal f8Sd8bee fbfb3631847 1121 f73a0c8  Lc2b f672
4dgobfddc91817458674 568371 9498ba64acc1505d875d805

Ja iptvoid(d getEl Byld('key').value="3065bef 76be7a52df bbodc22d c407f bef9cfd 7h7fRes...
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Symmetrische Schlussel

https://dudle.inf.tu-dresden.de/umfrage/#passwd=rvojépej

Scheme Host Path Fragment
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Symmetrische Schlussel

https://dudle.inf.tu-dresden.de/umfrage/#passwd=rvojépej

Scheme Host Path Fragment

$ telnet -z ssl 141.76.46.194 443
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Symmetrische Schlussel

https://dudle.inf.tu-dresden.de/umfrage/#passwd=rvojépej

Scheme Host Path Fragment

$ telnety/-z ssl 141.76.46.194 443
GET /umfrage/ HTTP/1.0
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Symmetrische Schlussel

https://dudle.inf.tu-dresden.de/umfrage/#passwd=rvojépej

Scheme Host Path Fragment

$ telnet -z ssl 14\.76.46.194 443
GET /umfrage/ HTTPJ1.0
Host: dudle.inf.tu-dresden.de
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Symmetrische Schlussel

https://dudle.inf.tu-dresden.de/umfrage/|#fpasswd=rvojépej

Scheme Host Path Fragment

nicht Teil des Requests

$ telnet -z ssl 141.76.46.194 443
GET /umfrage/ HTTP/1.0
Host: dudle.inf.tu-dresden.de
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JavaScript Watchdog

function extensiveCalculation(x, y) {
while(reallyReallyOften) {
shortCalculation();

}

return foo;

}
var bar = extensiveCalculation(a, b);
sendToServer (bar) ;
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JavaScript Watchdog

function extensiveCalculation(x, y) { function extensiveCalculation(x, y, callbackfunc) {

function oneRound() {

while(reallyReallyOften) { if (reallyReallyOften) {
shortCalculation(); shortCalculation();
window.setTimeout (oneRound, 1);
} } else {
return foo; callbackfunc(foo) ;
s
i3
oneRound () ;
} b
var bar = extensiveCalculation(a, b); extensiveCalculation(a, b, function(bar) {
sendToServer (bar) ; sendToServer (bar) ;
12N

® |ange synchrone Funktion = asynchrone tail-rekursive Funktion
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JavaScript Watchdog

function extensiveCalculation(x, y) { function extensiveCalculation(x, y, callbackfunc) {
/* lokale Variablen */ /* lokale Variablen */
function oneRound() {
while(reallyReallyOften) { if (reallyReallyOften) {
shortCalculation(); shortCalculation();
window.setTimeout (oneRound, 1);
} } else {
return foo; callbackfunc(foo) ;
s
i3
oneRound () ;
} b
var bar = extensiveCalculation(a, b); extensiveCalculation(a, b, function(bar) {
sendToServer (bar) ; sendToServer (bar) ;
12N

® |ange synchrone Funktion = asynchrone tail-rekursive Funktion
® universell einsetzbar durch inline-Definition
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Evaluation

Start der Implementierung

Expertenevaluation (CURE, Wien)

Think-Aloud (TU Dresden)
Testlabor (Uni Karlstad)

Testlabor (CURE, Wien)

| |

2008 2009 2010 201
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Praktischer Einfluss

® Server

— https://dudle.mafiasi.de (Informatik Fachschaft Hamburg)

— https://dudle.piratenbrandenburg.de (Piratenpartei Brandenburg)
— http://piratenumfragen.de (Piratenpartei Thdringen)

— http://dudle.mister-muffin.de

— http://poll.faui2k9.de

— https://0j3.de/t

® Anfragen

— Association Francaise des Correspondants
a la protection des Données a caractére
Personnel (http://www.afcdp.net)

— Landesportal Nordrhein-Westfalen
(http://nrw.de)

— edacentrum GmbH
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Praktischer Einfluss

® Server

— https://dudle.mafiasi.de (Informatik Fachschaft Hamburg)
— https://dudle.piratenbrandenburg.de (Piratenpartei Brandenburg)

— http://piratenumfragen.de (Piratenpartei Thdringen

— http://dudle.mister-muffin.de
— http://poll.faui2k9.de

— https://0j3.de/t Nutzer pro Monat
® Anfragen ‘ ‘ 8,000
— Association Francaise des Correspondants 6.000
a la protection des Données a caractére
Personnel (http://www.afcdp.net) {4,000
— Landesportal Nordrhein-Westfalen 12,000
(http://nrw.de) !

— edacentrum GmbH
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Zusammenfassung

M/ Applikation zur mehrseitig sicheren
Terminabstimmung
w \ertrauensmodell nach Bedarf

wahlbar
w  Gute Akzeptanz in Praxis https://dudle.inf.tu-dresden.de

Benjamin Kellermann Dudle: Mehrseitig sichere Web 2.0-Terminabstimmung Folie 30 von 30


https://dudle.inf.tu-dresden.de

TECHNISCHE A
@ UNIVERSITAT U
DRESDEN -

Zusammenfassung / Ausblick

o Applikation zur mehrseitig sicheren
Terminabstimmung
w \ertrauensmodell nach Bedarf

wahlbar
m  Gute Akzeptanz in Praxis https://dudle.inf.tu-dresden.de

O Vertrauenswurdiges JavaScript
0 Mehr Usability
w  Problem: ,VWas ist ein
Schldssel?”

0 meet.me@Doodle,
appointment-slot@google,
tungle.me
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Fakultat Informatik |nstitut fiir Systemarchitektur, Lehrstuhl fir Datenschutz und Datensicherheit

Diskussion

https://dudle.inf.tu-dresden.de

Benjamin.Kellermann @tu-dresden.de
D19E 04A8 8895 020A 8DF6
0092 3501 1A32 491A 3D9C

Dresden, 16. Dezember 2011


https://dudle.inf.tu-dresden.de
mailto:Benjamin.Kellermann@tu-dresden.de
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Diffie—Hellman Key Agreement

Benjamin Kellermann

Discrete
Logarithm
assumption

x =g " mod g
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Diffie—Hellman Key Agreement

Discrete
Logarithm
assumption

x =g " mod g

AL/

public
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Diffie—Hellman Key Agreement

Discrete
Logarithm
assumption

hard to find

|

x = g" mod g

AL/

public
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Diffie—Hellman Key Agreement

Bob
Discrete
Logarithm
assumption
hard to find
B 2 T
3 s
& z x = g" mod g
public

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644-654, 1976.
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Diffie—Hellman Key Agreement

bl Bob
public Discrete
9.4 Logarithm

assumption
hard to find

*az 8 T

3 o

) z x =g’ mod g

public

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644-654, 1976.
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Diffie—Hellman Key Agreement

Bob

public Discrete
g9 chooses rp, Logarithm

assumption

chooses rz

g'v mod g
= Xp

g7 mod g
- hard to find

|

x = g" mod g

AL/

public

secret
101085

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644-654, 1976.
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Diffie—Hellman Key Agreement

Bob

public

Discrete
chooses rz 9.9 chooses rp, Logarithm
g mod g i el @ assumption
= Xz = Xp .
X3 Xp hard to find
5 3 T
3 s
7 & x = g" mod g
public

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644-654, 1976.
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Diffie—Hellman Key Agreement

. Bob
public
chooses rz 9.9 chooses rp,
g7 mod g g'v mod g
= )(a = Xb
Xa Xb
o 3
o g
3 @
ra by
Xy Xa
= g@» mod g = g'a'b mod g

W. Diffie and M. E. Hellman, “New Directions in Cryptography,” /EEE Transactions on

1T-22, no. 6, pp. 1976.

644-654
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Superposed Sending

Bob

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Superposed Sending

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Superposed Sending

+ Kap — Rab

- ka,b
Alice Bob

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Superposed Sending

+ ka,b + Kac — Ka b+ kb,c

- kE,C - kb,c

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Superposed Sending

Ma + Kap + Kac Mp — Kap + Ko,c
Bob

Me — Kae — Kp,c

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Superposed Sending

Ma + Kap + Kac Mp — Kap + Ko,c
Bob

Ma + ka,b + ka,c
+Mmp — Kap + Kpc
+me — Kac — Kpc

Me — Kae — Kp,c

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Superposed Sending

Bob

Ma + ka,b + ka,c
+Mp — Kap + Kpc
+me — Kac — Kpc

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Superposed Sending

Bob

Ma + ka,c
+mp + kb
+me — Kac — Kpc

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Superposed Sending

Bob

Ma + ka,c
+mp
+mMe — ka,c

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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Superposed Sending

Bob

Ma
+mp
+me

D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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|w_

Teilnehmer wahlen Index zuféllig

o0 o ©

e O > =x
@ DG l
P =1

Induktionsanfang

¢ =1 — analog zu DC-Netz
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Sicherheitsparameter

60

C
[0
2
2 Einfache | — 50 %
N Erkennung [ — 90 %
@
2 40 | .
8 Erkennung mit | --- 50 %
= Anonymitatsverlust | - - - 90 %
é 20
[%]
S
2

00

Teilnehmeranzahl
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Vereinfachung des SchlUsselaustauschs
Diffie-Hellman

Registrierung
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Vereinfachung des Schlusselaustauschs
Diffie-Hellman

g'ah, glale g'bla, glore

gfa,g’b

Carol

gle-a, el Umfrageerstellung
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Vereinfachung des SchlUsselaustauschs
Diffie-Hellman

Carol

Umfrageerstellung
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Vereinfachung des SchlUsselaustauschs

Pseudozufalls-

fa*Tp —_—
9 zahlengenerator

—

ka,b
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Vereinfachung des SchlUsselaustauschs

Pseudozufalls-

fa-ly ——)
9 zahlengenerator

ka,b, t

Iz,b ka,b, 47
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document .getElementById('key').value='0xDEADBEEF'
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document .getElementById('key').value='0xDEADBEEF'

<a href="javascript:void(document.getElementById('key')
.value='0xDEADBEEF ') ">insert key</a>
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document .getElementById('key').value='0xDEADBEEF'

<a href="javascript:void(document.getElementById('key')
.value='0xDEADBEEF ') ">insert key</a>

<a href="javascript:void(document.getElementById ('key')
.value="'O0xDEADBEEF ')" onClick="help()">insert key</a>
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no expensive computation needed

1 discrete exponentiation (DH)
[Pl —1 discrete exponentiations
1 digital signature

[T|-(JP|—=1) hashes
[T|-(IP| = 1) symmetric decryptions
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