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8.0 70 6.0 3.6.13 9.0.597 5.0.3 11.01
modPow() — JS-Wu 4.89s 5.39s 5.49s 1.74s 0.18s 149s 0.52s
modPow() - JS-Baird 8.46s 13.43s 13.56s 0.76s 0.26s 0.25s 0.30s
modPow() - Java 0.03s 0.04s 0.03s 0.04s 0.04s 0.03s 0.03s
1000 x AES256 1.02s 251s 252s 0.35s 0.04s 0.08s 0.07s
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Detect (+2)-Attacks
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Avoid Attacks on Availability

® attack occured?
= identify attacker (reveal keys)
= |oss of reputation due to small groups
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Avoid Attacks on Availability

® attack occured?
= identify attacker (reveal keys)
= |oss of reputation due to small groups
® cheating with keys?
= commit to key in vote casting phase
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computational complexity

discrete exp. symmetric decr. hash values
original scheme |P] —1 [TI-(IP| = 1) [TI-(IP| = 1)
new scheme |P| —1 2-0-|T|-(IPI=1) 2-1-|T|-(IP|=1)

v

|P|=5, [T|=20, 1=20 @s @ @ O @ @

8.0.6001 3.6.12 (510)3) 10.63 8.0.552 Firefox 4.0b2

AES-128+SHA-256 18.4s 77s 29s 14s 2.8s 317s
DH (1024 bit) 16.0s 1.7s 8.2s 2.0s 2.5s 40.5s
total 376s 225s 13.6s 43s 6.3s 84.2s

\
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g

fAn error has occurred. To continue:
Press Enter to return to Windows, or

Press CTRL+ALT+DEL to restart your computer. If you do this,
you will lose any unsaved information in all open applications.

Error: OE : 016F : BFFI9BE3D4

Press any key to continue _
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™ novel scheme for privacy-enhanced
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m scales in number of time slots
m o central trust entity

il implemented as Web 2.0
application

O Trusted JavaScript
[0 Formal proof of correctness
[0 More usability tests

s Problem of understanding
“keys"”

O meet.me@Doodle,
appointment-slot@google,
tungle.me
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W. Diffie and M. E. Hellman, “New Directions in Cryptography,” IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644-654, 1976.
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W. Diffie and M. E. Hellman, “New Directions in Cryptography,” /Ef n Information Theory, vol.
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D. Chaum, "The dining cryptographers problem: Unconditional sender and recipient untraceability,” Journal of
Cryptology, vol. 1, no. 1, pp. 65-75, Jan. 1988
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1 document.getElementById('key').value='0xDEADBEEF'

1 <a href="javascript:void(document.getElementById('key"')
2 .value='OxDEADBEEF ') ">insert key</a>
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1 document.getElementById('key').value='0xDEADBEEF'

1 <a href="javascript:void(document.getElementById('key"')
2 .value='OxDEADBEEF ') ">insert key</a>

1 <a href="javascript:void(document.getElementById('key')
2 .value='OxDEADBEEF ')" onClick="help()">insert key</a>
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Your name |

:00 PM - 2:00 PM Thursday, March 11, 2010i
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DOOdIeo Poll: Business Dinner

October 2009
Mon Tue Wed Thu Fri
19 20 21 22 23
8:00 PM | 8:00 PM | B:00 PM | 8:00 PM  8:00 PM

) Alice oK oK oK oK
& Bob oK oK oK

& carol oK oK oK
& Dave oK oK oK oK
olofo oo
Count 2 3 2 4 3
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