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Direct Inference

Will my husband vote for the date of our wedding anniversary?
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Probability of Detection
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Security Parameter
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Avoid Attacks on Availability

� attack occured?

å identify attacker (reveal keys)

å loss of reputation due to small groups

� cheating with keys?

å commit to key in vote casting phase
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Ef�ciency

computational complexity

discrete exp. symmetric decr. hash values

original scheme |P| − 1 |T | · (|P| − 1) |T | · (|P| − 1)
new scheme |P| − 1 2 · I · |T | · (|P| − 1) 2 · I · |T | · (|P| − 1)

measurements

|P|=5, |T|=20, I=20
8.0.6001 3.6.12 5.0.3 10.63 8.0.552 Firefox 4.0b2

AES-128+SHA-256 18.4 s 7.7 s 2.9 s 1.4 s 2.8 s 31.7 s
DH (1024 bit) 15.0 s 11.7 s 8.2 s 2.0 s 2.5 s 40.5 s
total 37.6 s 22.5 s 13.5 s 4.3 s 6.3 s 84.2 s
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Demo
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https://dudle.inf.tu-dresden.de/privacy/example.cgi


Conclusion and Outlook
X novel scheme for privacy-enhanced

single event scheduling

à scales in number of time slots

à no central trust entity

X implemented as Web2.0

application

Trusted JavaScript

Formal proof of correctness

More usability tests

à Problem of understanding

�keys�

meet.me@Doodle,

appointment-slot@google,

tungle.me
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Dif�e�Hellman Key Agreement

s
e
c
re
t s

e
c
re
t

Alice Bob

public

g, q
chooses ra

gra mod q

= xa

x
ra
b

= gra·rb mod q

chooses rb

grb mod q

= xb

x
rb
a

= gra·rb mod q

xa xb

Discrete

Logarithm

assumption

x = gr mod q

public

hard to �nd

r

W. Dif�e and M. E. Hellman, �New Directions in Cryptography,� IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644�654, 1976.
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Superposed Sending

Alice Bob

Carol

ka,b

k
a,c k b,

c

ma

+ ka,b

+ ka,c mb

− ka,b

+ kb,c

mc − ka,c − kb,c

ma

+ ka,b + ka,c

+mb

− ka,b + kb,c

+mc

− ka,c − kb,c

D. Chaum, �The dining cryptographers problem: Unconditional sender and recipient untraceability,� Journal of
Cryptology, vol. 1, no. 1, pp. 65�75, Jan. 1988
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Bookmarklet als Schlüsselspeicherung

1 document.getElementById('key').value='0xDEADBEEF '

1 <a href="javascript:void(document.getElementById('key ')
2 .value='0xDEADBEEF ')">insert key</a>

1 <a href="javascript:void(document.getElementById('key ')
2 .value='0xDEADBEEF ')" onClick="help()">insert key</a>
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Vereinfachung des Schlüsselaustauschs

Alice Bob Carol Server

T, PT, PT, P e-mail

noti�cation

T . . . time slots

P . . . participants

~da
~db

~dc
~d . . . encrypted votes

~da,~db~da,~dc~db,~dc e-mail

noti�cation

~ka,c ~kc,a

~ka,b ~kb,a

~kb,c ~kc,b

key

exchange
~ki,j . . . key vector
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Vereinfachung des Schlüsselaustauschs

Dif�e�Hellman

Alice Bob

Carol
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a,c ~k b,

c
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gra grb
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grb , grc gra , grc

gra , grb
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gra·rb grb·ra
~ka,b
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Vereinfachung des Schlüsselaustauschs

gra·rb Pseudozufalls-

zahlengenerator

ka,b,t

,tbl

~ka,b
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ka,b,t1

.

.

.

ka,b,t|T |
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tuuid tbl
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Mallory
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in I
den
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erö
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Schlüssel
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Schlüsseltext
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Vereinfachung des Schlüsselaustauschs
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Dynamic Leaving
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Preferences instead of Binary Choice
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Updating / Revoking Votes
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Existing PKI usage

S/MIME
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