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Chapter  1

Introduction

 1.1  Challenge: Dealing with dynamics

Much research and development has been done during the past couple of years to assist users in managing their partial identities in the digital world by several types of identity management [BM05]. But current concepts for identity management systems implicitly focus on the present (including the near future and recent past) only. The sensitivity of many identity attributes and the resulting need to protect them to enable privacy-aware identity management throughout the whole life is currently not dealt with.

Identity management has to comprise all areas of life throughout one's whole lifetime to gain full advantages, e.g., ease-of-use for all kinds of digital services, authenticity and authorisation, reputation and user-controlled privacy. 

A comprehensive privacy-enhancing identity management system would include the following components [CK01]:

· an Identity Manager (IDM) on the user's side;

· IDM support in applications (e.g. at content providers, web shops, etc.);

· various third-party services.


WP1.3 studies how privacy and identity management of human beings throughout their whole lifespan can be realised. The lifespan is the range of time from the emergence of the first information that is related to the human being (from the moment of birth until death: the data subject) until the point in time when no more personal data is generated.

Hence, lifespan refers to the temporary aspects of privacy and identity-management and in particular to the challenges involved in realising (privacy-related) protection goals over very long periods of time. But the area of challenges regarding privacy is vast -- even when not considering a lifespan (see, e.g., [LaR08]). 

For the specific aspects of lifelong protection of individuals concerning their privacy in a technology-based society, we want to distinguish between dynamics in the surroundings of the individual and dynamics in the individual's ability or willingness of managing his private sphere on his own as outlined in the following subsections [CHP_09]. 

 1.1.1  Dynamics in the surroundings of the individual

The dynamics of the effects from the outside world -- possibly affecting the individual's private sphere -- comprises, among others, technological developments, replacement of administration, changes in law and policies, and -- last but not least -- the evolvement of society.

The least dynamics we have to deal with is the increasing processing of personal data during one's lifetime. This involves disclosure of personal data to many data controllers, partially because the disclosure and processing of data is officially required (e.g., because of school attendance, tax liability), partially because the data are needed to fulfil tasks in the areas of e-commerce, leisure, communication etc. Figure 1 shows a simplified model of increasing data disclosure to different data controllers, depicted by coloured stripes. The lighter colours on the right-hand side of data controllers express that the personal data are not needed anymore for the task to be fulfilled, but the data may still live on in official archives, at Internet services, or in the storage of communication partners [MS07]. The data might not be deleted after the time of death nor after the funeral.
The coloured stripes in Figure 1 might also correspond to several partial identities [HBC04], for example (but not exclusively), individuals have in different areas of their life. Areas of life are sufficiently distinct domains of social interactions that fulfil a particular purpose (for the data subject) or function (for society). Formal areas of life include education, work, and health care. Informal areas of life are family, friends, shopping, religion, etc. The formal areas of life are analysed in the form of country reports in H1.3.3 [RSL09].

Another dynamics results from the development in technology including possible risks concerning privacy, e.g., unauthorised access to personal data which enables attackers to read them, link them with other data, or modify them. Personal data, which are assumed to be secure at a specific point in time, may be at risk after some time if no additional precautions have been taken.

Also in the political and societal area, dynamics is to be expected during a period of several decades. In particular, it is not predictable how people in a leading role will interpret today's personal data or which policies will apply.

Lifelong privacy mechanisms need to cover not only the near past and future of an individual, but also need to consider the future prospects for a human's lifetime and also beyond, which means about 90 years or more. The problem is that we only have experience with computer-based technology for about half of this time, and with the growing exchange of computer data over the Internet even less than a quarter of this time. This means that all privacy mechanisms (including public-key cryptography invented in 1976) could not be tested in practice for a whole lifetime yet. For the selection of privacy technology (hardware and software), attention should be paid to the following aspects:

· The duration of cryptographic security should be at least an individual's lifetime. If unconditional security (sometimes referred to as information-theoretically secure cryptography) is possible and feasible, it should be provided.

· Migration of data between different hardware and software needs to be assured.

· When considering the long-term risks in an unpredictable setting, the sensitivity of personal data is of utmost importance. For the choice and protection level of personal data processed, a categorisation regarding their sensitivity with respect to privacy has to be made according to [HPS08,CHPR09].

 1.1.2  Dynamics in the individual's ability or willingness of managing his private sphere on his own

During their lifetime, individuals pass through different stages. A stage of life of an individual with respect to handling his privacy is a period in his life in which his ability to manage his private sphere remains between defined boundaries characterising this stage of life. Management of one's private sphere comprises the ability to understand privacy- and security-relevant aspects concerning one's private sphere, the ability to (re-)act accordingly, and the ability to use appropriate (often ICT-based) means for one's (re-)actions. Obviously, toddlers cannot manage their private sphere on their own, nor can people suffering from pronounced dementia or being in a coma. Even for those who are mentally able to manage their private sphere, it may not be feasible if it requires usage of technical devices.


Three large stages of life individuals typically run through are childhood, adulthood and old age, which are depicted in the example shown in Figure 2. It is quite clear that a baby is physically less able than a 10-year old to interact with technical devices. So the ability of a child to manage his private sphere and his right to participate in decision processes concerning his life usually increase with his age. But at least small children are not able to decide on their own how their data are created and processed and how their private sphere can be controlled. Also adults may have temporary or permanent needs that others support them or even act on their behalf concerning decisions on their private sphere. Especially this holds in an old age. For small children as well as for very old people and in the case of emergency, delegation of the right to manage one's private sphere is needed. For children these delegates automatically are their parents, in case of emergency or for old people it might be a close relative. 

 USERPROPERTY 



Ability in the legal sense would not be partially linear functions as in Figure 2 but more step-like and then remain constant till legal guardianship is needed again.

Sometimes, individuals who in principle are able to manage their privacy on their own want to involve other parties or delegate their privacy control, e.g., for convenience reasons. These individuals may have the ability, but not the willingness to manage their private spheres on their own. Furthermore, both the ability and the willingness might change depending on the circumstances an individual is in and especially depending on what possible data controllers offer to him.

 1.2  Concepts for privacy throughout life

Key concepts central to privacy-enhancing identity management throughout an individual's whole life derived from the Descriptions of Work (DoW) of PrimeLife project [DoW08] and [HPS08] are outlined in the following. They all need to deal with dynamics.

 1.2.1  Long term aspects of using sensitive attributes

Some attributes and attribute values usually need more privacy protection than others, e.g., those which are not easy to change, do not vary over time, are given attributes, or contain side information. An example given in the DoW were biometric data, but there are also other identity data. We distinguish the following properties of identity attributes, which alone or in combination pose specific risks to privacy when being disclosed:

· Data may be static, or changes are quite accurately predictable: Data, which are static over time and are disclosed in different situations, enable linkage of related data. Examples for static data are date and place of birth. Similar to static data are those, which are quite accurately predictable or guessable because they follow some rules. Examples are data following mathematical rules like the number of children that will only remain or increase. If static identity information is being used for purposes such as authentication, this bears a risk because these data cannot easily be revoked and substituted: For example, the use of fingerprints with biometric access systems.

· Data may be (initially) determined by others: Data, which the individual concerned cannot determine himself (e.g., the first name), may persist or it may take a significant amount of time or great effort to change them. A special case is the inheritance of properties from others, e.g., the DNA being inherited from the natural parents. 

· Change of data by oneself may be impossible or hard to achieve: If data are static (see above) or if data are not under the individual's control, wilful changes may not be possible. Examples are data processed in an organisation. 

· Inclusion of non-detachable information: Data that cannot be disclosed without simultaneously also disclosing some side information tied to the data should be prevented or the individual should at least be made aware of this. Examples are simple sequence numbers for identity cards, which often reveal sex, birth data and at least a rough timeframe of when the identity card was issued. 

· Singularising: If data enable to recognise an individual within a larger group of individuals, the individual privacy may be invaded by tracking or locating, even if other personal data of the individual are kept private.

· Prone to discrimination or social sorting: There are no data, which are definitely resistant against a possible discrimination forever. This does not need this individual to be identified or singularised. If some people disclose a property and others resist to do so, this already allows for social sorting or positive discrimination.

Note that this list of sensitive properties extends the enumeration of special categories from Art. 8 Data Protection Directive ('personal data revealing racial or ethnic origin, political opinions, religious or philosophical beliefs, trade-union membership, and the processing of data concerning health or sex life'). Because of the sensitivity of the listed personal data, everybody should be careful with related data processing.

 1.2.2  Policies for long term access and control

A privacy-enhancing identity management system should support policy definition, policy negotiation, and, as far as possible, policy enforcement w.r.t. how to use attribute values received. If agreed policies can no longer be enforced, e.g., a change of law requires a change of policy or a security breach occurred, all parties relying on the enforcement of the policy should be informed of that change. The latter gets the more important the longer the attribute values are stored or the more legal domains are involved.

 1.2.3  Delegation of identity and authority

A privacy-enhancing identity management system should support delegation of duties and authorities from pseudonyms to pseudonyms. There are three possible situations that might occur regarding delegation from the legal perspective: Firstly, delegation of rights might be made by law automatically for a certain time frame (e.g., for children to their parents). Secondly, delegation might be made willingly by an individual to others for a certain time frame (e.g., delivering mail to others during holidays). Thirdly, delegation of rights of an individual might be initiated by other individuals to achieve delegation of his rights to them or others (e.g., in the case of incapacitating a person), which presumably requires thorough juridical investigation before divesting the person of a right.

Delegation can be implemented by different means. Usually the delegate does not take over the identity of the individual concerned, but gets authorisations to act – often within defined ranges – on behalf or as inheritor, respectively. Technical processes for delegation and digital estate have to be defined in accordance with legal procedures and should allow for:

· granting delegations by a person himself, automatically, or by others,

· revoking delegations by a person himself, automatically, or by others,

· accountability and relief of delegates,

· showing or not showing to others whether a person himself or his delegate acts.

It is necessary that all parties involved are aware of the legal and technical procedures, the conditions under which they may take place, and also possible liability issues. For accountability reasons, the activities of a delegate often would have to be logged so that in the case of dispute the performed actions can be analysed. This again may affect the delegate's private sphere.

 1.2.4  Context awareness

A privacy-enhancing identity management system should provide for contextual pseudonymity, which means that each pseudonym is only used within a certain context, e.g., depending on the current role of its holder or the relationship to the current interaction partner (cf. [BDFLW05]). Every user needs to be aware which attributes and attribute values he communicated to whom in which context, i.e., in relation to which (partial) identities.

 1.2.5  History of identity formation and evolution

A privacy-enhancing identity management system should support its user by offering to store and to make easily accessible the history which attributes and attribute values have been communicated to whom in which context.

 1.3  Previous prototype ideas

Obviously, it is impossible to design or build a system that aims to cover the problem space comprehensively. In WP1.3 only a limited set of prototypes can and should be built that demonstrate key concepts central to privacy-
enhancing identity management throughout individuals' whole lifespan.  In H1.3.4 [Böh09] we tried to reduce the complexity of this vast area by structuring the throughout-life problem space along three promising scenarios, each representing a small part of the huge problem space. Nevertheless, the scenarios are still quite large and require a lot of interaction between various components and infrastructure to cover them in their entirety. Since privacy-enhancing identity management is largely a vision for the future, it is not always possible to merely extend existing technology by some add-on development. As a result, within each scenario, the scope was further narrowed down to 2 – 3 very concrete prototype ideas that each solve a particular problem, help to answer a research question, or illustrate how future technology could look like and thereby convey our vision to a general audience.

The three scenarios and associated prototype ideas from H1.3.4 are depicted in Table 1.

	Scenario
	Prototype ideas

	Digital Footprint
	Show my Digital Footprint

	
	Remove my Digital Footprint

	
	Central Data Handling Repository

	Growing and Shrinking Autonomy
	Passing SNS Sub-Profiles onto Kids

	
	Assisted Living

	
	Lifelong DataTrack and Delegation

	Digital Estate
	Secret Sharing File-System

	
	Post-mortem Notary Service


Table 1: Scenarios and prototype ideas 

 1.3.1  Digital Footprint

Three prototype ideas belong to the scenario Digital Footprint. One is to give users a tool to gauge the size and shape of their digital footprint (`Show my Digital Footprint') and visualize them by different categories. Related to this, `Remove my Digital Footprint' demonstrates an interface to automatically generate rectification or deletion requests for parts of the data in their footprint. Obviously, such reactive mechanisms suffer from weak enforceability, so one step forward could be proactive control of the data handling policies, to which data controllers should obey. The prototype idea `Central Data Handling Repository' helps users to keep an overview of the policies they agreed upon with various services, and assists them in dealing with changes to these policies.

 1.3.2  Growing and Shrinking Autonomy

The scenario `Growing and Shrinking Autonomy' covers all aspects where users (temporarily) lack the ability to actively manage their own privacy. For example, `Passing SNS Sub-Profiles onto Kids' illustrates how parents can control personal information concerning their children in social software, and later pass it on to their children when they have grown up. Similarly, `Assisted Living' is a prototype idea that shows how visions of computer-assisted care can be realised while retaining as much self-control and privacy as possible for the elderly people (or patients). On a more general level, `Lifelong DataTrack and Delegation' demonstrates how various forms of delegation to proxies can be handled in a secure and privacy-respecting manner. The prototype idea focuses particularly on the data traces created through delegation. It suggests solutions to the delicate question under which party's control such traces should reside after the delegation relations come to an end. With respect to the DataTrack, this prototyoe would also fit in the scenario of `Digital Footprint'.

 1.3.3  Digital Estate

The third scenario, Digital Estate, serves as basis for two prototype ideas that show options how to deal with personal information after the death of the respective data subject. `Secret Sharing File System' describes an implementation of Shamir's secret sharing scheme for key recovery. It allows to distribute parts of a master secret (e.g., a password or private key) to a circle of trusted persons, possibly facilitated by making use of social network relations established over social networking services. In contrast to the grassroot approach, `Post-mortem Notary Service' comes up with a demonstrator for a service that might take over the role of notaries in storing, interpreting, and enforcing a person's testament with respect to his or her digital estate.

 1.4  Towards a prototype dealing with dynamics

After we narrowed done the large problem space to the three scenarios and the small prototype ideas that indeed show a subset of key concepts as defined in [DoW08, p.48], we realised that by the description in the scenarios we missed to show their applicability in other scenarios corresponding to the areas of life. As a conclusion, the prototype to be built should contain the mechanisms showing `Long-term aspects of identity formation and evolution' and `History'. But, it should also cover `Lifelong DataTrack and Delegation' because that prototype would offer the possibility to concurrently deal with the dynamics in both the individual's ability or willingness of managing his private sphere on his own and his outside world.

Table 2 summarises how concepts and prototype ideas fit to each other according to [Böh09]. Additionally, we indicate if the prototypes have the potential to show how to deal with dynamics, both inside and/or outside the individual. 
Those considerations limit the number of possible prototypes.

In the scenario of Digital Footprint, there are already web-based services around that show an individual's digital footprint on the web. Person search engines like 123people (http://www.123people.com/) structure the results by the application or communication type the person can be reached with (telephone, web sites, e-mail addresses, social networks, ...) while Kartoo (http://www.kartoo.com/) tries to structure the search results in the form of a network. An explicit removal of parts of the footprint cannot be done automatically but need the manual contact of the respective data provider that is linked by the search engines showing the digital footprint. A promising starting point for realising removals of footprints or parts of footprints, respectively, might be the “Web 2.0 Suicide Machine” (http://suicidemachine.org/). However, the providers of the Suicide Machine still have to overcome lots of legal difficulties in order to really be able to remove the parts of digital footprint requested by its owners. Due to the lack of existing consistent communication structures and the limited technical concepts that can be shown we decided not to follow this idea for the actual prototype to be built in WP1.3. 

	
	Potential to show dynamics
	Concepts for privacy throughout life

	Prototypes
	Inside dynamics
	Outside dynamics
	Long term aspects of using sensitive attributes
	Policies for long term access and control
	Delegation of identity and authority
	Context awareness
	History of identity formation and evolution

	Show my digital footprint  
	X
	X
	X
	
	
	
	X

	Remove my digital footprint
	X
	X
	X
	
	
	
	X

	Central Data Handling Repository
	
	X
	X
	X
	
	
	

	Passing SNS Sub-Profiles onto Kids
	
	
	X
	X
	X
	
	X

	Lifelong DataTrack and Delegation
	X
	X
	X
	
	X
	
	X

	Assisted Living
	X
	
	X
	X
	X
	X
	

	Secret Sharing File System
	
	X
	X
	X
	X
	
	

	Post-mortem Notary Service
	
	
	X
	X
	X
	
	


Table 2: Prototypes and Concepts


The prototype Assisted Living matches nearly all concepts and involves short-term dynamics but it lacks the history of identity formation and evolution that is central for a throughout-life concept.

The Secret-Sharing File System seems also promising, but it lacks the  history of identity formation and evolution.

Finally the prototypes Passing SNS Sub-Profiles onto Kids and Post-mortem Notary Service are only singular actions in quite particular stages of life (typically at the beginning of adulthood and after death) and thus do not address dynamics in the surroundings of an individual or the individual itself. For this reason, these prototypes do not seem to be appropriate to show the throughout-life aspect for an individual.  

After having drawn these conclusions from the actual prototype ideas, we came to the decision that we need an additional prototype idea trying to cover all concepts, which especially comprises different areas of life and which is able to show dynamics. This led us to the following considerations: In everyday lives, people are interacting with the physical or digital environment. In both of these environments, there are unpredictable events, which we can neither influence nor foresee and which might have an impact on our everyday lives or on lives of our closest relatives. With computerization of society, human beings are not only more and more dependent on the data but they are also becoming data themselves. As far as these two coexisting worlds are gradually merging together and the influence of the technology on our everyday reality increases, the protection of data and privacy of the corresponding data subject from an increasing number of risk factors is becoming a crucial part of our everyday reality.

Therefore, we decided to design and demonstrate a prototype, which solves not only the problem of the data protection but also the one of protecting privacy of the corresponding data subject and, in addition, it respects different areas of the data subject’s life. Furthermore, our proposed solution deals with the aspect of lifetime and covers a broader set of risk factors than existing solutions. 

We identified the following risk factors as the primary areas of our interest:

· Casual loss of data caused by random failure or physical damage of the underlying media;

· Information leakage intruding the privacy of the user;

· Linkability of different areas of life of the user;

· Temporary or permanent inability of the user to access his or her data leading to temporary inaccessibility or permanent loss of this data for relevant entities, which relates to it.

In our approach, we are primarily aiming to reduce the threat of the above-mentioned risk factors. We were inspired by the functionality and capability of existing backup and synchronization tools as far as they have a common point of interest compared to our goals. Hence, we decided to design our prototype as a backup and synchronization tool with privacy-enhanced features, which respect the life-long aspects and different areas of life.

Chapter  2

 2  Prototype scenario

Our main interest is the focus on privacy-related aspects, life-long duration and different areas of life and, therefore, we are using the backup and synchronization functionality for demonstrating that it can be improved by solving the above mentioned problems.

1.1 Casual loss of the data

Nevertheless, our main interest is the focus on privacy-related aspects, life-long duration and different areas of life and, therefore, we are using the backup and synchronization functionality for demonstrating that it can be improved by solving the above mentioned problems.

The first objective in our approach is to protect the data against casual loss. We identified several non-trivial sets of threats, which can

The first objective in our approach is to protect the data against casual loss. We identified several non-trivial sets of threats, which can cause a permanent damage to the data. On the one hand, there are threats residing in the physical environment, on the other hand, there are threats propagating through digital world. In both of these environments, there exist random or hardly predictable events, which might have a negative impact on the storage media in the physical world or on the data in the digital world. As a result, harmful elements, which are capable to cause unrecoverable damage of the data, exist in both of these environments. 

In a physical world these threats can be mostly initiated by the nature (e.g., time, fire, water, corrosion, electrostatic discharge, flood, earthquake, storm, tornado, solar eruption and others), then by humans or animals (as, for instance, burglars or a playful dog when nobody is at home) or a combination of these factors (as, for instance, forgetting the storage media in a car during an extremely hot day or little child hitting the electronic equipment when playing with the water-gun).

In a digital world there are different kinds of threats, which might have the same destructible impact on the data. These are, for example, malicious codes, buggy applications, programs doing something else than the user expected, or security holes allowing malicious individuals to cause the loss of our data.

It is obvious that there is a huge number of factors, which can be hardly expected but which in a result might have a very negative impact on our data. The idea of identifying and eliminating all of them seems to be hardly realistic. Therefore, we assume that the most effective protection against these threats is redundancy, inhomogeneity of the storage environment, and distribution of the data to the physically separated locations.

In our prototype we are trying to reach the inhomogeneity and distribution of the backup storage space in the following way: We assume that the storage space is no longer an issue. There are many devices for every-day usage, which have a built-in storage or provide a memory slot for external permanent memory medium (like, for example, hand-held devices and smart-phones, MP3 Players, Digital cameras or camcorders, Televisions or TV recorders, or even digital book readers or some types of wireless access-points). In addition, permanent memory media is becoming smaller and smaller whereas they provide bigger and bigger storage capacity. On the other hand, there is also an increasing number of the cloud-based storage providers offering storage space in the Internet (e.g., Dropbox, Apple MobileMe, Windows Live SkyDrive, Ubuntu One, and others).

In our prototype we take advantage of the inhomogeneity and physical distribution of different storage environments available. In order to be able to protect the information against casual damage, our idea is to store the data in multiple copies on several types of storage devices located at different types of physically distributed media. The media, in our assumption, is mostly reachable online but we are also taking into account the offline solution as a storage environment for the backup, depending on the user's requirements on reachability mostly derived from the type of the data. 

We also assume that as far as hand-held devices are becoming more and more interconnected and equipped with wireless interfaces (for instance, Bluetooth or WiFi) or even connected to the Internet via GSM network (e.g., Smart-Phones or laptops equipped with the built-in GSM modems), we are not making a strict difference between the online and offline type of the storage media.

As a result, we decided to differentiate 3 types of storage environments according to different levels of trust they are able to provide to the user of our prototype. The level of trust is based on the capability of the user to control and manage the particular environment and on the capability of the user to make certain assumptions on the further behaviour of the particular environment. 

First storage environment is referred to as “Fully trusted storage environment”. This environment covers those types of storage media, online or offline, which are in full control of the user and the user is able to manage them on his/her own will (e.g., microSD card in the user's smart-phone, external hard disk drive of the user or internal hard disk drive in the user's laptop). 

Second storage environment is called “Trusted storage environment of a 2nd party”. This type of storage environment covers online and offline media under full control of a 2nd party, which the user considers as sufficiently trusted. There are 3 types of trust, which are identified by our prototype:

1. Trust that the 2nd party has not bad intentions regarding the user's data. This means in most cases, the user believes that the 2nd party is not trying to break the encryption mechanism or to cause damage to the user's data stored on the media of 2nd party. There is an analytical module, which takes according input from social network systems and which checks if there are possible threats. For example, the analytical module should produce a warning message in case the entity providing the trusted storage environment to the user's backup data is in friendship with an entity, which is listed as “Untrusted”, or it is in friendship with an entity, which is explicitly listed on the user's blacklist (for instance, based on some bad experience in the past) or is in friendship with entity on the user’s blacklist. This property has direct impact on the privacy which is discussed in the subsequent chapters (written in bold).

2. Trust that the underlying medium is not faulty and in case there is a suspicion that it might fail, the user gets informed so that he/she can take precautions (for example, create more copies of the backup on some other storage environment). For this purpose, the analytical module communicates with a remote process, which monitors the behaviour of the environment of the 2nd party. The most important information for the analytical module are errors or warning messages from the media diagnostic tools (like Scan Disk, e2fsck and others) and information regarding the age of the underlying trusted storage media. If the medium is too old it is more prone to failure. This property has direct impact on the error-freeness which is discussed in the subsequent chapters (written in bold).

3. Trust that the storage environment will be accessible as it was negotiated by both of the parties. The analytical module needs to monitor the times when the trusted storage environment of the second party is accessible and compares it with the negotiated values. In case that there is a big difference, the analytical module recommends the user not to consider it to be trusted environment. This property has direct impact on the availability which is discussed in the subsequent chapters (written in bold).

For example, the user can decide to store some data on the computer of his parents. As far as their computer is not fully controlled by the user, he should not create the container for his backup with the “fully trusted storage environment” attribute. On the other hand as far as he trusts his parents and he can make some assumptions about their further behaviour and further behaviour of their computer with respect to his data, he can store his backup on their device (if they agree) with the “trusted storage environment of the 2nd party” attribute.

The third identified storage environment is referred to as “Untrusted storage environment of the 2nd party”. As the name implies, it is the storage environment, which the user cannot trust or make any expectation on its future behaviour. A typical case would be that the storage environment of the second party is firstly created as “untrusted” and after some period of time, based on the input of the analytical module monitoring the behaviour of this environment, the user decides to consider it as trusted.

The idea of different storage environments allows users to decide on where to store which kind of data based on the content of the data and the need to reach it during the time. For example, the backup data, which is often used for synchronization purposes, should only be located in a trusted environment, which is permanently online. The analytical module should take into consideration existing trust levels when recommending where to store some particular type of data. The user has, therefore, a functionality, which allows him to define what level of privacy, reliability and reachability of the underlying media should be assured for particular data. The output of the analytical module then helps to decide on where to store the data and in what number of copies. 

The existence of several different storage environments allows distribution of the several copies of the backup data in inhomogeneous types of environments, which decreases the probability of the loss of the data. Different trust levels can provide a better picture of what kind of behaviour can be expected from the particular environment with respect to privacy, error-freeness, and availability of the stored backup data.

This mechanism has non-trivial requirements on the communication with 2nd parties. At the end, it must be clarified that the user's request to allocate storage space for his/her backup was accepted, denied or not-responded.

 2.1  1.2 Information leakage compromising the privacy of the backup creator

We assume that the problem of casual loss of the data is solved from the lifelong perspective by the storage mechanism introduced in chapter 1.1. Our next goal is to assure confidentiality of the backup data and privacy of the corresponding creator of the backup in such a way that no other subject is able to learn relevant information regarding the backup.

As far as the data is stored in a distributed manner there is a need to protect it against unauthorized access. We decided to use symmetric encryption primarily for the case when the data resides in the environment of the 2nd party. After the size of the underlying media is negotiated with the 2nd party, a backup container is created in this environment, which consists of blocks of the data with constant size encrypted with the symmetric key. The size of the blocks respects the capability of the anonymity network (which is discussed in chapter 1.3) to transfer one unit of data in anonymous way. The size of the block must be fixed and cannot change in the future (even if faster technology is available) as far as this might lead to the indication when the backup was created leading to assumption what content of the data might be included or how old could data in the backup be. We are also considering a fixed size of the backup container (for instance 1 GB), which makes it practically infeasible to make an assumption about the size of the real backup data as long as this size is globally fixed and will not change in the future.  After creation of the backup, the backup container (local or remote) consists of random fixed-length blocks of data encrypted with a symmetric key, which is known to the backup creator only. 

When some operation on the backup data is done (like for example save new version of file delete file or add new file to the backup) a new block of data involving the change is sent to the storage environment and the old block is replaced. This leads into two problems: 

Firstly, it must be possible to manage the backup container block-wise. But as far as blocks should be encrypted with symmetric cipher, block-wise management can be assured by ECB mode of symmetric cipher operation. This means that each block is encrypted on its own by using the same symmetric key. During the encryption and decryption process the block is not dependent on the other blocks. However, there are already known security issues of the ECB mode of symmetric cipher caused by the lack of randomness when the same key is used on the same data. Therefore we decided to improve this encryption schema in such a way that the content of the encrypted block is randomized. Our first proposal for solving the randomization problem is by adding a random string, which fills 50% of the data block and “encrypting” the data within the block by this random vector. The content of the encrypted data block, which is stored in the backup container, consists then of two components: The random vector and the data processed by the random vector using the XOR operation. This idea is of course already know as the principle of Vigenere cipher. But in our schema we do not use the XOR operation for encryption, but rather for introducing more randomness into the ECB mode of operation of the symmetric cipher.   

Secondly, we must deal with the problem, which is introduced by replacement of the old block with the new one in the backup container (for example as the result of the change in the file included in particular block or adding new file to the backup). The problem is that if a malicious observer knows which block was changed, it can give him information that this particular block includes some information of the backup creator's interest. Our proposed solution is that the operation of upload of a new block would trigger the operation of transposition of some other blocks and the operation of uploading some dummy blocks in such a way that the probability of the observer to learn which blocks were really modified is negligible. In further text we refer to this set of operations as the “backup commitment”. When performing the backup commitment, for each block of data, which is involved in this process, a new random vector is generated leading to new bit-wise representation of the (possibly same) data included in the backup block. Therefore from the external observer's point of view it looks like if a brand new data was uploaded after backup commitment was initiated.

In order not to be possible to learn the time when exactly the backup creator performs some operation on his backup, we promote to have a permanent process activated on the backup creator's site, which activates a simulated “backup commitment” in random intervals even if the backup creator does not explicitly perform any operation on the backup. The purpose of the simulated “backup commitment” is that some operations are performed on the backup but they do not have an impact on the informational content of the stored data. For achieving the best results with respect to the randomness, this process should be permanently running on some dedicated device. It is hardly possible to imagine that the backup creator leaves his/her laptop running permanently online especially when he/she travels a lot. We realized that this device should be some physically dedicated device running the process. As far as some wireless routers are nowadays equipped with embedded operating system (for example OpenWrt or Debian Etch embedded alternative DebWRT) which is capable to provide almost the same functionality as the ordinary personal computer and these devices are usually permanently online, we think that this environment is a potential candidate to be hosting our randomization process.

 2.2  1.3 Linkability of different areas of life of the backup creator

In our next objective we are trying to deal with two main problems, which are bound with different areas of life. Firstly, we assume that in the future such kind of attack methods or technology might arise, which would make the existing encryption mechanisms easily breakable. Even if our prototype counts with this problem and allows the new encryption modules to be integrated, once the information is uploaded, even in the environment, which is considered to be trusted, we can hardly control what exactly is happening to our data because it can be easily copied or forwarded to other parties without any evidence. 

Secondly, we are also dealing with the fact that the information that we are in contact with some entity might be enough for some other entity to make some assumptions or decisions, which might have an impact on our life or life of our closest relatives. For example, the information that we are in contact with members of a skydiving club might be valuable information for our insurance company, which decides not to provide a life assurance for us. 

Therefore, we decided to include support for different areas of life of the backup creator. The area of life is in our prototype determined by the data, which somehow relates to the particular area of life of the backup creator. Besides the data, the area of life is also determined by 2nd parties, which are involved in that particular area via common interest, role, or activity shared with the backup creator. As far as an area of life can hardly be thought as a discrete quantity, our prototype takes input from the external subsystem and also allows the backup creator to evaluate the data and/or 2nd parties with own input. This can be represented ad approximation which maps a percentage rate describing areas of life to the files in the backup and to the 2nd parties listed in the prototype. After evaluation our prototype allows the backup creator to visualize what areas of life are covered by the particular file which is about to be backed up and what areas of life does any listed 2nd party belong to. 

In addition, the backup creator is able to assign each file a level of privacy. There are basically 3 identified levels of privacy with the corresponding meaning:

1. Very private – this means the data is private for the backup creator and cannot be stored on the device of 2nd parties in the normal course of events;

2. Private within area of life – this means the data is private within the group of 2nd parties related to the particular area of life;

3. Non-private – this relates to the data where the backup creator is not interested in the privacy of the backup that much but rather in redundancy in case of failure. In case it is compromised by anybody, it does not harm the backup creator in a considerable way. 

Based on this input, capacity of the data and free space in the storage environment the prototype is able to group the files in the optimal way and propose the best mapping solution with respect to the requirements of the data (and corresponding holder of the data) on privacy, availability and error-freeness, different areas of life, the capacity of the data and available resources. In case, that sufficient resources are not available (like for instance capacity for the data within the particular area of life) the application is able to provide the minimal best solution, which would solve the problem (like for instance negotiating the larger storage capacity with participant X from members of that particular area of life).      

Second type of our promoted solution eliminates the problem of linkability among different areas of life of the backup creator from the communicational point of view. In our approach we are dealing with the problem that a member of particular area of life of the backup creator is able to identify that some other partial identity of the backup creator which belongs to some other area of his/her life (for example represented by different pseudonym in the same system) belongs to the same living human being. 

We promoted to use an anonymity tool which is responsible for switching between different exit nodes when the backup creator switches the context to different partial identity corresponding to different area of his/her life and performs some operation under this context (like for instance update of the backup or synchronization). In case that we decide to implement support for external applications (like for Instance Skype, ICQ, E-mail client, MSN Internet browser) we promote to take advantages of virtualization capabilities combined with anonymity network. The reason for our proposal is that there are many hidden side channels for tracking the identity in the Internet (for example resolution of your screen, style of programming, visited links, web browser cookies, Adobe Flash-based cookies or even with externally loaded image on the webpage and much more).

 2.3  1.4 Temporary or permanent inability of the backup creator to access the data

The most important feature of our prototype is the ability to allow the other predefined 2nd parties to recover the data of the backup creator in case that some predefined condition is satisfied. The predefined condition might in most cases indicate that the creator of the backup is temporarily not able to access his data nor the backup data for certain period of time (for example, due to illness, temporary loss of memory, hospitalization or other unpredictable reason) or  permanently (for instance in case of death). 

Our goal is to allow the other 2nd parties which are related to the backup creator's data in different areas of his life (as for example family or work) to be able to access the predefined set of data in case that the backup creator is not able to do it on his/her own.

We are accomplishing this goal via the following mechanism: Backup creator is able to define individuals or groups of individuals who should be able to access selected backup(s) (already existing or a new one) if certain access condition(s) is/(are) satisfied. These groups may consist of individuals from different areas of the backup creator's life, which means that the corresponding partial identities might be linked together when the condition(s) is/(are) satisfied. In our prototype the backup creator is able to select the condition from the existing template and possibly customize it or create one on his/her own. Access conditions can be the combination of: 

1. Time-based access condition

2. Event-based access condition

3. Identity-only-based access condition (only identity is sufficient as an access condition which might also mean the real identity of 2nd party).

Practical examples of the idea of access conditions are represented by the following cases:

If the son of the backup creator reaches the age of 18 years and he proves his real identity, he is able to access father's diary from his teenage time in the digital form and credentials to the his new Facebook account and PayPal account which were created by father for his son.

In case that user's employer is not receiving any data from his employee for a predefined period of time and the user is even not reachable via phone, e-mail or Skype, his boss or members of the boss's staff can access his work-related backup data consisting of the files and materials the user was working on most recently.

In case of the user's death his family members can reveal the credentials of his bank account and PIN to his cellphone in order to be able to directly access his money. They can only do it if they have a digital certificate proving the death of backup creator signed by several trustworthy authorities and they cooperate.

In case of the unexpected illness, hospitalization or death the brother of the backup creator should be able to manage the online shop of backup creator.

In our schema we identified 3 types of the entities involved in the backup recovery, which are referred to as “backup reconstructors”.

1. Single participant or individual represented by his/her own identity in the particular area of life or real identity who is able to access the data in the backup if the predefined access condition(s) is/(are) satisfied.

2. Group of individuals represented by their own identities (or possibly with the common group identity) where each of the members is able to reconstruct the data from the backup if the condition is satisfied.

3. Group of participants who must to cooperate in order to be able to reconstruct the backup data if the specified condition(s) is/(are) satisfied.

Our first conceptual idea how this mechanism can be implemented is the following: 

For every backup, which is supposed to be recovered by one or more backup reconstructor, there is a chain of conditions, which needs to be satisfied. Each condition in this chain includes the randomized URL of the next condition in the chain and each is encrypted by the conditional key, which proves that the condition was satisfied. After decryption of the last condition in the chain the backup reconstructor receives symmetric key used for encryption of the backup and location of the backup itself and (URL in case of online storage environment or e-mail contact of the offline backup maintainer who should provide the backup to the requesting person for example after providing correct hash value learned from the last condition in the chain). Afterwards the backup reconstructor is able to download the backup and extract the content.

Notes:

The lack of this schema is strictly serialized order of the conditions. On the other hand this schema allows the backup creator to easily modify certain conditions (especially time-conditions) without the need to re-encrypt the backup with a new symmetric key (e.g., in case of time condition).

The group access of the backup reconstructors, which needs to cooperate in order to recover the backup, can be modulated by secret sharing schema which has non-trivial requirements on the communication among participating backup reconstructors.

We also see the possibility to include delegation functionality in our schema. We assume that the delegation issue could be solved easily by introducing role-based access control to our schema.

Another non-trivial task, which we are dealing with, is concerned with time-based access condition events. In case of certain set of time-based events we propose to sent  “heartbeat messages” within certain time-frames (via defined anonymization gateways in case of partial identities are involved and with support of randomness) and after not receiving predefined “heartbeat message” within several time-frames the time condition is considered to be satisfied.

Chapter  2

 3  Functional requirements on the user interface

Until now we identified the following functional requirements on our prototype, which must be reflected in the user interface.

 3.1  2.1 Backup creation process and its surroundings

As long as our prototype is primarily designed as a backup and synchronization tool the most important functional unit is the process responsible for creation of the backup. It allows the user to set the properties of the backup, to select files, which will be included in the backup, to move to the window where he can specify the level of privacy, error-freeness and availability to each of his files. It allows the user to specify in how many copies will the backup be stored and in what locations (belonging to what 2nd parties and possibly covering which areas of life). This process also allows the user to move to the other screen where he can manage currently integrated storage environments manage the imported profiles of the 2nd parties which somehow relate to the user of the application and to his data.

The user is able to make the backup accessible by the 2nd parties with the possibility to restrict the access with some condition when creating the backup or later on. In case that the backup is created as accessible by others with the conditional access restriction, the user must provide identities of the backup reconstructors, which should be able to recover the data and access condition under which they are allowed to start recovery. The user can choose from predefined templates of access conditions, customize them or create own access condition.

The user is also able to specify different access conditions for different backup reconstructors, who should be able to reconstruct the backup. On the other hand, the user is also able to create access condition, which is common for the whole group of reconstructor. He is able to specify if the members of the group should cooperate in order to reconstruct the backup or if any member of the group is able to reconstruct the backup on his own in a non-cooperative way. In case of group access (cooperative or non-cooperative), the user is also able to specify if the members of the group can know each other when they become backup reconstructors or in case that the condition is satisfied or should not know about the existence of other reconstrutors at all. 

 3.2   2.2 Anonymization process and its surroundings


Anonymization process is responsible for preventing requests from the application to be linkable. This functionality plays important role when partial identity of the user is switched as far as our application should not allow any potential observer to link partial identities of the user to single entity nor to link any two of them. This means that anonymization should help to keep different areas of life separate. This functionality can be provided by underlying anonymity network if different gateways were used for different partial identities and random delay were introduced between the last request coming from old gateway and first request coming from the new gateway. Anonymity is also used for backup uploads. 

As far as we would like to provide more comprehensive environment where the user is not only limited on the one particular application using anonymization feature we think that this could be achieved by the virtualization technology combined with anonymity network. In our prototype this would for instance allow user to create e-mail account for his partial identity anonymously but he would also be able to use anonymous instant messaging communication or VOIP without the need to have support from particular applications implementing particular functionality. This might also correspond to the life-long goal as far as this architecture should also support applications and technology which emerges in the future. 

 3.3  2.3 Partial identity process and its surroundings

We assume that the user has several partial identities, which are based on different areas of his life or different roles (for example, the user is working for company X and for company Y, the user is a member of a family, he is a player of computer games or others). Therefore, we provide identity management as an extended functionality, which the user can take advantage of, on demand.

The user is always able to switch between his partial identities if this functionality is explicitly enabled on his demand. After switching the context the responsible context module should assure that only the data related to the particular area of life is visualized on the screen and that the anonymity network uses new gateway. There is always possibility to return back to the overall view, which is not dependent on the particular area of life but rather allows the user to see all entities connected with all of his partial identities.

After activation of this functionality several non-trivial tasks has to be done. Firstly, partial identities of the user must be known. The analytical module needs to know which areas of life do the identified participating 2nd parties (providing the storage space or participating on the recovery) belong to. Additionally, the data of the user, which is stored in the backup must be bound with one of the existing partial identities of the user or at least it must be ensured that it covers at least one existing partial identity of the user.

When switching the context of particular partial identity to another one, it must be assured that the corresponding communication of those partial identities cannot be linked together. Therefore, there is a need to have support from anonymization functionality.

 3.4  2.4 Backup management process and its surroundings

The user should be able to manage his backups stored in different locations (possibly under different partial identities). He should be able to see on what devices in possession of what entities and in how many copies is the backup currently stored. Then what is the trust level of the storage media what is the accessibility of his backup and what is the risk that the storage media is faulty. He should also be able to visualize the list of backups in several ways (for example grouping the backups according partial identities of the user). The user should also be able to contact the storage providers of the backup after clicking on the particular backup and learning who is responsible for the storage environment where it is located.

 3.5  2.5 2nd party management process and its surroundings

On the other hand, the user should also be able to see the backups, which belong to 2nd parties and which are stored on personal devices possessed by him. “2nd party Management Process” provides him this functionality. He should be able to see the statistics of these backups (e.g., size, history), to see which identity owns the particular backup and contact this identity in case of some request (for example, informing the 2nd party that the hosting device will be offline for a certain period of time).

The user should be able to differentiate 2nd parties, which relate to his data (that means Backup reconstructors and Storage providers), and 2nd parties to which data he relates to (that means he is in the role of Storage provider or Backup reconstructor) (see figure 1).

This process should also enable him to import new identities, edit them, group them and edit created groups. A group can useful for mapping the same conditional access rule(s) to the group of several entities.

Figure 3: 2nd Party Management Process. This picture visualizes the functional elements revealed in the”2nd Party Management Process”. This process is responsible for user's management of the 2nd parties which are imported to the prototype.  

Chapter  3

 4  Interface interaction scenarios

Eugene Wade defined and created several backup containers in the cloud, which are dedicated to different companies and individuals, which he is working for. As far as he is using an external environment, the backup container is encrypted by default. The fact that he works for several entities leads to the establishment of different partial identities of him. He uploaded backups related to the particular work data for particular company to corresponding backup containers in a privacy enhanced manner which respects different areas of his life (as the effect of work for different companies in separated way). The backups were created as “Accessible by others” with “Conditionally accessible” attribute. Eugene decides to enable boss of each company to be able to recover Eugene’s backup data in case that Eugene is not reachable due to some unexpected reason.

 4.1  3.1 Creation of backup accessible by time-based condition

 4.1.1  3.1.1 Selection of partial identities

Eugene Wade opens the application and clicks on the icon “Create new backup”. As far as it is the first time when he uses the application, it asks him if he would like to use the application in the “identity-aware mode respecting different areas of life” or as the “simple backup and synchronization application”. As far as he is interested in the identity-aware functionality, he chooses the first choice. After that, the application allows him to “import existing partial identities from an external system” or “define new partial identity”. If it is the first time he even uses the privacy-enhanced application with identity-aware functionality built-in, he chooses to define partial identities on his own. He works currently for 3 companies. Therefore, he defines 3 partial identities and gives them the following names: 

· “Web Designer for Company Name1”

· “Penetration Tester for Company Name2”

· “Information Dealer for Subject Name3”

Additionally, he creates a new e-mail address and digital certificate for each of the resulting partial identity, which represents different area of his life. 

 4.1.2  3.1.2 Selection of storage environment

When the definition of initial areas of life is finished he decides to proceed with selecting the “Backup storage”. Since he does not have any existing backup container neither on his local device nor on any remote device yet, he decides to “Create new storage environment”.  The application asks him where the backup container should be located and gives him several possibilities.

One possibility is: “Create new cloud-based storage environment”. Our prototype supports the creation of the main cloud-based storage providers. But, it is also possible to import an existing one by using “Import new cloud-based storage environment” function. 

Eugene decides to create 3 supported storage environments by using “Create new cloud-based storage environment” function. He is provided the list of supported storage providers and the conditions under which they provide their services. Eugene chooses 3 different providers, accepts their conditions, and starts the process of cloud-based storage environment creation. During the creation process, an anonymity network is used, which supports unlinkability while creating cloud-based storage accounts. As a result, after finishing this operation, 3 different storage environments are integrated in the application in an unlinkable way, which are ready to store the backup data.

Note:

Storage environments of the 2nd parties are considered to be automatically listed as “Untrusted storage environment of 2nd party” at first. They get started to be monitored. Based on the results of the monitoring, the user can decide to list them as trusted with respect to privacy, availability, or error-freeness.

 4.1.3  3.1.3 Selection of files

In the next step, Eugene imports files, which are considered to be included in the backup. In general, identity-aware data may already have some meta-information, which says what areas of life and how much are covered by the particular file. Additionally, the data might already have some metric, which answers the following questions: 

1. What is the requirement of the particular file on the level of privacy of the particular storage environment (see 1.3)?

2. What is the requirement of the particular file on the level of availability of the particular storage environment?

3. What is the requirement of the particular file on the level of error-freeness of the particular storage environment resulting from the importance of the file?

As long as the data is imported to the identity-aware application for the first time, these values are set up to the highest possible levels and the data implicitly cover the area of life under which partial identity it is imported to the application. As a result of this step, each partial identity has some files assigned. These files cover the partial identity under which they arise and have the highest possible requirement on privacy, availability, and error-freeness.

 4.1.4  3.1.4 Creation of backup container 

Since Eugene has a storage environment for his data and the data itself already available and since he knows how much capacity is needed for backing up the data, he can proceed with the creation of the backup container. When he tries to upload the data container to the selected storage environment, he is warned about the conflicting situation and promoted a solution. In order to avoid conflicting situations, he needs to firstly lower down the privacy requirement of the files as far as all new files are initially set up with the privacy requirement set to “Very private” and the storage environment is initially listed as “Untrusted storage environment”. Therefore, he selects all the data, which is listed under his partial identity and changes the “Very private” attribute to “Private within area of life”. A similar situation holds for his storage environments. He selects all of the 3 currently listed storage environments and changes the “Untrusted storage environment of the 2nd party” parameter to “Trusted storage environment of the 2nd party”. The application provides the warning message requiring confirmation of the user that this is really expected. Subsequently he is allowed to store the backup container on the location of the storage provider.  

 4.1.5  3.1.5 Selection of reconstructors

When creating the container (or later on) he is able to set the conditional access to the particular data backup container in order to make it accessible to other parties in case of some unexpected situation. In the menu of the backup container he is able to activate this functionality and selects those users who should be able to recover the backup data in case that a predefined condition is satisfied. Eugene clicks on this functionality in the menu, which allows him to manage the selected backup container. After clicking on the “make conditionally accessible” option, a condition creation window opens, which allows him to enable conditional access for the selected backup container. In this window, all entities, which are currently imported in the application, are listed. As far as also entities, which are not within the same area of life as the content of the data, should be able to recover the data, all entities in the system are listed (not only those related to the currently active area of life). 

Currently, Eugene has no 2nd party entities imported yet. For this purpose, there is a function in the conditional access settings, which allows him to import them. Import means that Eugene is able to import their public certificates (via anonymity network), connect them with particular areas of life and add some additional information like, for instance, the e-mail address of the imported identity.

When some identities are imported in the application and bound with particular areas of life, Eugene is able to select them as backup reconstructors, which should be able to recover a particular backup container in case that the predefined condition is satisfied. The identities and backup containers, which belong to the same area of life, are depicted in the same colour. Therefore, Eugene is easily able to assign proper reconstructors to the selected backup containers covering the same area of life. As far as Eugene wants these areas of life to keep separated, even if the access condition is satisfied, he adds only one entity depicted in the same colour as the colour of the currently selected backup container as a reconstructor.

 4.1.6  3.1.6 Definition of the access condition

After the connection with the selected backup and corresponding reconstructor is done, Eugene can specify the condition under which that backup container can be recovered. In this case, he selects the long-term non-availability as the only access condition. He specifies that the critical threshold level, which makes the access condition valid and which triggers the recovery process for the corresponding backup reconstructors is 3 days. He also specifies that the availability is tested by heartbeat messages and e-mail responses. This means that the conditional access is allowed to the reconstructor when he does not receive the heartbeat message within 3 days and after trying to contact the backup creator he does not receive answer.

When the process of creation of the access condition is finished for each of the backup container, the message that the boss of the particular company became a backup reconstructor is sent to him via anonymity network by using corresponding partial identity. Eugene then waits for the confirmation that the role of access reconstruction was accepted and the code implementing the heartbeat functionality was plugged to the backup reconstructor's client application. After Eugene receives a confirmation from the boss to the e-mail of his partial identity, the corresponding recovery meta-information chain, which is necessary for the recovery process, is distributed to the network in redundant copies.

 4.2  3.2 Recovery of the backup accessible by a time-based condition

After the boss of the company did not receive a heartbeat message for more than 3 days he is wondering that something wrong might happen. The application warns him in his system that something might be wrong with one of his employee as far as the heartbeat message was not received within the specified time. He needs to immediately delegate the work, which was performed by Eugene to someone else. Therefore, after even not receiving responses on the e-mails, the recovery mechanism activates the recovery process, which allows the boss to reconstruct the backup data. 

The boss is informed that the application identified that the recovery condition was satisfied and he is able to recover the backup of Eugene. The application asks if he wishes to proceed with the recovery process or to ask later. After he agrees on the recovery the only operation, which he needs to perform, is to prove his identity by his private key. After that, the conditional access to the backup is allowed and the boss is able to download and decrypt the backup container of Eugene, which contains the last update of his work he was working on. The boss is able to list those files and export them to an external encrypted container, which is related to his work-related partial identity.

 4.3  3.3 Creation of the backup accessible by event-based condition

Hannes Obermaier opens the backup and synchronization tool. As far as he already used it before in the partial identity-aware mode, he has three partial identities already recognized. These partial identities are resulting from 3 areas of his life, which he wants to keep separated. There are namely the following partial identities:

· Member of the family;

· Player of computer games;

· Salesman in a big electronic company.

After experiencing a death in his family, he would like to take precautions so that his family does not experience more complications resulting from his death. He decides to use the backup and synchronization application to solve this issue.

 4.3.1  3.3.1 Description of the environment

The application firstly starts under “overall identity” so that he is able to see all identities of 2nd parties, which are connected with all of his partial identities. The application starts with the summary screen. He is able to see the information regarding the number of his existing backups, the number of files, which are included in those backups, as well as the amount of data, which is contained in those backups. Additionally, he is also able to see the statistics regarding the data of the 2nd parties to which he provides a storage environment on his personal devices. As far as he uses his wireless access-point for hosting the analytical agent, which is always online, this statistical information is based on very accurate information monitoring remote 2nd parties, taking the input from social network systems and monitoring local environment as well. 

In the workspace of the main screen, there are 3 pictures of a body contour depicted in 3 different colours representing 3 different areas of life of Hannes. A single string is under each of these pictures, which describes the role (that means namely “Member of the family”, “Player of computer games” and “Salesman in a big electronic company”).

After clicking on the icon visualizing his partial identity titled as “Member of the family”, the application filters out the information, which is not relevant to this partial identity, and every action, which is now performed, is related to the currently active partial identity.

 4.3.2  3.3.2 Creation of the new backup

He clicks on the icon labelled as “Create new backup”. On the first screen, the application asks him, what kind of backup he wants to create. The application gives him two possibilities: “Private only” or “Accessible by the others”. Hannes chooses the second possibility as far as he wants to make the backup accessible by other entities. Under the “Accessible by the others” label, there is an option, which allows him to make the backup “Conditionally accessible”. After doing so, the application asks him to select the condition under which the backup should be available. 

There are 4 possibilities available:

1. Time-based access condition

2. Event-based access condition

3. Identity-only-based

4. Custom access condition

He clicks on the second option, which roles out the menu with event-based time conditions supported by the application. One of the selections listed in this menu is called “Accessible in case of my death”. Hannes chooses this option and proceeds with the creation of the backup on the next tab. 

 4.3.3  3.3.3 Selection of files

In the second step, Hannes is supposed to select files for his backup. The application asks him what kind of data should be included in the backup. The application provides him two possibilities: On the one hand, he can use the data, which has already been integrated in the application and which has the identity meta-information added, as well as the information regarding the trust requirements of Hannes on the environment (this are namely privacy, error-freeness, and availability). Some of the data, which he would like to be delivered to his family in case of his death, is already listed in the application but he would like to add some new family pictures. Therefore, he imports them to the backup and recovery tool. After doing so, these files are automatically covering his partial identity called “Member of the family”.

He selects all of the family pictures and sets less restrictive requirements on them as far as they have implicitly the highest requirement on the privacy, availability, and error-freeness of the storage environment. In addition to the family pictures, Hannes also creates a simple text file where he lists the password to his Facebook account, MySpace account and the last message, which he would like to spread to the world via these accounts after his death. He also creates a special file for his sister where he lists the password to his virtual WebStore and the message for her how to manage it. For his wife, he creates the file where he lists the credentials to his bank account and pin from his mobile phone so that her wife is able to withdraw money from his account in case of his death. These files include very sensitive information. Therefore, Hannes decides to leave the privacy requirement on the highest level as well as the requirement on the error-freeness. In case of the requirement on the availability, he lowers down it to a minimum as he does not need to have access to this data (which might not be the case, for instance, if he would like to update the file very often or use it for synchronization). After he is finished with the selection of the data, he proceeds with selection of the backup reconstructors on the next tab.

 4.3.4  3.3.4 Selection of reconstructors

In the next step, Hannes is requested to specify reconstructors of the backup, which means the group of 2nd parties who are allowed to recover his backup data in case that condition is satisfied. Backup reconstructors do not have to be necessarily members of one single area of life as far as Hannes might wish to link some partial identities when the condition is satisfied. After visualizing the list of all entities imported in the backup and recovery tool of Hannes, he can see the list of all 2nd parties connected with some of his partial identity. In order to focus on the members connected to the currently active partial identity of him, there is a small button labelled “show related to my active partial identity”. After clicking on this button, the button becomes ticked and all imported identities of 2nd parties, which do not belong to the currently active area of life (they are not connected with that particular partial identity), are visually filtered out from the screen. 

After that, Hannes is able to see only a limited set of identities and he is able to easily manage them. He chooses the identity of his sister, then the identity of his wife and identities of his daughter and his son as the candidates for reconstruction of this backup. Now, he realizes that even if the files are bound with one area of his life, he does not want to make all of those files accessible by all of the listed identities. Fortunately, there is an option “Specify advanced access condition” Therefore, he enables the advanced access condition definition mode on this tab, which activates the graphical interface window.

 4.3.5  3.3.5 Creation of advanced access condition

In this window all previously selected entities are visualized on the left side whereas selected files are on the right site. It is possible to group files to a folder. Hannes decides to group the photos to one folder which he calls “family pictures” since this is the common data, which he does not wish to split. As a result, there are 4 components in data part of the screen and 4 entities listed in the identity part of the screen. Hannes connects every data component with every member of the identity group in case that this entity should be able to recover the data from his backup it. In case of reconstruction, which does not depend on any other condition, he uses a solid line for linking the files with identities. In case of some further requirement on the condition, which needs to be satisfied, he uses a dashed line and specifies the condition as the attribute of the line. Hannes uses this functionality when he connects his pictures with his son and daughter as he wishes to allow them to access those images only if they already reached the age of 18. He is able to specify this condition after clicking on the dashed line between the family pictures and his daughter and family pictures and his son. When finished, the application has enough information to process all of the requirements and compute the best solution with respect to the current resources. 

 4.3.6  3.3.6 Distribution of the backup and backup shares

After analyzing the input data, the application provides him the best-identified solution. When he accepts this solution, the application creates the corresponding backup containers and starts to upload them to identified storage environments. After finishing the upload of all storage containers to the corresponding storage environments, the application deploys the crypto-material, which allows the backup reconstructors to recover the particular backup in case that the access condition is satisfied. This key material creates a chain, which is encrypted and distributed in a random way (we are considering the possibility to use the concept of distributed hash table [WPP09]). The initial element of this chain is called a backup share. The backup share is sent to the user encrypted by his private key within the initial request. The user becomes a backup reconstructor of some backup by importing the backup share to his local application.  
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Abstract


In this heartbeat, we describe the conceptual specification of our proposed prototype. Our prototype is inspired by the existing backup and synchronization tools, which are currently available. In our approach, we enhance this functionality in such a way that our prototype deals with privacy issues concerned with different areas of life spanning the lifetime of a human being. We primarily focus on the unpredictable situations in a human’s life when the protection of data against several risk factors can lead to the temporary or permanent unreachability of the protected data for the entities, which relate to this data. The heartbeat consists of 3 chapters. 


	In the first chapter, we describe the concept and main ideas of our prototype. In this chapter we explain where we see the most valuable contribution of our prototype with respect to the public usability and with respect to the objectives of PrimeLife. We also describe key functionality of our prototype with respect to lifelong aspects, privacy, and identity management.


	In the second chapter, we are trying to give a conceptual description of the identified processes responsible for the functionality of our prototype, which must be reflected in the user interface.


	In the third chapter, we demonstrate our prototype on the real-life situations. We are especially focusing on the user's interaction with the interface and the corresponding reaction of the interface.














� EMBED Microsoft Visio-Zeichnung ���Figure � SEQ "Figure" \*Arabic �2�: Ability to manage one’s private sphere during an individual’s lifetime (example of a fictitious case)





�Figure � SEQ "Figure" \*Arabic �1�: Increasing disclosure of personal data during an individual’s lifetime
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