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General:

• have voted

• can participate → is available

This slide:
• �rst explain the term �Privacy-Enhanced Event

Scheduling�
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• Meeting, TelCo

• MS exchange, Outlook, Thunderbird, doodle

• common in all solutions: publish availability

pattern

• next: de�ne �Privacy-Enhanced Event

Scheduling�

• 2 different privacy problems occur
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Privacy Problems
Direct Inference

Will my husband vote for

the date of our wedding

anniversary?
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• business dinner

• john's wife asks herself
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• business dinner

• john's wife asks herself
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Privacy Problems
Indirect Inference

The availability pattern of user bunny23 looks

suspiciously like the one of my employee John Doe!
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• matching 2 information sources

• next: TOC!
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• matching 2 information sources

• discussing the paper at lunch

• wife of my colleague:

• boss unavailable, MS Exchange, appointment

same size

• next: TOC!

1 2 3
4 5 6
7 8 9
10 11 12
13 14 15
16 17 18
19 20 21
22 23

Table of Contents

Problem Statement

Scheme

Extensions

Evaluation

Conclusion and Outlook

GFDL Hajotthu
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• already de�ned the term

• next: requirements + distinguish from E-Voting

• present basic scheme

• extend → make more practical

• evaluate requirements
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Requirements

• Untrusted Server

• Privacy

• Veri�ability

• Low Communication

Complexity

• Low Computational

Complexity
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• no trusted entity
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• no availability pattern vs. see, that vote

counted
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• few messages: necessary for usability

• similar to E-Voting (next: comparison)
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E-Voting vs. Event Scheduling
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• nicht dates sagen → time slots

• 40 · 4 · 2 = 320
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• no worry, its not so complicated

• recall superposed sending!
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7 8 9
10 11 12
13 14 15
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22 23

Superposed Sending

Alice Bob

Carol

ka,b

k
a,c k b,

c

ma

+ ka,b

+ ka,c mb

− ka,b

+ kb,c

mc − ka,c − kb,c

ma

+ ka,b + ka,c

+mb

− ka,b + kb,c

+mc

− ka,c − kb,c

D. Chaum, �The dining cryptographers problem: Unconditional sender and recipient untraceability,� Journal of
Cryptology, vol. 1, no. 1, pp. 65�75, Jan. 1988
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Trying to Cheat

Alice Bob Carol Server

T, PT, PT, P E-mail

noti�cation

T . . . time slots

P . . . voters

~ka,c ~kc,a

~ka,b ~kb,a

~kb,c ~kc,b

key

exchange
~ki,j . . . key vector

~da
~db

~dc
~d . . . encrypted votes

~da,~db~da,~dc~db,~dc E-mail

noti�cation

~da

~da = (da,t1 , da,t2 , . . . , da,t|T | )

da,t = va,t + ka,b,t + ka,c,t

va,t = −1?

Alice 0 1 0 0 0 0

Bob 1 0 1 1 0 0

Carol 1 1 1 1 0 1
P

2 2 2 2 0 1

Choose �rst which equals |P|
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Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

Problem Statement
Event Scheduling
Direct Inference
Indirect Inference
Requirements
E-Voting vs. Event Scheduling

Scheme
Superposed Sending
Poll Initialization
Casting of Votes
Result Publication
Trying to Cheat
Result Veri�cation

Extensions
Simplifying the Key Exchange
Omitting the Key Signatures
Additional Extensions

Evaluation
Evaluation

Conclusion and Outlook
Conclusion and Outlook



Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

1 2 3
4 5 6
7 8 9
10 11 12
13 14 15
16 17 18
19 20 21
22 23

Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

Problem Statement
Event Scheduling
Direct Inference
Indirect Inference
Requirements
E-Voting vs. Event Scheduling

Scheme
Superposed Sending
Poll Initialization
Casting of Votes
Result Publication
Trying to Cheat
Result Veri�cation

Extensions
Simplifying the Key Exchange
Omitting the Key Signatures
Additional Extensions

Evaluation
Evaluation

Conclusion and Outlook
Conclusion and Outlook



Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

• Entlarven: unmask

1 2 3
4 5 6
7 8 9
10 11 12
13 14 15
16 17 18
19 20 21
22 23

Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

Problem Statement
Event Scheduling
Direct Inference
Indirect Inference
Requirements
E-Voting vs. Event Scheduling

Scheme
Superposed Sending
Poll Initialization
Casting of Votes
Result Publication
Trying to Cheat
Result Veri�cation

Extensions
Simplifying the Key Exchange
Omitting the Key Signatures
Additional Extensions

Evaluation
Evaluation

Conclusion and Outlook
Conclusion and Outlook



Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

• Entlarven: unmask

1 2 3
4 5 6
7 8 9
10 11 12
13 14 15
16 17 18
19 20 21
22 23

Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

Problem Statement
Event Scheduling
Direct Inference
Indirect Inference
Requirements
E-Voting vs. Event Scheduling

Scheme
Superposed Sending
Poll Initialization
Casting of Votes
Result Publication
Trying to Cheat
Result Veri�cation

Extensions
Simplifying the Key Exchange
Omitting the Key Signatures
Additional Extensions

Evaluation
Evaluation

Conclusion and Outlook
Conclusion and Outlook



Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

Result Veri�cation

Have I voted for the winning time slot t?

no problem

yes

ask for keys of t

no

• decrypt everybody's votes (vi,t )

• all honest participants voted 1

• key signatures prevent cheating with disclosed keys

Benjamin Kellermann Privacy-Enhanced Event Scheduling slide 14 of 23

• Entlarven: unmask

1 2 3
4 5 6
7 8 9
10 11 12
13 14 15
16 17 18
19 20 21
22 23

Extensions

Problem Statement

Scheme

Extensions

Evaluation

Conclusion and Outlook

n-lange.de
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Simplifying the Key Exchange

Alice Bob Carol Server

T, PT, PT, P E-mail

noti�cation

T . . . time slots

P . . . voters

~ka,c ~kc,a

~ka,b ~kb,a

~kb,c ~kc,b

key

exchange
~ki,j . . . key vector

~da
~db

~dc
~d . . . encrypted votes

~da,~db~da,~dc~db,~dc E-mail

noti�cation
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Simplifying the Key Exchange

Dif�e�Hellman

Alice Bob

Carol

key exchange

~ka,b

~k
a,c ~k b,

c

Server

gka gkb

gkc

gkb , gkc gka , gkc

gka , gkb

gka·kb , gka·kc gkb·ka , gkb·kc

gkc ·ka , gkc ·kb

gka·kb gkb·ka
~ka,b

W. Dif�e and M. E. Hellman, �New Directions in Cryptography,� IEEE Transactions on Information Theory, vol.
IT-22, no. 6, pp. 644�654, 1976.
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Additional Extensions
Dynamic Joining

/Leaving

see paper for detailed information
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server

no expensive computation needed

client

1 discrete exponentiation (DH)

|P| − 1 discrete exponentiations

1 digital signature

|T | · (|P| − 1) hashes

|T | · (|P| − 1) symmetric decryptions
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