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Abstract

Based on the nomenclature of the early papers in the field privacy by data minimization, we
develop a terminology which is both expressive and precise. More particularly, we define
anonymity, unlinkability, linkability, undetectability, unobservability, pseudonymity (pseudonyms
and digital pseudonyms, and their attributes), identifiability, identity, partial identity, digital identity
and identity management. In addition, we describe the relationships between these terms, give a
rationale why we define them as we do, and sketch the main mechanisms to provide for the
properties defined.
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1 Introduction

Early papers from the 1980ies about privacy1 by data minimization® already deal with anonymity3,
unlinkability4, unobservability, and pseudonymity and introduce these terms within the respective
context of proposed measures. We show relationships between these terms and thereby develop
a consistent terminology. Then we contrast these definitions with newer approaches, e.g., from
ISO IS 15408. Finally, we extend this terminology to identity (as a negation of anonymity and
unlinkability) and identity management. ldentity management is a much younger and much less
defined field — so a really consolidated terminology for this field does not exist. But nevertheless,
after development and broad discussion since 2004, we believe this terminology to be the most
consolidated one in this rapidly emerging field.

We hope that the adoption of this terminology might help to achieve better progress in the field by
avoiding that each researcher invents a language of his/her own from scratch. Of course, each
paper will need additional vocabulary, which might be added consistently to the terms defined
here.

This document is organized as follows: First the setting used is described. Then definitions of
anonymity, unlinkability, linkability, undetectability, and unobservability are given and the
relationships between the respective terms are outlined. Afterwards, known mechanisms to
achieve anonymity, undetectability and unobservability are listed. The next sections deal with
pseudonymity, i.e., pseudonyms, their properties, and the corresponding mechanisms.
Thereafter, this is applied to privacy-enhancing identity management. To give an overview of the
main terms defined and their negations, a corresponding table follows. Finally, concluding
remarks are given. In appendices, we (A1) depict the relationships between some terms used
and (A2 and A3) briefly discuss the relationship between our approach (to defining anonymity and
identifiability) and other approaches. To make the document readable to as large an audience as
possible, we did put information which can be skipped in a first reading or which is only useful to
part of our readership, e.g., those knowing information theory, in footnotes.

2 Setting

We develop this terminology in the usual setting that senders send messages to recipients using
a communication network, i.e., stations® send and receive messages using communication lines®.

! “Privacy is the claim of individuals, groups, or institutions to determine for themselves when,

how, and to what extent information about them is communicated to others. Viewed in terms of
the relation of the individual to social participation, privacy is the voluntary and temporary
withdrawal of a person from the general society through physical or psychological means, either
in a state of solitude or small-group intimacy or, when among larger groups, in a condition of
anonymity or reserve.” [West67 p. 7]

2 Data minimization means that first of all, the possibility to collect personal data about others
should be minimized. Next within the remaining possibilities, collecting personal data should be
minimized. Finally, the time how long collected personal data is stored should be minimized.

% If we exclude providing misinformation (inaccurate or erroneous information, provided usually
without conscious effort at misleading, deceiving, or persuading one way or another [Wils93]) or
disinformation (deliberately false or distorted information given out in order to mislead or deceive
[Wils93]), data minimization is the only generic strategy to enable anonymity, since all correct
personal data help to identify.

* If we exclude providing misinformation or disinformation, data minimization is the only generic
strategy to enable unlinkability, since all correct personal data provide some linkability.

®*To keep the setting as simple as possible, usually, we do not distinguish between human
senders and the stations which are used to send messages. Putting it the other way round,
usually, we assume that each station is controlled by exactly one human being, its owner. If a
differentiation between human communication and computer communication is necessary or if



For other settings, e.g., users querying a database, customers shopping in an e-commerce shop,
the same terminology can be derived by abstracting away the special names “sender”, “recipient”,
and “message”. But for ease of explanation, we use the specific setting here, cf. Fig. 1. Only if
what we have to say is valid in a broader context without requiring further explanations, we speak
more generally about acting entities called actors (such as senders) and entities acted upon

called actees (such as recipients).”

Irrespective whether we speak of senders and recipients or whether we generalize to actors and
actees, we regard a subject as a possibly acting entity such as, e.g., a human being (i.e., a
natural person), a legal person, or a computer. An organization not acting as a legal person we
neither see as a single subject nor as a single entity, but as (possibly structured) sets of subjects
or ergtities. Otherwise, the distinction between “subjects” and “sets of subjects” would completely
blur.

If we make our setting more concrete, we may call it a system. For our purposes, a system has
the following relevant properties:
1. The system has a surrounding, i.e., parts of the world are “outside” the system. Together,
the system and its surrounding form the universe.
2. The state of the system may change by actions within the system.

senders recipients
communication network

(I
i O O
Oo—>» - L messages N ©
L]

]

Fig. 1: Setting

All statements are made from the perspective® of an attacker'®"’

monitoring what communication is occurring, what patterns of communication exist, or even in

who may be interested in

the assumption that each station is controlled by exactly one human being is wrong, the setting
has to be more complex. We then use sender and recipient for human beings and message for
their communication. For computers and their communications, we use stations sending bit
strings. If we have to look even deeper than bits which are “abstractions” of physical signals, we
call the representation of bit strings signals.
® Communication “lines” are not necessarily wires or optical fibers, but may be just free space in
case of radio networks.
” Note that these terms intended to generalize the setting are by no means fixed yet. In a
communication it is easy to define the counterparts sender and recipient(s), and so are actors
and actees counterparts. An actee could be a subject or object addressed by an actor.
8 Having a clear distinction between subjects and sets of subjects is very useful to sensibly define
group pseudonyms in Section 9.

The perspective describes the set of all possible observations. In the following, a property holds
“from an attacker’s perspective” iff it holds for all possible observations of that perspective.
1% “Attacker” is the historical name of the set of entities working against some protection goal like
anonymity. To underline that conflicts of interests are commonplace, “adversary” is used as a
synonym for “attacker” in part of the more recent literature on security. In this text, we stay as
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manlpulatmg the communication. The attacker may be an outsider'? tapping communication lines
or an insider'® able to participate in normal communications and controlling at least some
stations, cf. Fig. 2. We assume that the attacker uses all information available to him to infer
(probabilities of) his items of interest (10ls), e.g., who did send or receive which messages.
Related to the IOIs are attributes (and their values) because they may be items of interest
themselves or their observation may give information on IOls: An attribute is a quality or
characteristic of an entity or an action. Some attributes may take several values. Then it makes
sense to make a distinction between more abstract attributes and more concrete attribute values.
Mainly we are interested in attributes of subjects. Examples for attributes in this setting are
“sending a message” or “receiving a message”.

senders recipients
communication network

(I

(I (I
Oo—>» - L messages N
= (I

attacker
(his domain depicted in red is an example only)

Fig. 2. Example of an attacker's domain within the setting

Throughout the Sections 3 to 12 we assume that the attacker is not able to get information on the
sender or recipient from the message content." Therefore, we do not mention the message
content in these sections. For most applications |t |s unreasonable to assume that the attacker
forgets something. Thus, normally the knowledge of the attacker only increases.

close to the terminology of the early papers in the field. Therefore, we will use the term “attacker”,
but without any ethical or legal connotation, i.e., what the attacker does may be highly ethical
and/or completely legal.

" The attacker’s perspective depends on the information the attacker has available. If we assume
some limits on how much processing the attacker might be able to do, the information available to
the attacker will not only depend on the attacker’s perspective, but on the attacker’s processing
gabilities), too.

% An outsider is a non-empty set of entities being part of the surrounding of the system
conS|dered

An insider is a non-empty set of entities being part of the system considered.

* Of course, encryption of messages provides protection of the content against attackers
observing the communication lines and end-to-end encryption even provides protection of the
content against all stations passed, e.g., for the purpose of forwarding and/or routing. But
message content can neither be hidden from the sender nor from the recipient(s) of the message.

® As usual in the field of security and privacy, “knowledge” can be described by probabilities of
I0ls. More knowledge then means more accurate probabilities, i.e., the probabilities the attacker
assumes to be true are closer to the “true” probabilities.



3 Anonymity

To enable anonymity of a subject, there always has to be an appropriate set of subjects with
potentially the same attributes'®. This leads to a first kind of a definition:

Anonymity of a subject means that the subject is not identifiable'” within a set of
subjects, the anonymity set."®

The anonymity set is the set of all possible subjects19. With respect to actors, the anonymity set
consists of the subjects who might cause an action. With respect to actees, the anonymity set
consists of the subjects who might be acted upon. Therefore, a sender may be anonymous
(sender anonymity) only within a set of potential senders, his/her sender anonymity set, which
itself may be a subset of all subjects worldwide who may send a message from time to time. The
same for the recipient means that a recipient may be anonymous (recipient anonymity) only
within a set of potential recipients, his/her recipient anonymity set, cf. Fig. 3. Both anonymity sets
may be disjoint, be the same, or they may overlap. The anonymity sets may vary over time.

Anonymity of a set of subjects within an (potentially larger) anonymity set means that all these
individual subjects are not identifiable within this anonymity set. !

'® Since sending and receiving of particular messages are special cases of "attributes" of senders
and recipients, this is slightly more general than the setting in Section 2. This generality is very
fortunate to stay close to the everyday meaning of "anonymity" which is not only used w.r.t.
subjects active in a particular context, e.g., senders and recipients of messages, but w.r.t.
subjects passive in a particular context as well, e.g., subjects the records within a database relate
to.
" “not identifiable within the anonymity set” means that only using the information the attacker
has at his discretion, the subject is “not uniquely characterized within the anonymity set”. In more
precise language, only using the information the attacker has at his discretion, the subject is “not
distinguishable from the other subjects within the anonymity set”.

'® From [ISO99]: “[Anonymity] ensures that a user may use a resource or service without
disclosing the user’s identity. The requirements for anonymity provide protection of the user
identity. Anonymity is not intended to protect the subject identity. [...] Anonymity requires that
other users or subjects are unable to determine the identity of a user bound to a subject or
operation.” Compared with this explanation, our definition is more general as it is not restricted to
identifying users, but any subjects.

e, the “usual suspects” :-) The set of possible subjects depends on the knowledge of the
attacker. Thus, anonymity is relative with respect to the attacker.

% Since we assume that the attacker does not forget anything he knows, the anonymity set
cannot increase w.r.t. a particular IOI. Especially subjects joining the system in a later stage, do
not belong to the anonymity set from the point of view of an attacker observing the system in an
earlier stage. (Please note that if the attacker cannot decide whether the joining subjects were
present earlier, the anonymity set does not increase either: It just stays the same.) Due to
linkability, cf. below, the anonymity set normally can only decrease.

2! this definition, “set of subjects” is just taken to describe that the anonymity property holds for
all elements of the set. Another possible definition would be to consider the anonymity property
for the set as a whole. Then a semantically quite different definition could read: Anonymity of a
set S of subjects within a larger anonymity set A means that it is not distinguishable whether the
subject whose anonymity is at stake (and which clearly is within A) is within S or not.
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senders recipients
communication network

O\ >0
O—>» - messages
O >0

]

Fig. 3: Anonymity sets within the setting

The definition given above for anonymity basically defines anonymity as a binary property: Either
a subject is anonymous or not. To reflect the possibility to quantify anonymity in our definition and
to underline that all statements are made from the perspective of an attacker (cf. Fig. 4), it is
appropriate to work with a slightly more complicated definition in the following:

Anonymity of a subject from an attacker’s perspective means that the attacker cannot
sufficiently identify the subject within a set of subjects, the anonymity set.

In this revised definition, “sufficiently” underlines both that there is a possibility to quantify
anonymity and that for some applications, there might be a need to define a threshold where
anonymity begins.

If we do not focus on the anonymity of one individual subject, called individual anonymityzz, but on
the anonymity provided by a system to all of its users together, called global anonymity, we can
state: All other things being equal, global anonymity is the stronger, the larger the respective
anonymity set is and the more evenly distributed the sending or receiving, respectively, of the
subjects within that set is.>** For a fixed anonymity set, global anonymity is maximal iff all
subjects within the anonymity set are equally likely. Since subjectsZS may behave quite distinct
from each other (and trying to persuade them to behave more equally may both fail and be not
compatible with basic human rights), achieving maximal anonymity or even something close to it

2 Gergely Toth, Zoltdn Hornak and Ferenc Vajda were the first to draw attention to measuring
this important property which they called “local anonymity” [ToHV04]. We decided not to use their
term, since firstly, this property has little to do with location, and secondly, the term “local
anonymity” has been defined in 1999 to mean anonymity within a LAN, cf. [Mart99].

B The entropy of a message source as defined by Claude E. Shannon [Shan48] might be an
appropriate measure to quantify global anonymity — just take who is the sender/recipient as the
“message” in Shannon’s definition. For readers interested in formalizing what we informally say:
“No change of probabilities” means “no change of knowledge” and vice versa. “No change of
probabilities” (or what is equivalent: “no change of knowledge”) implies “no change of entropy”,
whereas “no change of entropy” neither implies “no change of probabilities” nor “no change of
knowledge”. In an easy to remember notation: No change of probabilities = no change of
knowledge = no change of entropy.

** The definition of anonymity is an analog to the definition of “perfect secrecy” by Claude E.
Shannon [Shan49], whose definition takes into account that no security mechanism whatsoever
can take away knowledge from the attacker which he already has.

%> Who are — hopefully — in the same anonymity set.
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usually is impossible. Strong or even maximal global anonymity does not imply strong anonymity
or even maximal anonymity of each particular subjectze: Even if global anonymity is strong, one
(or a few) individual subjects might be quite likely, so their anonymity is weak. W.r.t. these “likely
suspects”, nothing is changed if the anonymity set is made larger and sending and receiving of
the other subjects are, e.g., distributed evenly. That way, arbitrarily strong global anonymity can
be achieved without doing anything for the “likely suspects” [CISc06]. So there is need to define
anonymity measures not only for the system as a whole, but for individual subjects (individual
anonymity) or small sets of subjects.

senders recipients
communication network

-
messages

H oo

attacker

Fig. 4: Anonymity sets w.r.t. attacker within the setting

From the above discussion follows that anonymity in general as well as the anonymity of each
particular subject is a concept which is very much context dependent (on, e.g., subjects
population, attributes, time frame, etc). In order to quantify anonymity within concrete situations,
one would have to describe the system in sufficient detail, which is practically not (always)
possible for large open systems (but maybe for some small data bases for instance). Besides the
quantity of anonymity provided within a particular setting, there is another aspect of anonymity: its
robustness. Robustness of anonymity characterizes how stable the quantity of anonymity is
against changes in the particular setting, e.g., a stronger attacker or different probability
distributions. We might use quality of anonymity as a term comprising both quantity and
robustness of anonymity. To keep this text as simple as possible, we will mainly discuss the
quantity of anonymity in the following, using the wording “strength of anonymity”.

The above definitions of anonymity and the mentioned measures of quantifying anonymity are
fine to characterize the status of a subject in a world as is. If we want to describe changes to the
anonymity of a subject if the world is changed somewhat, e.g., the subject uses the
communication network differently or uses a modified communication network, we need another
definition of anonymity capturing the delta. The simplest way to express this delta is by the
observations of “the” attacker.

An anonymity delta (regarding a subject's anonymity) from an attacker's perspective
specifies the difference between the subject's anonymity taking into account the attacker's
observations (i.e., the attacker’s a-posteriori knowledge) and the subject's anonymity

% What maximal anonymity of one individual subject (maximal individual anonymity, for short)
means is unclear. On the one hand, if her probability approaches zero, her Shannon entropy (as
a measure for anonymity) gets larger and larger. On the other hand, if her probability gets zero,
she is outside the anonymity set.
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given the attacker's a-priori knowledge only.”’

As we can quantify anonymity in concrete situations, so we can quantify the anonymity delta.?®
Since anonymity cannot increase®®*, the anonymity delta can never be positive. Having an
anonymity delta of zero means that anonymity stays the same.?® To be able to express this
conveniently, we use wordings like “perfect preservation of a subject’s anonymity”.30 Having a
negative anonymity delta means that anonymity is decreased.

4 Unlinkability

Unlinkability only has a meaning after the system in which we want to describe anonymity
properties has been defined and the entities interested in linking (the attacker) have been
characterized. Then:

Unlinkability of two or more items of interest (IOls, e.g., subjects, messages, actions, ...)
from an attacker’s perspective means that within the system (comprising these and
possibly other items), the attacker cannot sufficiently distinguish whether these I0ls are
related or not.>"*?

Linkability is the negation of unlinkability:

Linkability of two or more items of interest (IOls, e.g., subjects, messages, actions, ...)
from an attacker’s perspective means that within the system (comprising these and
possibly other items), the attacker can sufficiently distinguish whether these 10ls are
related or not.

" 1n some publications, the a-priori knowledge of the attacker is called “background knowledge”
and the a-posteriori knowledge of the attacker is called “new knowledge”.
% This can be done by just defining:

quantity(anonymity delta) := quantity(anonymity a-posteriori) — quantity(anonymity_a-priori)
If anonymity_a-posteriori and anonymity_a-priori are the same, their quantification is the same
and therefore the difference of these quantifications is 0. If anonymity can only decrease (which
usually is quite a reasonable assumption), the maximum of quantity(anonymity delta) is O.
# This means that if the attacker has no a-priori knowledge about the particular subject, having
no anonymity delta implies anonymity. But if the attacker has an a-priori knowledge covering all
actions of the particular subject, having no anonymity delta does not imply any anonymity at all. If
there is no anonymity from the very beginning, even preserving it completely does not yield any
anonymity.
301t might be worthwhile to generalize “preservation of anonymity of single subjects” to
“preservation of anonymity of sets of subjects”, in the limiting case all subjects in an anonymity
set. An important special case is that the “set of subjects” is the set of subjects having one or
several attribute values A in common. Then the meaning of “preservation of anonymity of this set
of subjects” is that knowing A does not decrease anonymity.
¥ From [1ISO99]: “[Unlinkability] ensures that a user may make multiple uses of resources or
services without others being able to link these uses together. [...] Unlinkability requires that users
and/or subjects are unable to determine whether the same user caused certain specific
operations in the system.” In contrast to this definition, the meaning of unlinkability in this text is
less focused on the user, but deals with unlinkability of “items” and therefore takes a general
azpproach.
%2 As the entropy of a message source might be an appropriate measure to quantify (global)
anonymity (and thereafter “anonymity” might be used as a quantity), we may use definitions to
quantify unlinkability (and thereafter “unlinkability” might be used as a quantity as well).
Quantifications of unlinkability can be either probabilities or entropies, or whatever is useful in a
particular context.
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E.g., in a scenario with at least two senders, two messages sent by subjects within the same
anonymity set are unlinkable for an attacker if for him, the probability that these two messages
are sent by the same sender is sufficiently close to 1/(number of senders). In case of unicast the
same is true for recipients; in case of multicast it is slightly more complicated.

An unlinkability delta of two or more items of interest (I1Ols, e.g., subjects, messages,
actions, ...) from an attacker’s perspective specifies the difference between the
unlinkability of these IOls taking into account the attacker’s observations and the
unlinkability of these I0ls given the attacker’s a-priori knowledge only.

Since we assume that the attacker does not forget anything, unlinkability cannot increase.*
Therefore, the unlinkability delta can never be positive. Having an unlinkability delta of zero
means that the probability of those items being related from the attacker’s perspective stays
exactly the same before (a-friori knowledge) and after the attacker’s observations (a-posteriori
knowledge of the attacker). * To be able to express this conveniently, we use wordings like
“perf%é:t preservation of unlinkability w.r.t. specific items” to express that the unlinkability delta is
zero.

E.g., the unlinkability delta of two messages is sufficiently small (zero) for an attacker if the
probability describing his a-posteriori knowledge that these two messages are sent by the same
sender and/or received by the same recipient is sufficiently (exactly) the same as the probability
imposed by his a-priori knowledge.*®

Roughly speaking, no unlinkability delta of items means that the ability of the attacker to relate
these items does not increase by observing the system or by possibly interacting with it.

The definitions of unlinkability, linkability and unlinkability delta do not mention any particular set
of 10Is they are restricted to. Therefore, the definitions of unlinkability and unlinkability delta are
very strong, since they cover the whole system. We could weaken the definitions by restricting

3 Normally, the attacker’s knowledge cannot decrease (analogously to Shannon’s definition of
“perfect secrecy”, see above). An exception of this rule is the scenario where the use of
misinformation (inaccurate or erroneous information, provided usually without conscious effort at
misleading, deceiving, or persuading one way or another [Wils93]) or disinformation (deliberately
false or distorted information given out in order to mislead or deceive [Wils93]) leads to a growing
uncertainty of the attacker which information is correct. A related, but different aspect is that
information may become wrong (i.e., outdated) simply because the state of the world changes
over time. Since privacy is not only about to protect the current state, but the past and history of a
data subject as well, we will not make use of this different aspect in the rest of this paper.

% If the attacker has no a-priori knowledge about the particular 10Is, having an unlinkability delta
of zero implies unlinkability. But if the attacker has a-priori knowledge covering the relationships
of all I0ls, having an unlinkability delta of zero does not imply any unlinkability at all. If there is no
unlinkability from the very beginning, even preserving it completely does not yield any
unlinkability.

1t might be worthwhile to generalize “preservation of unlinkability of two IOIs” to “preservation of
unlinkability of sets of 10Is”, in the limiting case all I0Is in the system.

% Please note that unlinkability of two (or more) messages of course may depend on whether
their content is protected against the attacker considered. In particular, messages may be
unlinkable if we assume that the attacker is not able to get information on the sender or recipient
from the message content, cf. Section 2. Yet with access to their content even without deep
semantical analysis the attacker can notice certain characteristics which link them together — e.g.
similarities in structure, style, use of some words or phrases, consistent appearance of some
grammatical errors, etc. In a sense, content of messages may play a role as “side channel”’ in a
similar way as in cryptanalysis — i.e., content of messages may leak some information on their
linkability.
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them to part of the system: “Unlinkability of two or more 10ls from an attacker’s perspective
means that within an unlinkability set of IOls (comprising these and possibly other items), the
attacker cannot sufficiently distinguish whether these 10ls are related or not.”

5 Anonymity in terms of unlinkability

To describe anonymity in terms of unlinkability, we have to augment the definitions of anonymity
given in Section 3 by making explicit the attributes anonymity relates to. This is best explained by
looking at an example in detail. In our setting, cf. Section 2, we choose the attribute “having sent
a message” as the example. Then we have:

A sender s is anonymous w.r.t. sending, iff s is anonymous within the set of potential senders,
i.e., within the sender anonymity set.

This mainly is a re-phrasing of the definition in Section 2. If we make the message under
consideration explicit, the definition reads:

A sender s sends a message m anonymously, iff s is anonymous within the set of potential
senders of m, the sender anonymity set of m.

This can be generalized to sets of messages easily:

A sender s sends a set of messages M anonymously, iff s is anonymous within the set of
potential senders of M, the sender anonymity set of M.

If the attacker’s focus is not on the sender, but on the message, we can define:

A message m is sent anonymously, iff m can have been sent by each potential sender, i.e., by
any subject within the sender anonymity set of m.

Again, this can be generalized to sets of messages easily:

A set of messages M is sent anonymously, iff M can have been sent by each set of potential
senders, i.e., by any set of subjects within the cross product of the sender anonymity sets of each
message m within M.

Of course, all 5 definitions would work for receiving of messages accordingly. For more
complicated settings with more operations than these two, appropriate sets of definitions can be
developed.

Now we are prepared to describe anonymity in terms of unlinkability.

We do this by using our setting, cf. Section 2. So we consider sending and receiving of messages
as attributes; the items of interest (I0OIs) are “who has sent or received which message”. Then,
anonymil;y of a subject w.r.t. an attribute may be defined as unlinkability of this subject and this
attribute.”’

37 Unlinkability is a sufficient condition of anonymity, but it is not a necessary condition. Thus,
failing unlinkability w.r.t. some attribute value(s) does not necessarily eliminate anonymity as
defined in Section 3; in specific cases (i.e., depending on the attribute value(s)) even the strength
of anonymity may not be affected.
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So we have: Sender anonymity of a subject means that to this potentially sending subject, each
message is unlinkable.*®

Correspondingly, recipient anonymity of a subject means that to this potentially receiving subject,
each message is unlinkable.

Relationship anonymity of a pair of subjects, the potentially sending subject and the potentially
receiving subject, means that to this potentially communicating pair of subjects, each message is
unlinkable. In other words, sender and recipient (or each recipient in case of multicast) are
unlinkable. As sender anonymity of a message cannot hold against the sender of this message
himself nor can recipient anonymity hold against any of the recipients w.r.t. himself, relationship
anonymity is considered w.r.t. outsiders only, i.e., attackers being neither the sender nor one of
the recipients of the messages under consideration.

Thus, relationship anonymity is a weaker® property than each of sender anonymity and recipient
anonymity: The attacker might know who sends which messages or he might know who receives
which messages (and in some cases even who sends which messages and who receives which
messages). But as long as for the attacker each message sent and each message received are
unlinkable, he cannot link the respective senders to recipients and vice versa, i.e., relationship
anonymity holds. The relationship anonymity set can be defined to be the cross product of two
potentially distinct sets, the set of potential senders and the set of potential recipients4° or—ifitis
possible to exclude some of these pairs — a subset of this cross Product. So the relationship
anonymity set is the set of all possible sender-recipient(s)-pairs. ' If we take the perspective of a
subject sending (or receiving) a particular message, the relationship anonymity set becomes the
set of all potential recipients (senders) of that particular message. So fixing one factor of the cross
product gives a recipient anonymity set or a sender anonymity set.

*® The property unlinkability might be more “fine-grained” than anonymity, since there are many
more relations where unlinkability might be an issue than just the relation “anonymity” between
subjects and IOls. Therefore, the attacker might get to know information on linkability while not
necessarily reducing anonymity of the particular subject — depending on the defined measures.
An example might be that the attacker, in spite of being able to link, e.g., by timing, all encrypted
messages of a transactions, does not learn who is doing this transaction.

% First the easy direction: For all attackers it holds: Sender anonymity implies relationship
anonymity, and recipient anonymity implies relationship anonymity (This is true if anonymity is
taken as a binary property: Either it holds or it does not hold. If we consider quantities of
anonymity, the validity of the implication possibly depends on the particular definitions of how to
quantify sender anonymity and recipient anonymity on the one hand, and how to quantify
relationship anonymity on the other.). Then the more complicated direction: There exists at least
one attacker model, where relationship anonymity does neither imply sender anonymity nor
recipient anonymity. Consider an attacker who neither controls any senders nor any recipients of
messages, but all lines and — maybe — some other stations. If w.r.t. this attacker relationship
anonymity holds, you can neither argue that against him sender anonymity holds nor that
recipient anonymity holds. The classical MIX-net (cf. Section 8) without dummy traffic is one
implementation with just this property: The attacker sees who sends messages when and who
receives messages when, but cannot figure out who sends messages to whom.

** In case of multicast, the set of potential recipients is the power set of all potential recipients.

*! For measures to quantify relationship anonymity, if they shall be comparable with quantifying
sender and recipient anonymity, you have to compensate for the multiplication of possibilities in
forming the cross product. For the simplest metric (we do not advocate to use) just counting the
size of the set, you have to take the square root of the size of the set of possible sender-
recipient(s)-pairs.
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6 Undetectability and unobservability

In contrast to anonymity and unlinkability, where not the 10l, but only its relationship to subjects or
other IOIs is protected, for undetectability, the IOls are protected as such.*?

Undetectability of an item of interest (10l) from an attacker’s perspective means that the
attacker cannot sufficiently distinguish whether it exists or not.***

If we consider messages as IQls, this means that messages are not sufficiently discernible from,
e.g., “random noise”.

Undetectability is maximal iff whether an IOl exists or not is completely indistinguishable. We call
this perfect undetectability.

An undetectability delta of an item of interest (10l) from an attacker’s perspective
specifies the difference between the undetectability of the 10l taking into account the
attacker’s observations and the undetectability of the 10l given the attacker’s a-priori
knowledge only.

The undetectability delta is zero iff whether an 101 exists or not is indistinguishable to exactly the
same degree whether the attacker takes his observations into account or not. We call this “perfect
preservation of undetectability”.

Undetectability of an 10l clearly is only possible w.r.t. subjects being not involved in the 10l (i.e.,
neither being the sender nor one of the recipients of a message). Therefore, if we just speak
about undetectability without spelling out a set of 10ls, it goes without saying that this is a
statement comprising only those [Ols the attacker is not involved in.

As the definition of undetectability stands, it has nothing to do with anonymity — it does not
mention any relationship between [Ols and subjects. Even more, for subjects being involved in an
101, undetectability of this 10l is clearly impossible.46 Therefore, early papers describing new

42 Undetectability can be regarded as a possible and desirable property of steganographic
systems (see Section 8 “Known mechanisms for anonymity, undetectability, and
unobservability”). Therefore it matches the information hiding terminology [Pfit96, ZFKP98]. In
contrast, anonymity, dealing with the relationship of discernible 10Is to subjects, does not directly
fit into that terminology, but independently represents a different dimension of properties.

*® What we call “undetectability” starting with Version v0.28 of this document, has been called
“unobservability” before. From [ISO99]: “[Unobservability] ensures that a user may use a resource
or service without others, especially third parties, being able to observe that the resource or
service is being used. [...] Unobservability requires that users and/or subjects cannot determine
whether an operation is being performed.” As seen before, our approach is less user-focused and
insofar more general. With the communication setting and the attacker model chosen in this text,
our definition of unobservability shows the method how to achieve it: preventing distinguishability
of 10Is. Thus, the ISO definition might be applied to a different setting where attackers are
prevented from observation by other means, e.g., by encapsulating the area of interest against
third parties.

** In some applications (e.g. steganography), it might be useful to quantify undetectability to have
some measure how much uncertainty about an IOl remains after the attacker’s observations.
Again, we may use probabilities or entropy, or whatever is useful in a particular context.

A slightly more precise formulation might be that messages are not discernible from no
message. A quantification of this property might measure the number of indistinguishable 10ls
and/or the probabilities of distinguishing these IOls.

46 Remembering that we had this before in the context of relationship anonymity (cf. Section 5),
we could describe relationship anonymity (against outsiders) as undetectability of the
communication relationship.
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mechanisms for undetectability designed the mechanisms in a way that if a subject necessarily
could detect an |0, the other subject(s) involved in that 101 enjoyed anonymity at least.*’
Undetectability by uninvolved subjects together with anonymity even if IOls can necessarily be
detected by the involved subjects has been called unobservability:

Unobservability of an item of interest (I0l) means
* undetectability of the 10l against all subjects uninvolved in it and
* anonymity of the subject(s) involved in the 10l even against the other subject(s)
involved in that 1Ol.

As we had anonymity sets of subjects with respect to anonymity, we have unobservability sets of
subjects with respect to unobservability, cf. Fig. 5.*

Sender unobservability then means that it is sufficiently undetectable whether any sender within
the unobservability set sends. Sender unobservability is perfect iff it is completely undetectable
whether any sender within the unobservability set sends.

Recipient unobservability then means that it is sufficiently undetectable whether any recipient
within the unobservability set receives. Recipient unobservability is perfect iff it is completely
undetectable whether any recipient within the unobservability set receives.

Relationship unobservability then means that it is sufficiently undetectable whether anything is
sent out of a set of could-be senders to a set of could-be recipients. In other words, it is
sufficiently undetectable whether within the relationship unobservability set of all possible sender-
recipient(s)-pairs, a message is sent in any relationship. Relationship unobservability is perfect iff
it is completely undetectable whether anything is sent out of a set of could-be senders to a set of
could-be recipients.

All other things being equal, unobservability is the stronger, the larger the respective
unobservability set is, cf. Fig. 6.

*" The rational for this is to strive for data minimization: No subject should get to know any
(potentially personal) data — except this is absolutely necessary. Given the setting described in
Section 2, this means: 1. Subjects being not involved in the 10l get to know absolutely nothing. 2.
Subjects being involved in the 101 only get to know the IOI, but not the other subjects involved —
the other subjects may stay anonymous. Since in the setting described in Section 2 the attributes
“sending a message” or “receiving a message” are the only kinds of attributes considered, 1. and
2. together provide data minimization in this setting in an absolute sense.

48 Mainly, unobservability deals with IOls instead of subjects only. Though, like anonymity sets,
unobservability sets consist of all subjects who might possibly cause these 10ls, i.e. send and/or
receive messages.
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Fig. 6: Unobservability sets w.r.t. attacker within the setting

An unobservability delta of an item of interest (I0l) means
* undetectability delta of the 10l against all subjects uninvolved in it and
* anonymity delta of the subject(s) involved in the 10l even against the other
subject(s) involved in that IOI.

Since we assume that the attacker does not forget anything, unobservability cannot increase.
Therefore, the unobservability delta can never be positive. Having an unobservability delta of zero
w.r.t. an IOl means an undetectability delta of zero of the 10l against all subjects uninvolved in the
IOl and an anonymity delta of zero against those subjects involved in the IOl. To be able to
express this conveniently, we use wordings like “perfect preservation of unobservability” to
express that the unobservability delta is zero.
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7 Relationships between terms

With respect to the same attacker, unobservability reveals always only a subset of the information
anonymity reveals.*® We might use the shorthand notation

unobservability = anonymity
for that (= reads “implies”). Using the same argument and notation, we have
sender unobservability = sender anonymity
recipient unobservability = recipient anonymity
relationship unobservability = relationship anonymity

As noted above, we have

sender anonymity = relationship anonymity
recipient anonymity = relationship anonymity

sender unobservability = relationship unobservability
recipient unobservability = relationship unobservability

With respect to the same attacker, unobservability reveals always only a subset of the information
undetectability reveals

unobservability = undetectability

49 [ReRu98] propose a continuum for describing the strength of anonymity. They give names:
“absolute privacy” (the attacker cannot perceive the presence of communication, i.e.,
unobservability) — “beyond suspicion” — “probable innocence” — “possible innocence” — “exposed”
— “provably exposed” (the attacker can prove the sender, recipient, or their relationship to others).
Although we think that the terms “privacy” and “innocence” are misleading, the spectrum is quite
useful.
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8 Known mechanisms for anonymity, undetectability, and unobservability

Before it makes sense to speak about any particular mechanisms®® for anonymity, undetectability,
and unobservability in communications, let us first remark that all of them assume that stations of
users do not emit signals the attacker considered is able to use for identification of stations or
their behavior or even for identification of users or their behavior. So if you travel around taking
with you a mobile phone sending more or less continuously signals to update its location
information within a cellular radio network, don’t be surprised if you are tracked using its signals.
If you use a computer emitting lots of radiation due to a lack of shielding, don’t be surprised if
observers using high-tech equipment know quite a bit about what's happening within your
machine. If you use a computer, PDA, or smartphone without sophisticated access control, don’t
be surprised if Trojan horses send your secrets to anybody interested whenever you are online —
or via electromagnetic emanations even if you think you are completely offline.

DC-net [Chau85, Chau88] and MIX-net [Chau81] are mechanisms to achieve sender
anonymity and relationship anonymity, respectively, both against strong attackers. If we add
dummy traffic, both provide for the corresponding unobservability [PfPW91].51

Broadcast [Chau85, Pf\Wa86, Waid90] and private information retrieval [CoBi95] are mechanisms
to achieve recipient anonymity against strong attackers. If we add dummy traffic, both provide for
recipient unobservability.

This may be summarized: A mechanism to achieve some kind of anonymity appropriately
combined with dummy traffic yields the corresponding kind of unobservability.

Of course, dummy traffic® alone can be used to make the number and/or length of sent
messages undetectable by everybody except for the recipients; respectively, dummy traffic can
be used to make the number and/or length of received messages undetectable by everybody
except for the senders.

As a side remark, we mention steganography and spread spectrum as two other well-known
undetectability mechanisms.

The usual concept to achieve undetectability of I0Is at some layer®, e.g., sending meaningful
messages, is to achieve statistical independence of all discernible phenomena at some lower
implementation layer. An example is sending dummy messages at some lower layer to achieve,
e.g., a constant rate flow of messages looking — by means of encryption — randomly for all parties
except the sender and the recipient(s).

% Mechanisms are part of the system in general and the communication network in particular, cf.
Section 2.
i dummy traffic is used to pad sending and/or receiving on the sender’s and/or recipient’s line
to a constant rate traffic, MIX-nets can even provide sender and/or recipient anonymity and
unobservability.
%2 Misinformation and disinformation may be regarded as semantic dummy traffic, i.e.,
communication from which an attacker cannot decide which are real requests with real data or
which are fake ones. Assuming the authenticity of misinformation or disinformation may lead to
Esrivacy problems for (innocent) bystanders.

Modern computer and communication networks are implemented in layers of functionality,
where each upper layer uses the services of the lower layers to provide a more comfortable
service, cf. e.g., [Tane96].
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9 Pseudonymity

Having anonymity of human beings, unlinkability, and maybe unobservability is superb w.r.t. data
minimization, but would prevent any useful two-way communication. For many applications, we
need appropriate kinds of identifiers:

A ps%udonym54 is an identifier®® of a subject® other than one of the subject’s real
names”’.

We can generalize pseudonyms to be identifiers of sets of subjects — see below —, but we do not
need this in our setting.

The subject which the pseudonym refers to is the holder of the pseudonym58.

A subject is gseudonymous if a pseudonym59 is used® as identifier instead of one of its
real names.’"®

54 “Pseudonym” comes from Greek “pseudonumon” meaning “falsely named” (pseudo: false;

onuma: name). Thus, it means a name other than the “real name”. To avoid the connotation of
“pseudo” = false, some authors call pseudonyms as defined in this paper simply nyms. This is
nice and short, but we stick with the usual wording, i.e., pseudonym, pseudonymity, etc. However
the reader should not be surprised to read nym, nymity, etc. in other texts.

% A name or another bit string. Identifiers, which are generated using random data only, i.e., fully
independent of the subject and related attribute values, do not contain side information on the
subject they are attached to, whereas non-random identifiers may do. E.g., nicknames chosen by
a user may contain information on heroes he admires; a sequence number may contain
information on the time the pseudonym was issued; an e-mail address or phone number contains
information how to reach the user.

% In our setting: sender or recipient.

*7 “Real name” is the antonym to “pseudonym”. There may be multiple real names over lifetime, in
particular the legal names, i.e., for a human being the names which appear on the birth certificate
or on other official identity documents issued by the State; for a legal person the name under
which it operates and which is registered in official registers (e.g., commercial register or register
of associations). A human being’s real name typically comprises their given name and a family
name. In the realm of identifiers, it is tempting to define anonymity as “the attacker cannot
sufficiently determine a real name of the subject”. But despite the simplicity of this definition, it is
severely restricted: It can only deal with subjects which have at least one real name. It presumes
that it is clear who is authorized to attach real names to subjects. It fails to work if the relation to
real names is irrelevant for the application at hand. Therefore, we stick to the definitions given in
Section 3. A slightly broader discussion of this topic is given in Appendix A3.

Note that from a mere technological perspective it cannot always be determined whether an
identifier of a subject is a pseudonym or a real name.

% We prefer the term “holder” over “owner” of a pseudonym because it seems to make no sense
to “own” identifiers, e.g., bit strings. Furthermore, the term “holder” sounds more neutral than the
term “owner”, which is associated with an assumed autonomy of the subject’s will. The holder
may be a natural person (in this case we have the usual meaning and all data protection
regulations apply), a legal person, or even only a computer.

%9 Fundamentally, pseudonyms are nothing else than another kind of attribute values. But
whereas in building an IT system, its designer can strongly support the holders of pseudonyms to
keep the pseudonyms under their control, this is not equally possible w.r.t. attributes and attribute
values in general. Therefore, it is useful to give this kind of attribute a distinct name: pseudonym.
€ For pseudonyms chosen by the user (in contrast to pseudonyms assigned to the user by
others), primarily, the holder of the pseudonym is using it. Secondarily, all others he
communicated to using the pseudonym can utilize it for linking. Each of them can, of course,
divulge the pseudonym and all data related to it to other entities. So finally, the attacker will utilize
the pseudonym to link all data related to this pseudonym he gets to know being related.
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Defining the process of preparing for the use of pseudonyms, e.g., by establishing certain rules
how and under which conditions to identify holders of pseudonyms by so-called identity brokers 63
or how to prevent uncovered claims b g/ so-called liability brokers (cf. Section 11), leads to the
more general notion of pseudonymity®*:

Pseudonymity is the use of pseudonyms as identifiers.®>®

So sender pseudonymity is defined as the sender being pseudonymous recipient pseudonymity
is defined as the recipient being pseudonymous, cf. Fig. 7.5

Hopefully, the appropriate use of pseudonyms primarily by the holder (cf. Pseudonymity w.r.t.
linkability, Section 11, and Identity management, Section 13) and secondarily by others will keep
the sensitivity of the linkable data sets to a minimum.

" We can also speak of "pseudonymous usage" (i.e., use of a pseudonym instead of the real
name(s)) and of "pseudonymous data" (i.e., data belonging to a subject where a pseudonym is
used instead of its real name(s)).

%2 please note that despite the terms “anonymous” and “pseudonymous” are sharing most of their
characters, their semantics is quite different: Anonymous says something about a subject with
respect to identifiability, pseudonymous only says something about employing a mechanism, i.e.,
using pseudonyms. Whether this mechanism helps in a particular setting to achieve something
close to anonymity, is a completely different question. On the level of subjects, “anonymous”
should be contrasted with “(privacy-enhancingly) identity managed”, cf. Section 13.4. But since
“anonymous” can be defined precisely whereas “(privacy-enhancingly) identity managed” is at
least at present hard to define equally precise, we prefer to follow the historical path of research
dealmg with the more precise mechanism (pseudonym, pseudonymity) first.

Ident/ty brokers have for the pseudonyms they are the identity broker for the information who is
their respective holder. Therefore, identity brokers can be implemented as a special kind of
certification authorities for pseudonyms. Since anonymity can be described as a particular kind of
unlinkability, cf. Section 5, the concept of identity broker can be generalized to linkability broker. A
linkability broker is a (trusted) third party that, adhering to agreed rules, enables linking 10Is for
those entities being entitled to get to know the linking.

Concernmg the natural use of the English language, one might use “pseudonymization” instead
of “pseudonymity”. But at least in Germany, the law makers gave “pseudonymization” the
meaning that first personal data known by others comprise some identifiers for the civil identity
(cf. footnote 69 for some clarification of “civil identity”) and later these identifiers are replaced by
pseudonyms. Therefore, we use a different term (coined by David Chaum: “pseudonymity”) to
describe that from the very beginning pseudonyms are used.

% From [1ISO99]: “[Pseudonymity] ensures that a user may use a resource or service without
disclosing its user identity, but can still be accountable for that use. [...] Pseudonymity requires
that a set of users and/or subjects are unable to determine the identity of a user bound to a
subject or operation, but that this user is still accountable for its actions.” This view on
pseudonymity covers only the use of digital pseudonyms. Therefore, our definition of
pseudonymity is much broader as it does not necessarily require disclosure of the user’s identity
and accountability. Pseudonymity alone — as it is used in the real world and in technological
contexts — does not tell anything about the strengths of anonymity, authentication or
accountablllty these strengths depend on several properties, cf. below.

Quantlfylng pseudonymity would primarily mean quantifying the state of using a pseudonym
according to its different dimensions (cf. the next two Sections 10 and 11), i.e., quantifying the
authentication and accountability gained and quantifying the anonymity left over (e.g., using
entropy as the measure). Roughly speaking, well-employed pseudonymity could mean in e-
commerce appropriately fine-grained authentication and accountability to counter identity theft or
to prevent uncovered claims using, e.g., the techniques described in [BiPf90], combined with
much anonymity retained. Poorly employed pseudonymity would mean giving away anonymity
without preventing uncovered claims.
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Fig. 7: Pseudonymity

In our usual setting, we assume that each pseudonym refers to exactly one specific holder,
invariant over time.

Specific kinds of pseudonyms may extend this setting: A group pseudonym refers to a set of
holders, i.e., it may refer to multiple holders; a transferable pseudonym can be transferred from
one holder to another subject becoming its holder.

Such a group pseudonym may induce an anonymity set: Using the information provided by the
pseudonym only, an attacker cannot decide whether an action was performed by a specific
subject within the set. %

Transferable pseudonyms can, if the attacker cannot completely monitor all transfers of
holdership, serve the same purpose, without decreasing accountability as seen by an authority
monitoring all transfers of holdership.

An interesting combination might be transferable group pseudonyms — but this is left for further
study.

o7 Providing sender pseudonymity and recipient pseudonymity is the basic interface
communication networks have to provide to enhance privacy for two-way communications.

% pPlease note that the mere fact that a pseudonym has several holders does not yield a group
pseudonym: For instance, creating the same pseudonym may happen by chance and even
without the holders being aware of this fact, particularly if they choose the pseudonyms and
prefer pseudonyms which are easy to remember. But the context of each use of the pseudonym
(e.g., used by which subject — usually denoted by another pseudonym — in which kind of
transaction) then usually will denote a single holder of this pseudonym.
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10 Pseudonymity with respect to accountability and authorization
10.1 Digital pseudonyms to authenticate messages

A digital pseudonym is a bit string which, to be meaningful in a certain context, is

* unique as identifier (at least with very high probability) and

* suitable to be used to authenticate the holder’s 10ls relatively to his/her digital pseudonym,
e.g., to authenticate his/her messages sent.

Using digital pseudonyms, accountability can be realized with pseudonyms — or more precisely:
with respect to pseudonyms.

10.2 Accountability for digital pseudonyms

To authenticate 10lIs relative to pseudonyms usually is not enough to achieve accountability for
[Ols.

Therefore, in many situations, it might make sense to either

* attach funds to digital pseudonyms to cover claims or to

* let identity brokers authenticate digital pseudonyms (i.e., check the civil identity of the
holder®® of the pseudonym and then issue a digitally signed statement that this particular
identity broker has proof of the identity of the holder of this digital pseudonym and is willing to
divulge that proof under well-defined circumstances) or

* both.

If sufficient funds attached to a digital pseudonym are reserved and/or the digitally signed
statement of a trusted identity broker is checked before entering into a transaction with the holder
of that pseudonym, accountability can be realized in spite of anonymity.

10.3 Transferring authenticated attributes and authorizations between pseudonyms

To transfer attributes including their authentication by third parties (called “credentials” by David
Chaum [Chau85]) — all kinds of authorizations are special cases — between digital pseudonyms of
one and the same holder, it is always possible to prove that these pseudonyms have the same
holder.

But as David Chaum pointed out, it is much more anonymity-preserving to maintain the
unlinkability of the digital pseudonyms involved as much as possible by transferring the credential
from one pseudonym to the other without proving the sameness of the holder. How this can be
done is described in [Chau90, CaLy04].

We will come back to the just described property “convertibility” of digital pseudonyms in Section
12.

% If the holder of the pseudonym is a natural person or a legal person, civil identity has the usual
meaning, i.e. the identity attributed to an individual person by a State (e.g., represented by the
social security number or the combination of name, date of birth, and location of birth etc.). If the
holder is, e.g., a computer, it remains to be defined what “civil identity” should mean. It could
mean, for example, exact type and serial number of the computer (or essential components of it)
or even include the natural person or legal person responsible for its operation.
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11 Pseudonymity with respect to linkability

Whereas anonymity and accountability are the extremes with respect to linkability to subjects,
pseudonymity is the entire field between and including these extremes. Thus, pseudonymity
comprises all degrees of linkability to a subject. Ongoing use of the same pseudonym allows the
holder to establish or consolidate a reputation7°. Some kinds of pseudonyms enable dealing with
claims in case of abuse of unlinkability to holders: Firstly, third parties (identity brokers, cf.
Section 10.2) may have the possibility to reveal the civil identity of the holder in order to provide
means for investigation or prosecution. To improve the robustness of anonymity, chains of
identity brokers may be used [Chau81]. Secondly, third parties may act as liability brokers of the
holder to clear a debt or settle a claim. [BUPfI0] presents the particular case of value brokers.

There are many properties of pseudonyms which may be of importance in specific application
contexts. In order to describe the properties of pseudonyms with respect to anonymity, we limit
our view to two aspects and give some typical examples:

11.1 Knowledge of the linking between the pseudonym and its holder

The knowledge of the linking may not be a constant, but change over time for some or even all
people. Normally, for non-transferable pseudonyms the knowledge of the linking cannot
decrease.”" Typical kinds of such pseudonyms are:

a) public pseudonym:
The linking between a public pseudonym and its holder may be publicly known even from the
very beginning. E.g., the linking could be listed in public directories such as the entry of a
phone number in combination with its owner.

b) initially non-public pseudonym:
The linking between an initially non-public pseudonym and its holder may be known by
certain parties, but is not public at least initially. E.g., a bank account where the bank can look
up the linking may serve as a non-public pseudonym. For some specific non-public
pseudonyms, certification authorities acting as identity brokers could reveal the civil identity of
the holder in case of abuse.

c) initially unlinked pseudonym:
The linking between an initially unlinked pseudonym and its holder is — at least initially — not
known to anybody with the possible exception of the holder himself/herself. Examples for
unlinked pseudonyms are (non-public) biometrics like DNA information unless stored in
databases including the linking to the holders.

Public pseudonyms and initially unlinked pseudonyms can be seen as extremes of the described
pseudonym aspect whereas initially non-public pseudonyms characterize the continuum in
between.

Anonymity is the stronger, the less is known about the linking to a subject. The strength of
anonymity decreases with increasing knowledge of the pseudonym linking. In particular, under
the assumption that no gained knowledge on the linking of a pseudonym will be forgotten and that
the pseudonym cannot be transferred to other subjects, a public pseudonym never can become

70 Establishing and/or consolidating a reputation under a pseudonym is, of course, insecure if the
pseudonym does not enable to authenticate messages, i.e., if the pseudonym is not a digital
pseudonym, cf. Section 10.1. Then, at any moment, another subject might use this pseudonym
possibly invalidating the reputation, both for the holder of the pseudonym and all others having to
do with this pseudonym.

" With the exception of misinformation or disinformation which may blur the attacker’s knowledge
(see above).
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an unlinked pseudonym. In each specific case, the strength of anonymity depends on the
knowledge of certain parties about the linking relative to the chosen attacker model.

If the pseudonym is transferable, the linking to its holder can change. Considering an unobserved
transfer of a pseudonym to another subject, a formerly public pseudonym can become non-public
again.

11.2 Linkability due to the use of a pseudonym across different contexts

With respect to the degree of linkability, various kinds of pseudonyms may be distinguished
according to the kind of context for their usage:

a) person pseudonym:
A person pseudonym is a substitute for the holder's name which is regarded as
representation for the holder’s civil identity. It may be used in many different contexts, e.g., a
number of an identity card, the social security number, DNA, a nickname, the pseudonym of
an actor, or a mobile phone number.

b) role pseudonym:
The use of role pseudonyms is limited to specific roles’?, e.g., a customer pseudonym or an
Internet account used for many instantiations of the same role “Internet user”. The same role
pseudonym may be used with different communication partners. Roles might be assigned by
other parties, e.g., a company, but they might be chosen by the subject himself/herself as
well.

c) relationship pseudonym:
For each communication partner, a different relationship pseudonym is used. The same
relationship pseudonym may be used in different roles for communicating with the same
partner. Examples are distinct nicknames for each communication partner.73

d) role-relationship pseudonym:
For each role and for each communication partner, a different role-relationship pseudonym is
used. This means that the communication partner does not necessarily know, whether two
pseudonyms used in different roles belong to the same holder. On the other hand, two
different communication partners who interact with a user in the same role, do not know from
the pseudonym alone whether it is the same user.”

e) transaction pseudonym’:
For each transaction, a transaction pseudonym unlinkable to any other transaction
pseudonyms and at least initially unlinkable to any other IOl is used, e.g., randomly
generated transaction numbers for online-banking. Therefore, transaction pseudonyms can
be used to realize as strong anonymity as possible.”

"2 Cf. Section 13.3 for a more precise characterization of “role”.
" In case of group communication, the relationship pseudonyms may be used between more
than two partners.
™ As with relationship pseudonyms, in case of group communication, the role-relationship
%seudonyms may be used between more than two partners.

Apart from “transaction pseudonym” some employ the term “one-time-use pseudonym”, taking
the naming from “one-time pad”.
"® In fact, the strongest anonymity is given when there is no identifying information at all, i.e.,
information that would allow linking of anonymous entities, thus transforming the anonymous
transaction into a pseudonymous one. If the transaction pseudonym is used exactly once, we
have the same strength of anonymity as if no pseudonym is used at all. Another possibility to
achieve strong anonymity is to prove the holdership of the pseudonym or specific attribute values
(e.g., with zero-knowledge proofs) without revealing the information about the pseudonym or
more detailed attribute values themselves. Then, no identifiable or linkable information is
disclosed.
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Linkability across different contexts due to the use of these pseudonyms can be represented as
the lattice that is illustrated in the following diagram, cf. Fig. 8. The arrows point in direction of
increasing unlinkability, i.e., A — B stands for “B enables stronger unlinkability than AT

person pseudonym lir:rkab/e

N,

role pseudonym relationship pseudonym decreasing

linkability
across
contexts

role-relationship pseudonym

transaction pseudonym
unlinkable

Fig. 8: Lattice of pseudonyms according to their use across different contexts

In general, unlinkability of both role pseudonyms and relationship pseudonyms is stronger than
unlinkability of person pseudonyms. The strength of unlinkability increases with the application of
role-relationship pseudonyms, the use of which is restricted to both the same role and the same
relationship.78 Ultimate strength of unlinkability is obtained with transaction pseudonyms, provided
that no other information, e.g., from the context or from the pseudonym itself (cf. footnote 55),
enabling linking is available.

Anonymity is the stronger, ...

* ... the less personal data of the pseudonym holder can be linked to the pseudonym;

* ... the less often and the less context-spanning pseudonyms are used and therefore the less
data about the holder can be linked;

* ... the more often independently chosen, i.e., from an observer’s perspective unlinkable,

pseudonyms are used for new actions.

The amount of information of linked data can be reduced by different subjects using the same
pseudonym (e.g., one after the other when pseudonyms are transferred or simultaneously with
specifically created group pseudonyms79) or by misinformation or disinformation, cf. footnote 33.

" «_5” is not the same as “=" of Section 7, which stands for the implication concerning anonymity

and unobservability.
Bifa role-relationship pseudonym is used for roles comprising many kinds of activities, the
danger arises that after a while, it becomes a person pseudonym in the sense of: “A person
pseudonym is a substitute for the holder’s name which is regarded as representation for the
holder’s civil identity.” This is even more true both for role pseudonyms and relationship
%seudonyms.

The group of pseudonym holders acts as an inner anonymity set within a, depending on
context information, potentially even larger outer anonymity set.
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12 Known mechanisms and other properties of pseudonyms

A digital pseudonym could be realized as a public key to test digital signatures where the holder
of the pseudonym can prove holdership by forming a digital signature which is created using the
corresponding private key [Chau81]. The most prominent example for digital pseudonyms are
public keys generated by the user himself/herself, e.g., using PGP?

A public key certificate bears a digital signature of a so-called certification authority and provides

some assurance to the binding of a public key to another pseudonym, usually held by the same

subject. In case that pseudonym is the civil identity (the real name) of a subject, such a certificate

is called an identity certificate. An attribute certificate is a digital certificate which contains further

information (attribute values) and clearly refers to a specific public key certificate. Independent of

certificates, attributes may be used as identifiers of sets of subjects as well. Normally, attributes

refer to sets of subjects (i.e., the anonymity set), not to one specific subject.

There are several other properties of pseudonyms related to their use which shall only be briefly

mentioned, but not discussed in detail in this text. They comPnse different degrees of, e.g.,

* limitation to a fixed number of pseudonyms per subject [Chau81, Chau85, Chau90],

* guaranteed umqueness [Chau81 StSy00],

* transferability to other subjects,

» authenticity of the linking between a pseudonym and its holder (possibilities of
verification/falsification or indication/repudiation),

« provability that two or more pseudonyms have the same holder®

e convertibility, i.e., transferability of attributes of one pseudonym to another® [Chau85,

Chau90],

possibility and frequency of pseudonym changeover,

re-usability and, possibly, a limitation in number of uses,

validity (e.g., guaranteed durability and/or expiry date, restriction to a specific application),

possibility of revocation or blocking,

participation of users or other parties in forming the pseudonyms, or

information content about attributes in the pseudonym itself.

In addition, there may be some properties for specific applications (e.g., an addressable
pseudonym serves as a communication address which enables to contact its holder) or due to the
participation of third parties (e.g., in order to circulate the pseudonyms, to reveal civil identities in
case of abuse, or to cover claims).

Some of the properties can easily be realized by extending a digital pseudonym by attributes of
some kind, e.g., a communication address, and specifying the appropriate semantics. The
binding of attributes to a pseudonym can be documented in an attribute certificate produced
either by the holder himself/herself or by a certification authority. The non-transferability of the
attribute certificate can be somewhat enforced, e.g., by biometrical means, by combining it with
individual hardware (e.g., chipcards), or by confronting the holder with legal consequences.

8 n using PGP, each user may create an unlimited number of key pairs by himself/herself (at this
moment, such a key pair is an initially unlinked pseudonym), bind each of them to an e-mail
address, self-certify each public key by using his/her digital signature or asking another introducer
to do so, and circulate it.

# For pseudonyms issued by an agency that guarantees the limitation of at most one pseudonym
ger individual person, the term “is-a-person pseudonym?” is used.

E g., “globally unique pseudonyms”.

* For digital pseudonyms having only one holder each and assuming that no holders cooperate
to provide wrong “proofs”, this can be proved trivially by signing, e.g., the statement
“<Pseudonym1> and <Pseudonym2> have the same holder.” digitally with respect to both these
pseudonyms. Putting it the other way round: Proving that pseudonyms have the same holder is
all but trivial.
¥ Thisis a property of convertible credentials.
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13 Identity management
13.1 Setting

To adequately address privacy-enhancing identity management, we have to extend our setting:

* ltis not realistic to assume that an attacker might not get information on the sender or
recipient of messages from the message content and/or the sending or receiving context
(time, location information, etc.) of the message. We have to consider that the attacker is
able to use these attributes for linking messages and, correspondingly, the pseudonyms
used with them.

* In addition, it is not just human beings, legal persons, or simply computers sending
messages and using pseudonyms at their discretion as they like at the moment, but they
use (computer-based) applications, which strongly influence the sending and receiving of
messages and may even strongly determine the usage of pseudonyms.

13.2 Identity and identifiability

Identity can be explained as an exclusive perception of life, integration into a social group, and
continuity, which is bound to a body and — at least to some degree — shaped by society. This
concept of identity®® distinguishes between “I” and “Me” [Mead341%: “I" is the instance that is
accessible only by the individual self, perceived as an instance of liberty and initiative. “Me” is
supposed to stand for the social attributes, defining a human identity that is accessible by
communications and that is an inner instance of control and consistency.87 In this terminology, we
are interested in identity as communicated to others and seen by them. Therefore, we
concentrate on the “Me”.

Motivated by identity as an exclusive perception of life, i.e., a psychological perspective, but using
terms defined from a computer science, i.e., a mathematical perspective (as we did in the
sections before), identity can be explained and defined as a property of an entity in terms of the
negation of anonymity and the negation of unlinkability. In a positive wording, identity enables
both to be identifiable as well as to link 10ls because of some continuity of life.®

% Here (and in Section 13 throughout), we have human beings in mind, which is the main
motivation for privacy. From a structural point of view, identity can be attached to any subject, be
it a human being, a legal person, or even a computer. This makes the terminology more general,
but may lose some motivation at first sight. Therefore, we start in our explanation with identity of
human beings, but implicitly generalize to subjects thereafter. This means: In a second reading of
this paper, you may replace “individual person” by “individual subject” (introduced as “possibly
acting entity” at the beginning of Section 2) throughout as it was used in the definitions of the
Sections 2 through 12. It may be discussed whether the definitions can be further generalized
and apply for any “entity”, regardless of subject or not.

8 According to Mireille Hildebrandt, the French philosopher Paul Ricoeur made a distinction
between “idem and ipse. Idem (sameness) stands for the third person, objectified observer’s
perspective of identity as a set of attributes that allows comparison between different people, as
well as unique identification, whereas ipse (self) stands for the first person perspective
constituting a ‘sense of self.” [RaRDO09 p. 274]. So what George H. Mead called “I” is similar to
what Paul Ricoeur called “ipse” (self). What George H. Mead called “Me” is similar to what Paul
Ricoeur called “idem” (sameness).

8 For more information see [ICPPO3].

# Here we have the negation of anonymity (identifiability) and the negation of unlinkability
(linkability) as positive properties. So the perspective changes: What is the aim of an attacker
w.r.t. anonymity, now is the aim of the subject under consideration, so the attacker’s perspective
becomes the perspective of the subject. And again, another attacker (attacker2) might be
considered working against identifiability and/or linkability. |.e., attacker2 might try to mask
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Corresponding to the anonymity set introduced in the beginning of this text, we can work with an
“identifiability set” [Hild03] to define “identifiability” and “identity”*":

Identifiability of a subject from an attacker’s perspective means that the attacker can
sufficiently identify the subject within a set of subjects, the identifiability set.

Fig. 9 contrasts anonymity set and identifiability set.

identifiability
within an within an
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%
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Fig. 9: Anonymity set vs. identifiability set

All other things being equal, identifiability is the stronger, the larger the respective identifiability
set is. Conversely, the remaining anonymity is the stronger, the smaller the respective
identifiability set is.

Identity of an individual person should be defined independent of an attacker’s perspective:
An identity is any subset of attribute values® of an individual person which sufficiently
identifies this individual person within any set of persons.” So usually there is no such

thing as “the identity”, but several of them.

Of course, attribute values or even attributes themselves may change over time. Therefore, if the
attacker has no access to the change history of each particular attribute, the fact whether a

different attributes of subjects to provide for some kind of anonymity or attacker2 might spoof
some messages to interfere with the continuity of the subject’s life.

% The identifiability set is a set of possible subjects.

% This definition is compatible with the definitions given in: Giles Hogben, Marc Wilikens, loannis
Vakalis: On the Ontology of Digital Identification, in: Robert Meersman, Zahir Tari (Eds.): On the
Move to Meaningful Internet Systems 2003: OTM 2003 Workshops, LNCS 2889, Springer, Berlin
2003, 579-593; and it is very close to that given by David-Olivier Jaquet-Chiffelle in
http://www.calt.insead.edu/fidis/workshop/workshop-wp2-
december2003/presentation/VIP/vip_id_def2_files/frame.htm: “An identity is any subset of
attributes of a person which uniquely characterizes this person within a community.”

" Whenever we speak about “attribute values” in this text, this shall comprise not only a
measurement of the attribute value, but the attribute as well. E.g., if we talk about the attribute
“color of one’s hair” the attribute value “color of one’s hair” is not just, e.g., “grey”, but (“color of
one’s hair”, “grey”).

2 An equivalent, but slightly longer definition of identity would be: An identity is any subset of
attribute values of an individual person which sufficiently distinguishes this individual person from
all other persons within any set of persons.



-31-

particular subset of attribute values of an individual person is an identity or not may change over
time as well. If the attacker has access to the change history of each particular attribute, any
subset forming an identity will form an identity from his perspective irrespective how attribute
values change

Identities may of course comprise particular attribute values like names, identifiers, digital
pseudonyms, and addresses — but they don’t have to.

13.3 Identity-related terms

Role

In sociology, a “role” or “social role” is a set of connected actions, as conceptualized by actors in
a social situation (i.e., situation-dependent identity attributes). It is mostly defined as an expected
behavior (i.e., sequences of actions) in a given individual social context. So roles provide for
some linkability of actions.

Partial identity

An identity of an individual person may compnse many partial identities of which each represents
the person in a specific context or role™. A partial |dent|tg is a subset of attribute values of a
complete |dent|ty, where a complete identity is the union™ of all attribute values of all identities of
this person®. On a technical level, these attribute values are data. Of course, attribute values or
even attributes themselves of a partial identity may change over time.

As identities, partial identities may comprise particular attribute values like names, identifiers,
digital pseudonyms, and addresses — but they donthave to, either.

A pseudonym might be an identifier for a partial |dent|ty Re-use of the partial identity with its
identifier(s), e.g., a pseudonym, supports continuity in the specific context or role by enabling
linkability with, e.g., former or future messages or actions. If the pseudonym is a digital
pseudonym, it provides the possibility to authenticate w.r.t. the partial identity which is important
to prevent others to take over the partial identity (discussed as “identity theft” ). Linkability of
partial identities arises by non-changing identifiers of a partial identity as well as other attribute
values of that partial identity that are (sufficiently) static or easily determinable over time (e.g.,
bodily biometrics, the size or age of a person). All the data that can be used to link data sets such
as partial identities belong to a category of “data providing Imkablllty (to which we must pay the
same attention as to personal data w.r.t. privacy and data protection®).

9 Any reasonable attacker will not just try to figure out attribute values per se, but the point in
time (or even the time frame) they are valid (in), since this change history helps a lot in linking
and thus inferring further attribute values. Therefore, it may clarify one’s mind to define each
“attribute” in a way that its value cannot get invalid. So instead of the attribute “location” of a
particular individual person, take the set of attributes “location at time x”. Depending on the
inferences you are interested in, refining that set as a list ordered concerning “location” or “time”
may be helpful.

% As an identity has to do with integration into a social group, on the one hand, partial identities
have to do with, e.g., relationships to particular group members (or to be more general:
relationships to particular subsets of group members). On the other hand, partial identities might
be associated with relationships to organizations.

® If attributes are defined such that their values don't get invalid (cf. footnote 93), “union” can
have the usual meaning within set theory.

% We have to admit that usually nobody, including the person concerned, will know “all” attribute
values or “all” identities. Nevertheless we hope that the notion “complete identity” will ease the
understandmg of “identity” and “partial identity”.

" If itis possible to transfer attribute values of one pseudonym to another (as convertibility of
credentials provides for, cf. Section 12), this means transferring a partial identity to this other
Eseudonym

‘protection of individuals with regard to the processing of personal data” [DPD95 headline]
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Whereas we assume that an “identity” sufficiently identifies an individual person (without limitation
to particular identifiability sets), a partial identity may not do, thereby enabling different quantities
of anonymity.99 But we may find for each partial identity appropriately small identifiability sets'®,
where the partial identity sufficiently identifies an individual person, cf. Fig. 10.1"

As with identities, depending on whether the attacker has access to the change history of each
particular attribute or not, the identifiability set of a partial identity may change over time if the
values of its attributes change.

of a partial identity
given that the set of all possible subjects
(the a-priori anonymity set, cf. footnote
101, case 1.) can be partitioned into the
three disjoint identifiability sets of the
partial identity shown
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Fig. 10: Relation between anonymity set and identifiability set

Digital identity

Digital identity denotes attribution of attribute values to an individual person, which are
immediately operationally accessible by technical means. More to the point, the identifier of a
digital partial iden’(ity102 can be a simple e-mail address in a news group or a mailing list. Its owner
will attain a certain reputation. More generally we might consider the whole identity as a
combination from “I” and “Me” where the “Me” can be divided into an implicit and an explicit part:
Digital identity is the digital part from the explicated “Me”. Digital identity should denote all those
personal data that can be stored and automatically interlinked by a computer-based application.

Virtual identity

Virtual identity is sometimes used in the same meaning as digital identity or digital partial identity,
but because of the connotation with “unreal, non-existent, seeming” the term is mainly applied to
characters in a MUD (Multi User Dungeon), MMORPG (Massively Multiplayer Online Role
Playing Game) or to avatars.

For these reasons, we do not use the notions physical world vs. virtual world nor physical person
vs. virtual person defined in [RaRD09 pp. 80ff]. Additionally, we feel that taking the distinction

% So we may have linkability by re-using a partial identity (which may be important to support
continuity of life) without necessarily giving up anonymity (which may be important for privacy).
1% For identifiability sets of cardinality 1, this is trivial, but it may hold for “interesting” identifiability
sets of larger cardinality as well.

%" The relation between anonymity set and identifiability set can be seen in two ways:

1. Within an a-priori anonymity set, we can consider a-posteriori identifiability sets as
subsets of the anonymity set. Then the largest identifiability sets allowing identification
characterize the a-posteriori anonymity, which is zero iff the largest identifiability set
allowing identification equals the a-priori anonymity set.

2. Within an a-priori identifiability set, its subsets which are the a-posteriori anonymity sets
characterize the a-posteriori anonymity. It is zero iff all a-posteriori anonymity sets have
cardinality 1.

192 A digital partial identity is the same as a partial digital identity. In the following, we skip “partial”
if the meaning is clear from the context.
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between physical vs. digital (=virtual) world as a primary means to build up a terminology is not
helpful. First we have to define what a person, an entity, and an identity is. The distinction
between physical and digital is only of secondary importance and the structure of the terminology
should reflect this fundamental fact.'®

13.4 Identity management-related terms

Identity management

Identity management means managing various partial identities (usually denoted by
pseudonyms) of an individual person, i.e., administration of identity attributes including the
development and choice of the partial identity and pseudonym to be (re-)used in a specific
context or role.

Establishment of reputation is possible when the individual person re-uses partial identities. A
prerequisite to choose the appropriate partial identity is to recognize the situation the person is
acting in.

Privacy-enhancing identity management'®
Given the restrictions of a set of applications, identity management is called privacy-enhancing if
it sufficiently preserves unlinkability (as seen by an attacker) between the partial identities of an
individual person required by the applications.™

Identity management is called perfectly privacy-enhancing if it perfectly preserves unlinkability
between the partial identities, i.e., by choosing the pseudonyms (and their authorizations, cf.
Section 10.3) denoting the partial identities carefully, it maintains unlinkability between these
partial identities towards an attacker to the same degree as giving the attacker the attribute
values with all pseudonyms omitted.

Privacy-enhancing identity management enabling application design

An application is designed in a privacy-enhancing identity management enabling way if neither
the pattern of sending/receiving messages nor the attribute values given to entities (i.e., human
beings, organizations, computers) reduce unlinkability more than is strictly necessary to achieve
the purposes of the application.

1% |n other disciplines, of course, it may be very relevant whether a person is a human being with

a physical body. Please remember Section 13.2, where the sociological definition of identity
includes “is bound to a body”, or law enforcement when a jail sentence has to be carried out.
Generalizing from persons, laws should consider and spell out whether they are addressing
physical entities, which cannot be duplicated easily, or digital entities, which can.

% Given the terminology defined in Sections 2 to 5, privacy-enhancing identity management is
unlinkability-preserving identity management. So, maybe, the term “privacy-preserving identity
management” would be more appropriate. But to be compatible to the earlier papers in this field,
we stick to privacy-enhancing identity management.

1% Note that due to our setting, this definition focuses on the main property of Privacy-Enhancing
Technologies (PETs), namely data minimization: This property means to limit as much as
possible the release of personal data and for those released, preserve as much unlinkability as
possible. We are aware of the limitation of this definition: In the real world it is not always desired
to achieve utmost unlinkability. We believe that the user as the data subject should be
empowered to decide on the release of data and on the degree of linkage of his or her personal
data within the boundaries of legal regulations, i.e., in an advanced setting the privacy-enhancing
application design should also take into account the support of “user-controlled release” as well
as “user-controlled linkage”.
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Identity management system (IMS)106

An identity management system in its broadest sense refers to technology-based administration
of identity attributes including the development and choice of the partial identity and pseudonym
to be (re-)used in a specific context or role.'”’

Privacy-enhancing identity management system (PE-IMS)

A Privacy-Enhancing IMS is an IMS that, given the restrictions of a set of applications, sufficiently
preserves unlinkability (as seen by an attacker) between the partial identities and corresponding
pseudonyms of an individual person.

User-controlled identity management system

A user-controlled identity management system is an IMS that makes the flow of this user’s
identity attribute values explicit to the user and gives its user a large degree of control [CPHHO02].
The guiding principle is “notice and choice”.

Combining user-controlled IMS with PE-IMS means user-controlled linkability of personal data,
i.e., achieving user-control based on thorough data minimization.'*®

According to respective situation and context, such a system supports the user in making an
informed choice of pseudonyms, representing his or her partial identities. A user-controlled PE-
IMS supports the user in managing his or her partial identities, i.e., to use different pseudonyms
with associated identity attribute values according to different contexts, different roles the user is
acting in and according to different interaction partners. It acts as a central gateway for all
interactions between different applications, like browsing the web, buying in Internet shops, or
carrying out administrative tasks with governmental authorities [HBCCO04].

1% Some publications use the abbreviations IdMS or IDMS instead.

97 We can distinguish between identity management system and identity management
application: The term “identity management system” is seen as an infrastructure, in which
“identity management applications” as components, i.e., software installed on computers, are co-
ordinated.

1% And by default unlinkability of different user actions so that interaction partners involved in
different actions by the same user cannot combine the personal data disseminated during these
actions.
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14 Overview of main definitions and their negations

Anonymity of a subject from an attacker’s
perspective means that the attacker cannot
sufficiently identify the subject within a set of
subjects, the anonymity set.

Identifiability of a subject from an attacker’s
perspective means that the attacker can
sufficiently identify the subject within a set of
subjects, the identifiability set.

Unlinkability of two or more items of interest
(IQls, e.g., subjects, messages, actions, ...)
from an attacker’s perspective means that
within the system (comprising these and
possibly other items), the attacker cannot
sufficiently distinguish whether these 10ls are
related or not.

Linkability of two or more items of interest
(I0ls, e.g., subjects, messages, actions, ...)
from an attacker’s perspective means that
within the system (comprising these and
possibly other items), the attacker can
sufficiently distinguish whether these 10ls are
related or not.

Undetectability of an item of interest (101) from
an attacker’s perspective means that the
attacker cannot sufficiently distinguish whether
it exists or not.

Detectability of an item of interest (10l) from an
attacker’s perspective means that the attacker
can sufficiently distinguish whether it exists or

not.

Unobservability of an item of interest (IOI)
means
* undetectability of the 10l against all
subjects uninvolved in it and
* anonymity of the subject(s) involved in
the 10l even against the other
subject(s) involved in that 10I.

Observability of an item of interest (I0l) means
<many possibilities to define the semantics>.

15 Concluding remarks

This text is a proposal for consolidating terminology in the field privacy by data minimization. It
motivates and develops definitions for anonymity/identifiability, (un)linkability, (un)detectability,
(un)observability, pseudonymity, identity, partial identity, digital identity and identity management.
Starting the definitions from the anonymity and unlinkability perspective and not from a simplistic
definition of identity (the latter is the obvious approach to some people) reveals some deeper

structures in this field.

The authors hope to get further feedback to improve this text and to come to a more precise and
comprehensive terminology. Everybody is invited to participate in the process of defining an

essential set of terms.

References

BUPf90

Holger Birk, Andreas Pfitzmann: Value Exchange Systems Enabling Security and

Unobservability; Computers & Security 9/8 (1990) 715-721.

Caly04

Jan Camenisch, Anna Lysyanskaya: Signature Schemes and Anonymous Credentials

from Bilinear Maps; Crypto 2004, LNCS 3152, Springer, Berlin 2004, 56-72.

Chau81

David Chaum: Untraceable Electronic Mail, Return Addresses, and Digital

Pseudonyms; Communications of the ACM 24/2 (1981) 84-88.

Chau85

David Chaum: Security without Identification: Transaction Systems to make Big

Brother Obsolete; Communications of the ACM 28/10 (1985) 1030-1044.

Chau88

David Chaum: The Dining Cryptographers Problem: Unconditional Sender and

Recipient Untraceability; Journal of Cryptology 1/1 (1988) 65-75.




Chau90

CISc06

CoBi95

CPHHO2

DPD95

HBCCO04

HeMi08

Hild03

ICPPO3

1ISO99

Mart99

Mead34

Pfit96

-36 -

David Chaum: Showing credentials without identification: Transferring signatures
between unconditionally unlinkable pseudonyms; Auscrypt ‘90, LNCS 453, Springer,
Berlin 1990, 246-264.

Sebastian Clauly, Stefan Schiffner: Structuring Anonymity Metrics; in: A. Goto (Ed.),
DIM '06, Proceedings of the 2006 ACM Workshop on Digital Identity Management,
Fairfax, USA, Nov. 2006, 55-62.

David A. Cooper, Kenneth P. Birman: Preserving Privacy in a Network of Mobile
Computers; 1995 IEEE Symposium on Research in Security and Privacy, IEEE
Computer Society Press, Los Alamitos 1995, 26-38.

Sebastian Claul’, Andreas Pfitzmann, Marit Hansen, Els Van Herreweghen: Privacy-
Enhancing Identity Management; The IPTS Report 67 (September 2002) 8-16.

Directive 95/46/EC of the European Parliament and of the Council of 24 October 1995
on the protection of individuals with regard to the processing of personal data and on
the free movement of such data, Official Journal L 281, 23/11/1995 P. 0031 — 0050,
http://eur-lex.europa.eu/LexUriServ/LexUriServ.do?uri=CELEX:31995L0046:EN:HTML
; current as of Feb. 17, 2010.

Marit Hansen, Peter Berlich, Jan Camenisch, Sebastian Claul}, Andreas Pfitzmann,
Michael Waidner: Privacy-Enhancing Identity Management; Information Security
Technical Report (ISTR) Volume 9, Issue 1 (2004), Elsevier, UK, 35-44,
http://dx.doi.org/10.1016/S1363-4127(04)00014-7 ; current as of Dec. 17, 2009.

Alejandro Hevia, Daniele Micciancio: An Indistinguishability-Based Characterization of
Anonymous Channels; Privacy Enhancing Technologies 2008, LNCS 5134, Springer,
Berlin 2008, 24-43.

Mireille Hildebrandt (Vrije Universiteit Brussels): presentation at the FIDIS workshop
2" December, 2003; slides: http://www.calt.insead.edu/fidis/workshop/workshop-wp2-
december2003/presentation/VUB/VUB fidis wp2 workshop dec2003.ppt ; current as
of Dec. 17, 2009.

Independent Centre for Privacy Protection & Studio Notarile Genghini: Identity
Management Systems (IMS): Identification and Comparison Study; commissioned by
the Joint Research Centre Seville, Spain, September 2003,
http://www.datenschutzzentrum.de/projekte/idmanage/study.htm ; current as of Dec.
17, 2009.

ISO/IEC IS 15408, 1999, http://www.commoncriteria.org/ ; current as of Dec. 17,
2009.

David Michael Martin: Local Anonymity in the Internet; PhD dissertation, Boston
University, Graduate School of Arts and Sciences, 1999,
http://www.cs.uml.edu/~dm/pubs/thesis.pdf; current as of Dec. 17, 2009.

George H. Mead: Mind, Self and Society; Chicago Press 1934.

Birgit Pfitzmann (collected by): Information Hiding Terminology -- Results of an
informal plenary meeting and additional proposals; Information Hiding, LNCS 1174,
Springer, Berlin 1996, 347-350.



PPWO1

PfWa86

RaRD09

ReRu98

Shan48

Shan49

StSy00

Tane96

ToHV04

Waid90

West67

Wils93

ZFKP98

-37-

Andreas Pfitzmann, Birgit Pfitzmann, Michael Waidner: ISDN-MIXes -- Untraceable
Communication with Very Small Bandwidth Overhead; 7" IFIP International
Conference on Information Security (IFIP/Sec ‘91), Elsevier, Amsterdam 1991, 245-
258.

Andreas Pfitzmann, Michael Waidner: Networks without user observability -- design
options; Eurocrypt ‘85, LNCS 219, Springer, Berlin 1986, 245-253; revised and
extended version in: Computers & Security 6/2 (1987) 158-166.

Kai Rannenberg, Denis Royer, André Deuker (Eds.): The Future of Identity in the
Information Society — Challenges and Opportunities; Springer, Berlin 2009.

Michael K. Reiter, Aviel D. Rubin: Crowds: Anonymity for Web Transactions, ACM
Transactions on Information and System Security 1(1), November 1998, 66-92.

Claude E. Shannon: A Mathematical Theory of Communication; The Bell System
Technical Journal 27 (1948) 379-423, 623-656.

Claude E. Shannon: Communication Theory of Secrecy Systems; The Bell System
Technical Journal 28/4 (1949) 656-715.

Stuart Stubblebine, Paul Syverson: Authentic Attributes with Fine-Grained Anonymity
Protection; Financial Cryptography 2000, LNCS Series, Springer, Berlin 2000.

Andrew S. Tanenbaum: Computer Networks; 3" ed., Prentice-Hall, 1996.

Gergely Toth, Zoltan Hornak, Ferenc Vajda: Measuring Anonymity Revisited; in: S.
Liimatainen, T. Virtanen (Eds.), Proceedings of the Ninth Nordic Workshop on Secure
IT Systems, Espoo, Finland, November 2004, 85-90.

Michael Waidner: Unconditional Sender and Recipient Untraceability in spite of Active
Attacks; Eurocrypt ‘89, LNCS 434, Springer, Berlin 1990, 302-319.

Alan F. Westin: Privacy and Freedom; Atheneum, New York 1967.

Kenneth G. Wilson: The Columbia Guide to Standard American English; Columbia
University Press, New York 1993.

Jan Zoéliner, Hannes Federrath, Herbert Klimant, Andreas Pfitzmann, Rudi
Piotraschke, Andreas Westfeld, Guntram Wicke, Gritta Wolf: Modeling the security of
steganographic systems; 2 Workshop on Information Hiding, LNCS 1525, Springer,
Berlin 1998, 345-355.



-38 -

Appendices
A1 Relationships between some terms used

For some terms used in this document, the following “is”-relation (subclass hierarchy) holds:

items of interest (I0l) <are>

entity
subject
actor
actee
natural person (= human being)
legal person
computer
sender of a message
recipient of a message
insider
outsider
object
message
actions

sending of message
receiving of message
identifier
name
pseudonym
digital pseudonym

In addition, we would like to have a notation for a “may have”-relation. Thereby, we give the most
general relation. In the example below, “subject” may have “digital pseudonym” implies that
“objects” may have no “digital pseudonym”.

Subject <may have>
digital pseudonym

{If, e.g., in the area of ontologies, there is some other standard notation for this, please let us
know.}

A2 Relationship to the approach of Alejandro Hevia and Daniele Micciancio

In [HeMi08], Alejandro Hevia and Daniele Micciancio take usual properties of communication
networks, i.e., whether an attacker sees “U” the “values of the messages sent/received” for each
sender/recipient, or only “X” the “number of messages sent/received” for each sender/recipient, or
only “#” the “total number of messages”, or “?” meaning “nothing” at all, as starting point to define
several variants of anonymity. In the following Table 1, in the left column, after name and
abbreviation, the first item of each pair describes what can be learned about each sender, the
second item describes what can be learned about each recipient.
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Anonymity Variant [HeMi08] Anonymity Variant as named in this document

Relationship anonymity

Relationship unobservability

Sender Unlinkability (SUL) (Z,U) | Sender anonymity

Receiver Unlinkability (RUL) (U,2) | Recipient anonymity

Sender-Receiver Unlinkability (UL) (Z,Z) | Sender anonymity AND recipient anonymity
Sender Anonymity (SA) (?,U) | Sender unobservability

Receiver Anonymity (RA) (U,?) | Recipient unobservability

Strong Sender Anonymity (SA*) (?,Z) | Sender unobservability AND recipient anonymity
Strong Receiver Anonymity (RA*) (=,?) | Recipient unobservability AND sender anonymity

Sender and Receiver Anonymity (SRA) (#,#)

Undetectability

Unobservability (UO) (?,?) | Sender unobservability AND recipient
unobservability

Table 1: Close matches between terms
Based on a formalization of these variants, [HeMi08] proves relationships between these notions.

While their approach is fully tailored to anonymous communication networks (as we know them
today), is well formalized and thus achieves insight in this domain, our approach is more general
by not starting with global properties of communication networks (values of messages vs. number
of messages vs. total number of messages vs. nothing), but single 10ls and their possible
relationships. Admittedly, our approach, as described in this document, is less formal w.r.t. the
properties defined. But our approach is more detailed than theirs w.r.t. against which attackers
the properties might be achieved, i.e., w.r.t. subjects uninvolved in the 10ls only or even w.r.t.
subjects involved in the 101s.'*

In the right column of Table 1, we give the names introduced in this document most closely
matching the anonymity variants defined in [HeMi08].

First, it is interesting to note that [HeMi08] has
* neither anonymity variants corresponding to relationship anonymity nor relationship
unobservability as described in Sections 5 and 6,'"°
* nor a notion of changes to the anonymity, unlinkability, ... of subjects, i.e., no distinction
between the status of the world as is and the delta properties,

109 Assuming that the properties defined in [HeMi08] have to hold against all attackers and taking

into account that concealing the value of messages sent/received against the sender/recipient(s)
is clearly impossible, one might infer that the properties defined in [HeMi08] implicitly presuppose
that only uninvolved subjects are considered, i.e., that only outsiders are considered as attackers.
Since we believe that this has not been the intention of Alejandro Hevia and Daniele Micciancio,
we assume they excluded the sender/recipient(s) of each message from their consideration.
Given our assumption, the entries in the right column of Table 1 are chosen well. Given that
Alejandro Hevia and Daniele Micciancio wanted to characterize properties w.r.t. subjects
uninvolved only, we would have to replace the term “unobservability” in the right column of Table
1 by “undetectability” and change our argumentation accordingly in the following. In addition, we
would define: (1) sending undetectability as “the attacker cannot sufficiently distinguish whether
sending occurs or not” and (2) receiving undetectability as “the attacker cannot sufficiently
distinguish whether receiving occurs or not” and then call SA sending undetectability, call RA
receiving undetectability, call SA* sending undetectability AND recipient anonymity, call RA*
receiving undetectability AND sender anonymity, and finally call UO undetectability.

"% The reason for this might be that [HeMi08] does not try to have some notion which matches
our notion of unlinkability (which is, of course, quite hard to formalize).
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* nor a distinction between undetectability and unobservability as described in Section 6,
i.e., no distinction between uninvolved and involved subjects attacking.
From our point of view this stems from the fact that neither relationship anonymity nor relationship
unobservability nor the distinction between undetectability and unobservability can be expressed
by looking at the values of the messages and their number. Nevertheless we feel that these
properties are too important to be neglected.

Second, it is interesting to note that in this document, we have not defined an anonymity variant
corresponding to SRA.The reason is that we do not see a direct relationship between the total
number of messages and the properties we defined. Maybe there is something to be discovered.

Third, it is interesting to note that four anonymity properties defined in [HeMi08], i.e., UL, SA*,
RA*, and UO are combined anonymity variants in our approach.

Fourth, it is interesting to note that
* all relationships between terms described in Section 7 are fully compatible with the
findings in [HeMi08 Fig. 2, Relation Triv] (taking the matches of Table 1 into account, of
course) and
e all remarks on adding dummy traffic to strengthen anonymity to unobservability in Section
8 are fully compatibe with the findings in [HeMi08 Fig. 2, Relations D2Sink and D2AlII].
Needless to say that we are quite happy that a formalization gives the same results as informal
arguments.

A3 Relationship of our definitions of anonymity and of identifiability to another approach

Whereas we start our definitions of anonymity, identity and identifiability by the very general
assumption that subjects have attributes (comprising all possible kinds of properties, by defining
attribute as a quality or characteristic of an entity or an action, cf. Section 2), others start by the
quite specific assumption that a somewhat fixed set of identities is given. Identities then might be
the civil identities, e.g., of natural persons, as attributed to them by a State and named, e.g., by
the social security number or the combination of name, date of birth and location of birth.

Whereas starting from a somewhat fixed set of identities seems to make developing definitions
easier, it severely restricts understanding the structure of the field — at least from our point of
view. So we encourage the reader to take civil identities just as another kind of attribute — may be
a very important kind of attribute, but still an attribute.

If anonymity of a subject shall mean that his/her civil identity is not known, then this can be easily
expressed in our definitions either just as done or by calling it unlinkability of subject and his/her
civil identity. But expressing the more general property that anonymity of a subject means that the
subject is not uniquely characterized within a set of subjects, is hardly possible without a general
notion of attributes and attribute values.

If identifiability of a subject shall mean that his/her civil identity is known, then this can be easily
expressed in our definitions either just as done or by calling it linkability of subject and his/her civil
identity. But expressing the more general property that identifiability of a subject means that the
subject can sufficiently be identified within a set of subjects, again is hardly possible without a
general notion of attributes and attribute values.
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relationship, 26, 27
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state, 7
station, 6, 20
steganographic systems, 16
steganography, 16, 20
strength of anonymity, 11, 19, 25, 27
strength of identifiability, 30
strength of unobservability, 17
subject, 7, 9, 10, 14, 21, 28, 29, 30
active, 9
passive, 9
surrounding, 7, 8
system, 7, 8
threshold, 10
transaction pseudonym, 26, 27
transfer of holdership, 23
transferability, 28
transferable group pseudonym, 23
transferable pseudonym, 23
undetectability, 16, 17, 19, 20, 35
quantify, 16
undetectability delta, 16, 18
undetectability mechanisms, 20
unicast, 13
uniqueness, 28
universe, 7
unlinkability, 6, 12, 13, 14, 15, 27, 29, 33,
34, 35
quantity of, 12
unlinkability delta, 13
unlinkability set, 14
unlinkable, 13, 27
unobservability, 16, 17, 19, 20, 35
recipient, 17
relationship, 17, 20
sender, 17, 20
strength of, 17
unobservability delta, 18
unobservability set, 17, 18
user-controlled, 34
user-controlled identity management
system, 34
user-controlled linkage, 33
user-controlled release, 33
usual suspects, 9
value broker, 25
virtual identity, 32
virtual person, 32
zero-knowledge proof, 26



Translation of essential terms

To Czech
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Vashek Matyas, Masaryk Univ. Brno, Czech republic

matyas@fi.muni.cz

Zdenek Riha, Masaryk Univ. Brno, Czech republic

zriha@fi.muni.cz

Alena Honigova
alena_honigova@itse.cz

abuse

accountability

accountability in spite of anonymity
accountability with respect to a pseudonym

actee

acting entity

action

actor

addressable pseudonym
anonymity

anonymity delta
anonymity set
anonymous

a-posteriori knowledge
application design
a-priori knowledge
attacker

attacker model

attribute

attribute authentication by third parties
attribute certificate
attribute values
authentication
authorization

avatar

background knowledge
biometrics

bit string

blocking

broadcast

certification authority
chains of identity brokers
change history

civil identity
communication network
communication relationship
complete identity
computer

context

convertibility
convertibility of digital pseudonyms

zneuzit, zneuziti

prokazatelna odpovédnost
prokazatelna odpovédnost i pfes anonymitu
prokazatelna odpovédnost vzhledem k
pseudonymu

subjekt (pfedmét) Cinu / akce
jednajici entita

jednani, ¢in, akce

Cinitel

adresovatelny pseudonym
anonymita

delta (rozdil) anonymity
anonymitni mnozina

anonymni

a posteriori (znalost po udalosti)
navrh aplikace

a priori (znalost pfed udalosti)
utocnik

model utoénika

atribut

atributova autentizace za pomoci tfeti strany
atributovy certifikat

hodnoty atributd

autentizace

autorizace

zosobnéni

znalost prostiedi / pozadi
biometrika

bitovy Fetézec

blokujici, blokovani

vysilani, broadcast

certifikacni autorita

fetézce zprostfedkovatell identity
historie zmén

ob&anska totoznost/identita
komunikaéni sit

komunikaéni vztah

Uplna totoznost/identita

pocita¢

kontext

prevoditelnost

prevoditelnost digitalnich pseudonymi



cover claims
credential

customer pseudonym
data minimization
data protection

data protection regulations
data subject

DC-net

delta

detectability

digital identity

digital partial identity
digital pseudonym
digital signature
disinformation
distinguish

dummy traffic
encryption
end-to-end encryption
entity

entropy

forget

global anonymity
globally unique pseudonym
group communication
group pseudonym
holder

holder of the pseudonym
human being

I

identifiability
identifiability set
identifiable

identifier

identifier of a subject
identity

identity broker
identity card

identity certificate
identity management

identity management application

identity management system
identity theft

imply

IMS

indistinguishability
indistinguishable

individual

individual anonymity
individual person

individual subject

initially non-public pseudonym

initially unlinked pseudonym
insider

introducer

is-a-person pseudonym
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pokryt naroky

autorizacni atributy
pseudonym zakaznika
minimalizace dat

ochrana (osobnich) dat
predpisy pro ochranu (osobnich) dat
dotceny (subjekt dat)
DC-sit

delta (rozdil)
detekovatelnost

digitalni identita

digitalni Castecna identita
digitalni pseudonym
digitalni podpis
dezinformace (zamérna)
odlisit

nevyznamny / umély provoz
(za)sifrovani

Sifrovani mezi koncovymi uzly (end-to-end)

entita

entropie

zapomenout

globalni anonymita

globalné jedine¢ny pseudonym
skupinova komunikace
skupinovy pseudonym

drzitel

drzitel pseudonymu

lidska bytost

ja

identifikovatelnost
identifikovatelnostni mnozina
identifikovatelny

identifikator

identifikator subjektu

identita, totoznost
zprostfedkovatel identity
obc&ansky prikaz, identifikacni prikaz
certifikat identity

sprava identit

aplikace pro spravu identity
systém spravy identit

kradez identity

implikovat, znamenat

IMS

nerozliSitelnost

nerozliSitelny

individualni / jednotlivy
anonymita jednotlivce
jednotlivec

jednotlivy subjekt

zpocatku nevefejny pseudonym
zpocatku nespojeny pseudonym
vnitfni Cinitel

predkladatel, uvadéc
pseudonym je-osobou
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items of interest

key

knowledge

largest possible anonymity set

lattice

legal person

liability broker

linkability

linkability between the pseudonym and its holder

linkability broker

Me

mechanisms

mechanisms for anonymity
mechanisms for unobservability
message

message content
misinformation

MIX-net

mobile phone number
multicast

name

natural person

new knowledge

non-public pseudonym
notice and choice

nym

nymity

observation

one-time pad
one-time-use pseudonym
organization

outsider

owner

partial digital identity
partial identity

perfect secrecy

person pseudonym
perspective

precise

privacy

privacy-enhancing application design
privacy-enhancing identity management system

Privacy-Enhancing Technologies
private information retrieval
private key

probabilities

property

pseudonym

pseudonymity
pseudonymization
pseudonymous

public key

public key certificate

public pseudonym

predméty zajmu

kli¢

znalost

nejvétsi mozna anonymitni mnoZina
mfiZka

pravnicka osoba

zprostfedkovatel odpovédnosti
spojitelnost

spojitelnost mezi pseudonymem a jeho
drzitelem

zprostfedkovatel spojitelnosti

o mné (“Me”)

mechanizmy

mechanizmy pro anonymitu
mechanizmy pro nepozorovatelnost
zprava

obsah zpravy

nespravna / mylna informace
mixovaci sit

Cislo mobilniho telefonu

multicast, vicesmérové vysilani
jméno

fyzické osoba

nova znalost

nevefejny pseudonym

oznameni a volba

-nym

-nymita

pozorovani

jednorazové heslo

jednorazovy pseudonym
organizace

vnéjsi Cinitel

vlastnik

Castecna digitalni identita

Castecna identita

dokonalé utajeni

pseudonym osoby

perspektiva, uhel pohledu

presny

soukromi

navrh aplikace zvySujici ochranu soukromi
systém spravy identity zvySujici ochranu
soukromi

technologie zvysujici ochranu soukromi
vyhledavani/ziskavani soukromych informaci
soukromy / privatni kli¢
pravdépodobnosti

vlastnost

pseudonym

pseudonymita

pseudonymizace

pseudonymni (pod pseudonymem)
vefejny Kli¢

certifikat vefejného klice

vefejny pseudonym



quality of anonymity
quantify pseudonymity
quantify unlinkability
quantify unobservability
quantity of anonymity

real name

recipient

recipient anonymity
recipient anonymity set
recipient pseudonymity
recipient unobservability
recipient unobservability set
relationship anonymity
relationship anonymity set
relationship pseudonym
relationship unobservability
relationship unobservability set
reputation

revocation

robustness of anonymity
role

role pseudonym
role-relationship pseudonym
semantic dummy traffic
sender

sender anonymity

sender anonymity set
sender pseudonymity
sender unobservability
sender unobservability set
sender-recipient-pairs

set

set of subjects

setting

side channel

signal

social role

social security number
spread spectrum

state

station

steganographic systems
steganography

strength of anonymity
subject

surrounding

system

transaction pseudonym
transfer of holdership
transferability

transferable group pseudonym
transferable pseudonym
undetectability
undetectability delta
unicast

uniqueness
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uroven / kvalita anonymity
kvantifikovat pseudonymitu
kvantifikovat nespojitelnost
kvantifikovat nepozorovatelnost
kvantifikovat anonymitu
skute€¢né jméno

pfijemce

anonymita pfijemce

anonymitni mnozina pfijemcl
pseudonymita pfijemce
nepozorovatelnost pfijemce
nepozorovatelnostni mnozina pfijemci
anonymita vztahu

anonymitni mnozina vztahu
pseudonym vztahu
nepozorovatelnost vztahu
nepozorovatelnostni mnozina vztahu
poveést, reputace

odvolani

robustnost anonymity

role

pseudonym role

pseudonym role-vztah
sémanticky umély provoz
odesilatel

anonymita odesilatele
anonymitni mnozina odesilateld
pseudonymita odesilatele
nepozorovatelnost odesilatele
nepozorovatelnostni mnozina odesilatell
dvojice odesilatel-pfijemce
mnozina

mnozina subjektl

nastaveni

postranni kanal

signal, podnét, znameni
socialni role

Cislo socialniho zabezpec&eni
rozlozené spektrum

stav

stanovisté, misto, plsobisté
steganografické systémy
steganografie

sila/odolnost anonymity

subjekt

okolni

systém

transakéni pseudonym

zména drzeni (vlastnictvi)
prevoditelnost

prevoditelny pseudonym skupiny
prevoditelny pseudonym
nedetekovatelnost

delta (rozdil) nedetekovatelnosti
unicast, jednosmérové vysilani
jedine¢nost



universe

unlinkability
unlinkability delta
unobservability
unobservability delta
unobservability set
user-controlled identity management system
user-controlled linkage
user-controlled release
usual suspects

value broker

virtual identity
zero-knowledge proof
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universum

nespojitelnost

delta (rozdil) nespojitelnosti
nepozorovatelnost

delta (rozdil) nepozorovatelnosti
nepozorovatelnostni mnozina
uzivatelem fizeny systém spravy identit
uzivatelem fizené spojeni
uzivatelem fizené zvefejnéni
obvykli podezreli

zprostfedkovatel hodnoty

virtualni identita

ddkaz s nulovym rozsifenim znalosti



To Dutch

Wim Schreurs
LSTS - Vrije Universiteit Brussel
wim.schreurs@vub.ac.be

abuse
accountability
accountability in spite of anonymity

accountability with respect to a pseudonym

actee

acting entity

action

actor

addressable pseudonym
anonymity

anonymity delta
anonymity set
anonymous

a-posteriori knowledge
application design
a-priori knowledge
attacker

attacker model

attribute

attribute authentication by third parties

attribute certificate
attribute values
authentication
authorization

avatar

background knowledge
biometrics

bit string

blocking

broadcast

certification authority
chains of identity brokers
change history

civil identity
communication network
communication relationship
complete identity
computer

context

convertibility

convertibility of digital pseudonyms
cover claims

credential

customer pseudonym

data minimization

data protection

data protection regulations

data subject
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misbruik

rekenschap

rekenschap ondanks anonimiteit
rekenschap betreffende een pseudoniem
behandelde

handelende entiteit

handeling

diegene die een handeling stelt
adresseerbaar pseudoniem
anonimiteit

anonimiteit-delta

anonimiteit-set

anoniem

a-posteriori kennis

ontwerp van een toepassing
a-priori kennis

aanvaller

aanvaller-model

attribuut

authenticatie van een attribuut door derde
partijen

attribuut-certificaat
attribuutwaarden

authenticatie

autorisatie

avatar

achtergrondkennis

biometrie

bit string

blokkeren

uitzending

certificatie-autoriteit

ketens van identiteitshandelaars
veranderingsgeschiedenis
burgerlijke identiteit
communicatienetwerk
communicatie-relatie

volledige identiteit

computer

context

omuwisselbaarheid
omwisselbaarheid van digitale pseudoniemen
eisen indekken

credential

klanten-pseudoniem

data minimalisering
persoonsgegevensbescherming
regels betrefffende de bescherming van
persoonsgegevens

betrokkene



DC-net

delta

detectability

digital identity

digital partial identity

digital pseudonym

digital signature
disinformation

distinguish

dummy traffic

encryption

end-to-end encryption
entity

entropy

forget

global anonymity

globally unique pseudonym
group communication
group pseudonym

holder

holder of the pseudonym
human being

I

identifiability

identifiability set
identifiable

identifier

identifier of a subject
identity

identity broker

identity card

identity certificate

identity management
identity management application
identity management system
identity theft

imply

IMS

indistinguishability
indistinguishable

individual

individual anonymity
individual person

individual subject

initially non-public pseudonym
initially unlinked pseudonym
insider

introducer

is-a-person pseudonym
items of interest

key

knowledge

largest possible anonymity set
lattice

legal person

liability broker
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dc-net

delta

bespeurbaarheid

digitale identiteit

digitale gedeeltelijke identiteit
digitaal pseudoniem
digitale handtekening
desinformatie
onderscheiden
dummy-verkeer

encryptie

end-to-end encryptie
entiteit

entropie

vergeten

globale anonimiteit

globaal uniek pseudoniem
groep-communicatie
groep-pseudoniem

houder

houder van het pseudoniem
mens

ik

identificeerbaarheid
identificeerbaarheid-set
identificeerbaar

vaststeller van een identiteit

vaststeller van de identiteit van een subject

identiteit
identiteit-makelaar
identiteitskaart
identiteit-certificaat
identiteit-management

toepassing van identiteit-management

identiteit-management-systeem
identiteitsdiefstal
impliceren

IMS
ononderscheidbaarheid
ononderscheidbaar
individu

individuele anonimiteit
individuele persoon
individueel subject
initieel niet-publiek pseudoniem

initieel onverbonden pseudoniem

insider

inleider

is-een-persoon pseudoniem
voorwerpen van belang
sleutel

kennis

grootst mogelijke anonimiteit-set

raster
rechtspersoon
aansprakelijkheid-makelaar
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linkability
linkability between the pseudonym and its holder

linkability broker

Me

mechanisms
mechanisms for anonymity
mechanisms for unobservability
message

message content
misinformation

MIX-net

mobile phone number
multicast

name

natural person

new knowledge
non-public pseudonym
notice and choice

nym

nymity

observation

one-time pad
one-time-use pseudonym
organization

outsider

owner

partial digital identity
partial identity

perfect secrecy

person pseudonym
perspective

precise

privacy
privacy-enhancing application design

privacy-enhancing identity management system

Privacy-Enhancing Technologies
private information retrieval
private key

probabilities

property

pseudonym

pseudonymity
pseudonymization
pseudonymous

public key

public key certificate

public pseudonym

quality of anonymity
quantify pseudonymity
quantify unlinkability
quantify unobservability
quantity of anonymity

real name

verbindbaarheid

verbindbaarheid tussen het pseudoniem en
diens houder
verbindbaarheid-makelaar

Me

mechanismen

mechanismen voor anonimiteit
mechanismen voor onwaarneembaarheid
boodschap

inhoud van een boodschap
misinformatie

mix-net

mobiel telefoonnummer

multi-cast

naam

natuurlijke persoon

nieuwe kennis

niet-publiek pseudoniem
kennisgeving en keuze

nym

nymiteit

waarneming

one-time pad
one-time-gebruik-pseudoniem
organisatie

outsider

eigenaar

gedeeltelijke digitale identiteit
gedeeltelijke identiteit

perfecte geheimhouding
persoon-pseudoniem

perspectief

precies

privacy

privacy-bevorderend ontwerp van een
toepassing

privacy-bevorderend identiteit-management-
systeem

privacy-bevorderende technologieén
ophaling van private informatie
private sleutel

waarschijnlijkheden

eigendom

pseudoniem

pseudonimiteit

pseudonimisering

pseudoniem

publieke sleutel

publieke sleutel-certificaat

publiek pseudoniem

kwaliteit van anonimiteit
pseudonimiteit kwantificeren
onverbondenheid kwantificeren
onwaarneembaarheid kwantificeren
kwantiteit van anonimiteit

echte naam



recipient

recipient anonymity
recipient anonymity set
recipient pseudonymity
recipient unobservability
recipient unobservability set
relationship anonymity
relationship anonymity set
relationship pseudonym
relationship unobservability
relationship unobservability set
reputation

revocation

robustness of anonymity
role

role pseudonym
role-relationship pseudonym
semantic dummy traffic
sender

sender anonymity

sender anonymity set
sender pseudonymity
sender unobservability
sender unobservability set
sender-recipient-pairs

set

set of subjects

setting

side channel

signal

social role

social security number
spread spectrum

state

station

steganographic systems
steganography

strength of anonymity
subject

surrounding

system

transaction pseudonym
transfer of holdership
transferability

transferable group pseudonym
transferable pseudonym
undetectability
undetectability delta
unicast

uniqueness

universe

unlinkability

unlinkability delta
unobservability
unobservability delta
unobservability set
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ontvanger

ontvanger-anonimiteit
ontvanger-anonimiteit-set
ontvanger-pseudonimiteit
ontvanger-onwaarneembaarheid

ontvanger-onwaarneembaarheid-set

relatie-anonimiteit
relatie-anonimiteit-set
relatie-pseudoniem
relatie-onwaarneembaarheid
relatie-onwaarneembaarheid-set
reputatie

herroeping
anonimiteitskracht

rol

rol-pseudoniem
rol-relatie-pseudoniem
semantisch dummy verkeer
zender

zender-anonimiteit
zender-anonimiteit-set
zender-pseudonimiteit
zender-onwaarneembaarheid
zender-onwaarneembaarheid-set
zender-ontvanger-paren

set

set van subjecten

setting

side-kanaal

signaal

sociale rol

sociaal zekerheidsnummer
spreidbereik

staat

eindapparatuur
stenografische systemen
stenografie

sterkte van anonimiteit
subject

omgeving

systeem
transactie-pseudoniem
overdracht van eigendomstitel
overdraagbaarheid
overdraagbaar groep-pseudoniem
overdraagbaar pseudoniem
onbespeurbaarheid
onbespeurbaar delta

uni-cast

uniekheid

universum
onverbindbaarheid
onverbindbaarheid-delta
onwaarneembaarheid
onwaarneembaarheid-delta
onwaarneembaarheid-set
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user-controlled identity management system door gebruikers gecontroleerd identiteit-
management-systeem

user-controlled linkage door gebruikers gecontroleerde verbinding

user-controlled release door gebruikers gecontroleerde vrijgave

usual suspects gebruikelijke verdachten

value broker waarde-makelaar

virtual identity virtuele identiteit

zero-knowledge proof zero-knowledge bewijs



To French

Yves Deswarte, LAAS-CNRS
Yves.Deswarte@laas.fr

Here is the color code | used:
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- l indicate in black those terms that should be easily accepted.

- In blue are neologisms that | propose, i.e., they are not (currently)
French words or expressions, but | think that most French-speaking people
would understand them. So they'd be generally preferable to existing
French expressions that would be ambiguous or too long. (But some
rigorous French people do not accept easily neologisms).

- In red are the terms or expressions that translate (as well as | can)
the English terms or expressions, but are not exactly equivalent. Other
French speakers may prefer other expressions or find better translations.

- In some cases (e.g., for pseudonymity or linkability), | indicated my
proposal (in blue since it is a neologism) and an "official" expression
in red (e.g., from the official French version of the Common Criteria).

In other cases | indicated several possibilities in red, when | could
not decide which | feel better (I'd chose probably one or the other one

according to the context).

I'd recommend other French speaking partners to check at least those blue

and red expressions.

abuse

accountability

accountability in spite of anonymity
accountability with respect to a pseudonym
actee

acting entity

action

actor

addressable pseudonym
anonymity

anonymity delta

anonymity set

anonymous

a-posteriori knowledge

application design

a-priori knowledge

attacker

attacker model

attribute

attribute authentication by third parties
attribute certificate

attribute values

authentication

authorization

avatar

background knowledge

biometrics

bit string

blocking

broadcast

abus

imputabilité

imputabilité malgré 'anonymat
imputabilité par rapport a un pseudonyme
entité sur laquelle porte I'action
agent

action

acteur

pseudonyme adressable
anonymat

delta d’'anonymat

ensemble d’anonymat
anonyme

connaissance a posteriori
conception d’application
connaissance a priori
attaquant

modele d’attaquant

attribut

authentification d’attribut par tierces parties
certificat d’attribut

valeurs d’attributs
authentification

autorisation

avatar

connaissance de fond
biométrie

chaine de bits

blocage

diffusion



certification authority
chains of identity brokers
change history

civil identity
communication network
communication relationship
complete identity

computer

context

convertibility

convertibility of digital pseudonyms
cover claims

credential

customer pseudonym

data minimization

data protection

data protection regulations

data subject

DC-net

delta

detectability

digital identity

digital partial identity
digital pseudonym

digital signature
disinformation
distinguish

dummy traffic

encryption

end-to-end encryption
entity

entropy

forget

global anonymity
globally unique pseudonym
group communication
group pseudonym
holder

holder of the pseudonym
human being

I

identifiability
identifiability set
identifiable

identifier

identifier of a subject
identity

identity broker

identity card

identity certificate
identity management
identity management application
identity management system
identity theft

imply

-55.-

autorité de certification

chaines de courtiers d’identité
historique des modifications
identité civile

réseau de communication
relation de communication
identité compléte

ordinateur

contexte

convertibilité

convertibilité de pseudonymes numériques
couvrir des dommages

garantie

pseudonyme du client
minimisation des données
protection des données personnelles
réglementation sur la protection des données
personnelles

sujet auquel se rapportent les données
réseau-DC

delta

détectabilité

identité numérique

identité numérique partielle
pseudonyme numeérique
signature numérique

fausse information

distinguer

traffic factice

chiffrement

chiffrement de bout-en-bout
entité

entropie

oublier

anonymat global

pseudonyme globalement unique
communication de groupe
pseudonyme de groupe
détenteur

détenteur du pseudonyme

étre humain

Je

identifiabilité

ensemble d’identifiabilité
identifiable

identificateur

identificateur d’un sujet

identité

courtier d’identité

carte d’identité

certificat d’identité

gestion des identités

application de gestion des identités
systeme de gestion des identités
vol d’identité

impliquer



IMS

indistinguishability
indistinguishable

individual

individual anonymity
individual person

individual subject

initially non-public pseudonym
initially unlinked pseudonym
insider

introducer

is-a-person pseudonym

items of interest

key

knowledge

largest possible anonymity set
lattice

legal person

liability broker

linkability

linkability between the pseudonym and its holder

linkability broker

Me

mechanisms

mechanisms for anonymity

mechanisms for unobservability

message
message content
misinformation

MIX-net

mobile phone number
multicast

name

natural person

new knowledge
non-public pseudonym
notice and choice

nym

nymity

observation

one-time pad
one-time-use pseudonym

organization
outsider

owner

partial digital identity
partial identity
perfect secrecy
person pseudonym
perspective

precise

privacy
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SGl

indistingabilité

indistingable

individuel

anonymat individuel

individu

sujet individuel

pseudonyme initialement non-public
pseudonyme initialement non-relié
[quelqu’un] de l'intérieur
introducteur

pseudonyme est-une-personne
éléments d’intrét

clé

connaissance

le plus grand ensemble d’anonymat possible
treillis

personne morale

garant

associabilité; possibilité d’établir un lien
associabilité entre le pseudonyme et son
détenteur; possibilité d’établir un lien entre le
pseudonyme et son détenteur
autorité de liaison

Moi

mécanismes

mécanismes d’anonymat
mécanismes d’inobservabilité
message

contenu du message

mauvaise information

réseau de MIX

numeéro de téléphone portable
multidiffusion; multicast

nom

personne réelle

connaissance nouvelle
pseudonyme non-public

notification et choix

nyme

nymité

observation

masque jetable

pseudonyme jetable (ou pseudonyme a usage
unique)

organisation

[quelqu’un] de I'extérieur; externe
propriétaire

identité numérique partielle

identité partielle

secret parfait

pseudonyme de personne

point de vue

précis

vie privée; intimité



privacy-enhancing application design
privacy-enhancing identity management system

Privacy-Enhancing Technologies

private information retrieval
private key

probabilities

property

pseudonym

pseudonymity

pseudonymization
pseudonymous

public key

public key certificate
public pseudonym
quality of anonymity
quantify pseudonymity
quantify unlinkability

quantify unobservability
quantity of anonymity

real name

recipient

recipient anonymity
recipient anonymity set
recipient pseudonymity
recipient unobservability
recipient unobservability set
relationship anonymity
relationship anonymity set
relationship pseudonym
relationship unobservability
relationship unobservability set
reputation

revocation

robustness of anonymity
role

role pseudonym
role-relationship pseudonym
semantic dummy traffic
sender

sender anonymity

sender anonymity set
sender pseudonymity
sender unobservability
sender unobservability set
sender-recipient-pairs

set

set of subjects

setting

side channel

signal

social role

social security number

-57 -

conception d’application préservant la vie
privée

systéme de gestion des identités préservant
la vie privée

Technologies de Protection de la Vie Privée
récupération d’information

clé privée

probabilités

propriété

pseudonyme

pseudonymat; possibilité d’agir sous un
pseudonyme

pseudonymisation

pseudonymique

clé publique

certificat a clé publique

pseudonyme public

qualité d’anonymat

quantifier le pseudonymat

quantifier 'inassociabilité; quantifier la
difficulté a établir un lien

quantifier 'inobservabilite

quantifier 'anonymat

nom réel

recepteur

anonymat de réception

ensemble d’anonymat de réception
pseudonymat de réception
inobservabilité de réception
ensemble d’'inobservabilité de réception
anonymat de relation

ensemble d’anonymat de relation
pseudonymat de relation
inobservabilité de relation

ensemble d’'inobservabilité de relation
réputation

révocation

robustesse d’anonymat

réle

pseudonyme de rble

pseudonyme de role et de relation
trafic sémantique factice

émetteur

anonymat d’émission

ensemble d’anonymat d’émission
pseudonymat d’émission
inobservabilite d’émission

ensemble d’'inobservabilité d’émission
paires d’émetteurs-récepteurs
ensemble

ensemble de sujets

configuration

canal de fuite

signal

rble social

numeéro de sécurité sociale



spread spectrum

state

station

steganographic systems
steganography

strength of anonymity
subject

surrounding

system

transaction pseudonym
transfer of holdership
transferability
transferable group pseudonym
transferable pseudonym
undetectability
undetectability delta
unicast

uniqueness

universe

unlinkability

unlinkability delta
unobservability
unobservability delta
unobservability set
user-controlled identity management system

user-controlled linkage

user-controlled release
usual suspects

value broker

virtual identity
zero-knowledge proof
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étalement de spectre

état

station

systémes stéganographiques
stéganographie

force d’anonymat

sujet

environnement

systeme

pseudonyme de transaction

transfert de détention

transférabilité

pseudonyme de groupe transférable
pseudonyme transférable

indétectabilité

delta d’indétectabilité

monodiffusion, unicast

unicité

univers

inassociabilité, impossibilité d’établir un lien
delta d’'inassociabilité

inobservabilité

delta d’'inobservabilité

ensemble d’'inobservabilité

systéme de gestion d’identité contrdlé par
I'utilisateur

établissement de lien sous le contrble de
I'utilisateur

divulgation sous le contrdle de I'utilisateur
suspects habituels

courtier de valeurs

identité virtuelle

preuve sans divulgation de connaissance



To German

abuse
accountability
accountability in spite of anonymity

accountability with respect to a pseudonym

actee

acting entity

action

actor

addressable pseudonym
anonymity

anonymity delta
anonymity set
anonymous

a-posteriori knowledge
application design
a-priori knowledge
attacker

attacker model

attribute

attribute authentication by third parties
attribute certificate
attribute values
authentication
authorization

avatar

background knowledge
biometrics

bit string

blocking

broadcast

certification authority
chains of identity brokers
change history

civil identity
communication network
communication relationship
complete identity
computer

context

convertibility
convertibility of digital pseudonyms
cover claims

credential

customer pseudonym
data minimization

data protection

data protection regulations
data subject

DC-net

delta

detectability

digital identity

digital partial identity
digital pseudonym
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Missbrauch

Zurechenbarkeit
Zurechenbarkeit trotz Anonymitat
Zurechenbarkeit zu einem Pseudonym
derjenige, auf den eine Handlung wirkt
handelnde Entitat

Handlung

Handelnder

adressierbares Pseudonym
Anonymitat
Anonymitatsdifferenz
Anonymitatsmenge

anonym

A-Posteriori-Wissen
Anwendungsentwurf
A-Priori-Wissen

Angreifer

Angreifermodell

Attribut

Attributauthentisierung durch Dritte
Attributzertifikat

Attributwerte

Authentisierung

Autorisierung

Avatar

Hintergrundwissen

Biometrie

Bitkette

Sperren

Verteilung

Zertifizierungsinstanz

Ketten von Identitatstreuhdndern
Anderungshistorie

zivile ldentitat
Kommunikationsnetz
Kommunikationsbeziehung
vollstandige Identitat

Rechner

Kontext

Umrechenbarkeit
Umrechenbarkeit digitaler Pseudonyme
Forderungen abdecken
Credential

Kundenpseudonym
Datenminimierung

Datenschutz
Datenschutzregelungen
Betroffener

DC-Netz

Differenz

Erkennbarkeit

digitale Identitat

digitale partielle Identitat
digitales Pseudonym



digital signature
disinformation

distinguish

dummy traffic

encryption

end-to-end encryption
entity

entropy

forget

global anonymity

globally unique pseudonym
group communication
group pseudonym

holder

holder of the pseudonym
human being

I

identifiability

identifiability set

identifiable

identifier

identifier of a subject
identity

identity broker

identity card

identity certificate

identity management
identity management application
identity management system
identity theft

imply

IMS

indistinguishability
indistinguishable

individual

individual anonymity
individual person

individual subject

initially non-public pseudonym
initially unlinked pseudonym
insider

introducer

is-a-person pseudonym
items of interest

key

knowledge

largest possible anonymity set
lattice

legal person

liability broker

linkability

linkability between the pseudonym and its holder

linkability broker
Me
mechanisms
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digitale Signatur

Desinformation

unterscheiden

bedeutungsloser Verkehr
Verschlisselung
Ende-zu-Ende-Verschllsselung
Entitat

Entropie

vergessen

globale Anonymitat; Anonymitat insgesamt
global eindeutiges Pseudonym
Gruppenkommunikation
Gruppenpseudonym

Inhaber

Inhaber des Pseudonyms

Mensch

ap

Identifizierbarkeit
Identifizierbarkeitsmenge
identifizierbar

Identifikator

Identifikator eines Subjektes
Identitat

Identitatstreuhander

Ausweis

Identitatszertifikat
Identitdtsmanagement
Identitdtsmanagementanwendung
Identitdtsmanagementsystem
Identitatsdiebstahl

implizieren

IMS

Ununterscheidbarkeit
ununterscheidbar

individuell, einzeln

individuelle Anonymitat; Anonymitat Einzelner
Individuum

einzelnes Subjekt

initial nicht-6ffentliches Pseudonym
initial unverkettetes Pseudonym
Insider

Introducer, Bekanntmacher
Ist-eine-Person-Pseudonym
interessierende Dinge

Schlussel

Wissen

grétmagliche Anonymitatsmenge
Verband

juristische Person

Treuhander fir Verbindlichkeiten
Verkettbarkeit

Verkettbarkeit zwischen dem Pseudonym und
seinem Inhaber
Verkettbarkeitstreuhander

“Me”

Mechanismen



mechanisms for anonymity
mechanisms for unobservability
message

message content
misinformation

MIX-net

mobile phone number
multicast

name

natural person

new knowledge

non-public pseudonym
notice and choice

nym
nymity

observation

one-time pad
one-time-use pseudonym
organization

outsider

owner

partial digital identity
partial identity

perfect secrecy

person pseudonym
perspective

precise

privacy

privacy-enhancing application design
privacy-enhancing identity management system

Privacy-Enhancing Technologies
private information retrieval
private key
probabilities

property

pseudonym
pseudonymity
pseudonymization
pseudonymous

public key

public key certificate
public pseudonym
quality of anonymity
quantify pseudonymity
quantify unlinkability
quantify unobservability
quantity of anonymity
real name

recipient

recipient anonymity
recipient anonymity set
recipient pseudonymity

-61-

Mechanismen fur Anonymitat
Mechanismen fir Unbeobachtbarkeit
Nachricht

Nachrichteninhalt

Missinformation

MIX-Netz

Mobiltelefonnummer

Senden an mehrere Empfanger
Name

naturliche Person

neues Wissen

nicht-6ffentliches Pseudonym
“Notice and Choice” (d.h. Information des
Betroffenen und Gelegenheit zur eigenen
Entscheidung Uber die Verarbeitung der
Daten)

Nym

Nymity

Beobachtung

One-Time-Pad

einmal zu benutzendes Pseudonym
Organisation

AuBenstehender

Eigentimer

digitale Teilidentitat

Teilidentitat

perfekte Geheimhaltung
Personenpseudonym

Sicht

prazise

Privatheit

Privatheit fordernder Anwendungsentwurf
Privatheit forderndes
Identitatsmanagementsystem
Privatheit fordernde Technik
Abfragen und Uberlagern

privater Schlissel
Wahrscheinlichkeiten

Eigenschaft

Pseudonym

Pseudonymitat

Pseudonymisierung

pseudonym

Offentlicher Schlussel

Zertifikat flr den 6ffentlichen Schllssel
offentliches Pseudonym
Anonymitatsqualitat

Pseudonymitat quantifizieren
Unverkettbarkeit quantifizieren
Unbeobachtbarkeit quantifizieren
Anonymitatsquantitat

wirklicher Name

Empfanger

Empfangeranonymitat
Empfangeranonymitatsmenge
Empfangerpseudonymitat



recipient unobservability
recipient unobservability set
relationship anonymity
relationship anonymity set
relationship pseudonym
relationship unobservability
relationship unobservability set
reputation

revocation

robustness of anonymity
role

role pseudonym
role-relationship pseudonym
semantic dummy traffic
sender

sender anonymity

sender anonymity set
sender pseudonymity
sender unobservability
sender unobservability set
sender-recipient-pairs

set

set of subjects

setting

side channel

signal

social role

social security number
spread spectrum

state

station

steganographic systems
steganography

strength of anonymity
subject

surrounding

system

transaction pseudonym
transfer of holdership
transferability

transferable group pseudonym
transferable pseudonym
undetectability
undetectability delta
unicast

uniqueness

universe

unlinkability

unlinkability delta
unobservability
unobservability delta
unobservability set

user-controlled identity management system

user-controlled linkage
user-controlled release
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Empfangerunbeobachtbarkeit
Empfangerunbeobachtbarkeitsmenge
Beziehungsanonymitat
Beziehungsanonymitatsmenge
Beziehungspseudonym
Beziehungsunbeobachtbarkeit
Beziehungsunbeobachtbarkeitsmenge
Reputation

Widerruf
Anonymitatsrobustheit

Rolle

Rollenpseudonym
Rollenbeziehungspseudonym
(den Angreifer) irrefiihrender Verkehr
Sender

Senderanonymitat
Senderanonymitatsmenge
Senderpseudonymitat
Senderunbeobachtbarkeit
Senderunbeobachtbarkeitsmenge
Sender-Empfanger-Paare
Menge

Subjektmenge

Szenario

Seitenkanal

Signal

soziale Rolle
Sozialversicherungsnummer
Spreizband

Zustand

Endgerat

Stegosysteme
Steganographie
Anonymitatsstarke

Subjekt

Umgebung

System
Transaktionspseudonym
Transfer der Inhaberschaft
Transferierbarkeit
transferierbares Gruppenpseudonym
transferierbares Pseudonym
Unentdeckbarkeit
Unentdeckbarkeitsdifferenz
Senden an einen Empfanger
Eindeutigkeit

Universum

Unverkettbarkeit
Unverkettbarkeitsdifferenz
Unbeobachtbarkeit
Unbeobachtbarkeitsdifferenz
Unbeobachtbarkeitsmenge
nutzergesteuertes
Identitatsmanagementsystem
nutzergesteuerte Verkettung
nutzergesteuerte Freigabe
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usual suspects die Ublichen Verdachtigen
value broker Wertetreuhander
virtual identity virtuelle Identitat

zero-knowledge proof Zero-Knowledge-Beweis



To Greek
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abuse

accountability
accountability in spite of anonymity
accountability with respect to a pseudonym
actee

acting entity

action

actor

addressable pseudonym
anonymity

anonymity delta

anonymity set

anonymous

a-posteriori knowledge
application design

a-priori knowledge
attacker

attacker model

attribute

attribute authentication by third parties
attribute certificate

attribute values
authentication
authorization

avatar

background knowledge
biometrics

bit string

blocking

broadcast

certification authority
chains of identity brokers
change history

civil identity
communication network
communication relationship
complete identity

computer

context

convertibility

convertibility of digital pseudonyms
cover claims

credential

customer pseudonym

data minimization

Kataxpnon

€ubuvn

€uBUVN aveCapTATWG TNG UTTAPENG AVWVUIag
€ubuvn pe Bdon 10 YeUdWVUNOU
Opwv MapaAqTTng

evepyn OvtotnTa

evépyela

Opwv ATTooToAéOG
avayvwpioiyo Yeudwvuuo
avwvupia

dlagopoTtroinon Tng Avwvupiog
oUvVoAO avwWVUUWY OVTOTATWV
AVWVUHOG

METAYEVEDTEPN YVWON
OXeOIOOUOG EQUPPOYAS
TIPOYEVEDTEPN YVWOT
EMTIOEPEVOG

MOVTEAO €TITIBEUEVOU

1I016TNTA/ XAPAKTNPIOTIKO
auBevTikoTToinon IBIOTATWY ATTO TPITEG OVTOTNTEG
TNOTOTTOINTIKG 1810TNTAG-XAPAKTNPIOTIKWY
TIUEG IBIOTATWV
auBevTiKoTTOiNON
€€ouaiodoTnNoN

aparapa

TTPOYEVEDTEPN YVWON

BioueTpia

dladoxn bits

Oéopeuon

EKTTOUTTN

apxr ToToTToiNONG

aAuUCidEG YETITWV TAUTOTATWV
I0TOPIKO AAAaywWV

TTONITIKA TQUTOTNTA

QIKTUO ETTIKOIVWVIOG

ox£on €TmKoIVWViag
OAOKANpwuEvn TAUTOTNTA
UTTOAOYIOTAG

TTEPIEXOMUEVO

METATPEWIUOTAT
METOTPEWIUOTNTA YNPIAKWY WEUSWVUUWYV
aflwaoeig KAAuywng
SIaToTEUTHPIA

WeudWVUNO TTEAATN
ehayiototroinon dedopévwv



data protection

data protection regulations
data subject

DC-net

delta

detectability

digital identity

digital partial identity
digital pseudonym
digital signature
disinformation
distinguish

dummy traffic
encryption
end-to-end encryption
entity

entropy

forget

global anonymity
globally unique pseudonym
group communication
group pseudonym
holder

holder of the pseudonym
human being

I

identifiability
identifiability set
identifiable

identifier

identifier of a subject
identity

identity broker
identity card

identity certificate
identity management

identity management application

identity management system
identity theft

imply

IMS

indistinguishability
indistinguishable

individual

individual anonymity

individual person

individual subject

initially non-public pseudonym
initially unlinked pseudonym
insider

introducer

is-a-person pseudonym
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TTPOCTACIO ETTIKOIVWVOUVTWY 600V apopd
TNV TTPOCTACIA TWV TTPOCWTTIKWYV TOUG
OedoUEVWV

KQVoVIOWOi TTpooTaciag SedouEVwV

EVEPYI OVTOTNTA TTOU TTEPIEXEI DEDOUEVA VIO
TTpooTaCia

DC-net

dlaQpopOoTToiNCN

QVIXVEUCINOTNTA

WneIoKA TaUTOTNTA

OTOIXEIO EUPETOU TTPOCBIOPIGHOU TNG TAUTOTNTAG

WNOIaKS YEUBWVUNO

Wn@IaKn UTTOYpaQr
TTapATTANPOPOPNON

Olakpivw

TTEPITTI) KUKAOQOpIa
KPUTTTOYPA®non

KPUTTTOYPAPNON atmo-AKpo-0E-AKPO
ovToTNnTa

EVTPOTTIa

gexvw

KaBoAIKA avwvupia

OUVOAIK& JoVadIKO WeUdWVUNO
oMadIKr ETTIKOIVWYVia

OMadIKO YeUdWVUNO

KATOX0G

KATOXOG TOU WEUBWVUNOU
avBpwTrivn ovtéTNTA

I

avayvwpioiuétTnTa

OUVOAO avayVWEICIJWY OVTOTATWY
avayvwpiciuog

TTPOCdIOPIOTIKO

TTPOCBIOPICTIKG YIAG EVEPYNG OVTOTNTAG
TauTéTNTA

MEaITNG aTToKAAUWNG TAUTOTNTOG
EVTUTTN TAUTOTNTA

TMOTOTTOINTIKG TAUTATATAG
dlaxeipion TautéTNTAG

epapuoyn dlaxeipiong TauTédTNTAG
ouoTtnua dlaxeipiong TauTéTNTAG
KAOTTA TQUTOTATOG

uTTodNAWVW

IMS

duodiakpicia

OUadIAKPITOG

MEHOVWHEVOG

AVWVUUIa PIOG HEUOVWUEVNG EVEPYIG
ovTéTNTOG

MEUOVWHEVO TTPOCWTTO
MEMOVWUEVN EVEPYH OVTOTNTA
ApPXIKA PIN-ONUOCIo WeUBWVUUO
APXIKA PIN-OUVOECIHO WEUDWVUUO
E0WTEPIKOG

EKKIVWOV

MOVAdIKO WEUBWVUHO avda QUAIKO TTPOCWTTO
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items of interest

key

knowledge

largest possible anonymity set

lattice

legal person

liability broker

linkability

linkability between the pseudonym and its holder

linkability broker

Me

mechanisms

mechanisms for anonymity
mechanisms for unobservability
message

message content
misinformation

MIX-net

mobile phone number
multicast

name

natural person

new knowledge

non-public pseudonym
notice and choice

nym

nymity

observation

one-time pad
one-time-use pseudonym
organization

outsider

owner

partial digital identity
partial identity

perfect secrecy

person pseudonym
perspective

precise

privacy

privacy-enhancing application design
privacy-enhancing identity management system

Privacy-Enhancing Technologies
private information retrieval
private key

probabilities

property

pseudonym

pseudonymity

pseudonymization
pseudonymous

public key
public key certificate

OToIXEIO TTOU EVOIAQPEPOUV

KA€16i

yvwon

1O dUVNTIKA PHEYOAUTEPO GUVOAO aVWVUNIAG
TIAEYHQ

VOUIKO TTPOCWTTO

METITNG €TTIAUCNG VOUIKWY CNTAPATWY
OuvOECINOTNTA

OuvOECINOTNTA PETAEU WEUDBWVUOU KAl TOU
KaTdyou Tou

MeaiTNG eTTiAUCNG {NTNPATWY CUVOECIUOTNTAG
EYW

unxaviouoi

MNXavIoPOI yia avwvulia

MNXQVIOUOI YIa uN-TTapaTnenoiuéTnTa
prAvupa

TTEPIEXOMUEVO PINVUHUATOG
TTAPATTANPOPOPNON

MIX-net

apIBu6GS KIvnToU TNAEQWVOU

Apn atmd TTOAAATTAEG ovTOTNTEG

ovoua

QUOIKO TTPOOWTTO

véa yvwon

uN-6Nu60I0 YPEUBWVUUO

TTOPATNPEW KAl ETTIAEYW

nym

nymity

TapaTAPNON

CUPTTANPpWHaTIKG dedopéva piag Xpnong
WeudWVUNO HIag Xprnong

OpPYQVIGUOG

EEWTEPIKOG ETTITIOEPEVOG

IBIOKTATNG

aToIx€eio éupecou TTPoadlopigPoU TG TAUTOTNTAG
MEPIKA TAUTOTNTA

TEAEIA JUOTIKOTNTA

WeUdWVUNO QUOIKOU TTPOCWITTOU
TTPOOTITIKN, BeWpnaon

akpIBrg

IDIWTIKOTATA

oXediaon EQapPUOYWYV evioXuong TNG IBIWTIKOTATAG
ouoTnua dlaxeipiong TaUTOTNTAG TTOU EVIOYUEI TNV
IBIWTIKOTNTA

TEXVOAOYIEG evioxuong TnG 181wTIKSTNTAG
avAaKTNaN IBIWTIKWV TTANPOQOPIWV

I01WTIKO KAEIDI

mOavéTNTEG

1010TNTA

WeudwVUUO

weudwvupia

n diadikaoia TNG YeudwVuliag

N KataoTaon evog XpnoTn TToU XPNOILOTTOIE
YEUDBWVULO

OnNuoaio KA1

TMOTOTTOINTIKG dnuoaiou KAEIdI0U



public pseudonym

quality of anonymity
quantify pseudonymity
quantify unlinkability
quantify unobservability
quantity of anonymity

real name

recipient

recipient anonymity
recipient anonymity set
recipient pseudonymity
recipient unobservability
recipient unobservability set
relationship anonymity
relationship anonymity set
relationship pseudonym
relationship unobservability
relationship unobservability set
reputation

revocation

robustness of anonymity
role

role pseudonym
role-relationship pseudonym
semantic dummy traffic
sender

sender anonymity

sender anonymity set
sender pseudonymity
sender unobservability
sender unobservability set
sender-recipient-pairs

set

set of subjects

setting

side channel

signal

social role

social security number
spread spectrum

state

station

steganographic systems
steganography

strength of anonymity
subject

surrounding

system

transaction pseudonym
transfer of holdership
transferability

transferable group pseudonym
transferable pseudonym
undetectability
undetectability delta
unicast
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ONUAOCI0 YEUBWVUNO

TTOIOTNTA AVWVUUIOG

TTOCOTIKOTTOIW TN WEUdWVUHIQ
TTOCOTIKOTTOIW TN KN-OUVOECINOTNTA
TTOCOTIKOTTOIW TN HN- TTApaTnENoINoTnTa
TTO0OTNTA AVWVUNIOG

Tpayuatikd évoua

TTOPAAATITNG

QVWVUHIa TOU TTaPOAATITN

0UVOAO avWVUUWY TTOPOANTITWV
YeUudwVUHIa TOU TTAPAANTITN

JN- TTOPATNENCIYATATA TOU TTOPAANTITN
0oUVOAO Un- TTOPATNPACIYWY TTAPAANTITWYV
avwvuyia oxéong

OUVOAO QVWVUUWY OXETEWV
weudwvupia oxéong
MN-TTOPATNPNOIYOTNTA OXEONG

OUVOAO Un-TrapatnPACINWY OXECEWV
®AuN

avdakAnon

PWUAAESTNTA AVWVUNIag

pOAOG

WeudwVvuuo poAou

Weudwvupo pélou-oxéong
ONMAGCIOAOYIKA TTEPITTH) KUKAO®OpIa
ATTOOTOAEQG

AVWVUia atTooTOAEQ

OUVOAO QVWVUMIWY OTTOCTOAEWV
WeUudWVUIO TOU aTTOOTOAEQ

MN- TTAPATNPNCIKMOTATA TOU ATTOCTOAEQ
OUVOAO [n- TTapaTNPACINWY OTTOOTOAEWV
Ceuyn aTmoCTOAEQ-TTAPAAATITN

auvoAo

OUVOAO EVEPYWYV OVTOTATWYV
TTEPIBAAAOV

diauAog TTapdTTAEUPWV TTANPOPOPILIV
onua

KOIVWVIKOG pOAOG

apIBPGG KOIVWVIKAG ao@aAiong

paoua

KaraoTaon

oTaBuog

OUCTAUATO OTEYAVOYPAPIag
aTeyavoypagia

I0XUG TG AVWVUIag

EVEPYI OVTOTNTA

TTEPIBAAAOV

ouoTnua

Weudwvupo doooAnyiag

METOQOPA 1810KTNTIOG

duvatotnta peTapifaong
peTaBIBaaipo opadikéd Yeudwvupo
METABIBACINO WPEUDWVUHO
MN-QVIXVEUTINOTNTA

d1a@OoPOTToINGN TNG MN-AVIXVEUCINOTNTAG
Ayn a1 povadikA ovToTnTa



uniqueness

universe

unlinkability

unlinkability delta

unobservability

unobservability delta

unobservability set

user-controlled identity management system

user-controlled linkage
user-controlled release
usual suspects

value broker

virtual identity
zero-knowledge proof
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pJovadikoTnTa

KOOPOG

un- ouvdeoIudTNTA

dlagopoTroinon TG uN-ouvdecINdTNTAG

MN- TTapaTnENOoINOTNTA

dlaQOoPOTToINCN TNG KN-TTAPATNPNCINOTNTAG
OUVOAO [n- TTAPaTNPACIKNWY OVTOTATWY
ouoTnua dlaxeipiong TauTOTNTAG EAEYXOUEVO
atrd TO XPRoTn

ouoTnua ouvdeang eAeyxOuEVO aTTO TO
XproTn

oUoTnuUa atroouvdeang eAeyXOUEVO ATTO TO
Xpnotn

OuvRBeIg UTTOTTTOI

MEOITNG TTpOadIopIouoU agiag

€IKOVIKA TAUTOTNTA

atrddeIEn UNOEVIKNG yVWaoNnG
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The terms in this color have been introduced, changed and need peer revision

abuse

accountability

accountability in spite of anonymity
accountability with respect to a pseudonym
actee

acting entity

action

actor

addressable pseudonym
anonymity

anonymity delta

anonymity set

anonymous

a-posteriori knowledge

application design

a-priori knowledge

attacker

attacker model

attribute

attribute authentication by third parties
attribute certificate

attribute values

authentication

authorization

avatar

background knowledge

biometrics

bit string

blocking

broadcast

certification authority
chains of identity brokers
change history

civil identity
communication network
communication relationship
complete identity

computer

context

convertibility

convertibility of digital pseudonyms
cover claims

credential

customer pseudonym

abuso

responsabilita

responsabilita malgrado I'anonimato
responsabilita relativa a uno pseudonimo
(seldom) attato. better: soggetto/oggetto
entita agente

azione

attore

pseudonimo indirizzabile

anonimato

delta di anonimato

insieme anonimo

anonimo

conoscenza a posteriori
progettazione di applicazioni
conoscenza a priori

attaccante

modello di attacco

attributo

autentica di attributi da parte di terzi
certificato attributivo

valori dell'attributo

autenticazione

autorizzazione

avatar

conouser-controlled identity management
system scenze pregresse

biometria

stringa di bit

blocco

broadcast, trasmissione a largo raggio
autorita di certificazione

catene di intermediari di certificazione
storia delle variazioni

identita civile

rete di comunicazione

relazione di comunicazione

identita completa

calcolatore, computer

contesto

convertibilita

convertibilita di pseudonimi digitali
coprire i rischi, copertura di rischi
credenziali

pseudonimo cliente



data minimization
data protection

data protection regulations
data subject

DC-net

delta

detectability

digital identity

digital partial identity
digital pseudonym
digital signature
disinformation
distinguish

dummy traffic
encryption
end-to-end encryption
entity

entropy

forget

global anonymity
globally unique pseudonym
group communication
group pseudonym
holder

holder of the pseudonym
human being

I

identifiability
identifiability set
identifiable

identifier

identifier of a subject
identity

identity broker
identity card

identity certificate
identity management

identity management application

identity management system
identity theft

imply

IMS

indistinguishability
indistinguishable
individual

individual anonymity

individual person
individual subject

initially non-public pseudonym

initially unlinked pseudonym
insider

introducer

is-a-person pseudonym
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minimizzazione dei dati

protezione dei dati

normativa sulla protezione dei dati
soggetto-dati

DC-net

delta

rivelabilita, scopribilita

identita digitale

identita digitale parziale

pseudonimo digitale

firma digitale

informazioni fuorvianti

distinguere

traffico dummy, traffico fasullo
cifratura

cifratura end-to-end

entita

entropia

dimenticare

anonimita globale

pseudonimo globalmente unico
comunicazione di gruppo
pseudonimo di gruppo

possessore

possessore dello pseudonimo

essere umano

lo

identificabilita

insieme di identificabilita
identificabile

identificatore

identificatore di un soggetto

identita

intermediario di identita

carta d'identita

certificato d'identita

gestione delle identita

applicazione di gestione delle identita
sistema di gestione delle identita
furto d'identita

implica

Identity Management System: sistema di
gestione delle identita

indistinguibilita

indistinguibile

individuo

anonimita individuale, anonimita del singolo
soggetto

persona individuale, individuo
soggetto individuale

pseudonimo inizialmente non pubblico
pseudonimo inizialmente non collegato
Insider, entita che agisce dall'interno
introduttore, utente

pseudonimo di persona naturale, pseudonimo
individuale
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items of interest

key

knowledge

largest possible anonymity set

lattice

legal person

liability broker

linkability

linkability between the pseudonym and its holder

linkability broker

Me

mechanisms

mechanisms for anonymity
mechanisms for unobservability
message

message content
misinformation

MIX-net

mobile phone number
multicast

name

natural person

new knowledge

non-public pseudonym
notice and choice

nym
nymity

observation

one-time pad

one-time-use pseudonym
organization

outsider

owner

partial digital identity

partial identity

perfect secrecy

person pseudonym

perspective

precise

privacy

privacy-enhancing application design

privacy-enhancing identity management system

Privacy-Enhancing Technologies
private information retrieval
private key

probabilities

property

pseudonym

pseudonymity

pseudonymization
pseudonymous

elementi di interesse

chiave

conoscenza

il pit grande degli insiemi anonimi
reticolo

persona giuridica

intermediario di responsabilita
collegabilita

collegabilita tra lo pseudonimo e il suo
possessore

intermediario di collegabilita

me

meccanismo

meccanismo per lI'anonimato
meccanismi per l'inosservabilita
messaggio

contenuto del messaggio
informazioni sbagliate

MIX-net

numero di telefono cellulare
trasmissione a destinazioni multiple
nome

persona naturale

nuova conoscenza

pseudonimo non pubblico

avviso e scelta (principio secondo cui un
utente deve essere informato e deve poter
scegliere circa il trattamento dei dati)
nym, nomignolo, pseudonimo
nymity, pseudonomia,

osservazione

blocco appunti monouso
pseudonimo monouso
organizzazione

outsider / osservatore esterno
proprietario

identita digitale parziale

identita parziale

segretezza perfetta

pseudonimo di persona

prospettiva

preciso

privacy, riservatezza

progetto di applicazioni atte a migliorare la
tutela della privacy

sistema di gestione delle identita atto a
migliorare la tutela della privacy
tecnologie per la tutela della privacy
reperimento di informazioni private
chiave privata

probabilita

proprieta

pseudonimo

pseudonomia

pseudonomizzazione

pseudonimo (sic!)



public key

public key certificate
public pseudonym

quality of anonymity
quantify pseudonymity
quantify unlinkability
quantify unobservability
quantity of anonymity

real name

recipient

recipient anonymity
recipient anonymity set
recipient pseudonymity
recipient unobservability
recipient unobservability set
relationship anonymity
relationship anonymity set
relationship pseudonym
relationship unobservability
relationship unobservability set
reputation

revocation

robustness of anonymity
role

role pseudonym
role-relationship pseudonym
semantic dummy traffic
sender

sender anonymity

sender anonymity set
sender pseudonymity
sender unobservability
sender unobservability set
sender-recipient-pairs

set

set of subjects

setting

side channel

signal

social role

social security number

spread spectrum

state

station

steganographic systems
steganography

strength of anonymity
subject

surrounding

system

transaction pseudonym
transfer of holdership
transferability
transferable group pseudonym
transferable pseudonym
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chiave pubblica

certificato a chiave pubblica
pseudonimo pubblico

qualita dell'anonimato
quantificazione della pseudonomia
quantificazione della non-collegabilita
quantificazione della inosservabilita
quantita di anonimato

vero nome

destinatario

anonimato del destinatario

insieme anonimo dei destinatari
pseudonimia del destinatario
inosservabilita del destinatario
insieme dell'inosservabilita del destinatario
anonimato di relazione

insieme delle relazioni di anonimato
pseudonimo di relazione
inosservabilita della relazione
insieme di inosservabilita delle relazioni
reputazione

revoca

robustezza dell'anonimato

ruolo

pseudonimo di ruolo

pseudonimo di ruolo-relazione
traffico fasullo semantico

mittente

anonimato del mittente

insieme di anonimato del mittente
pseudonimia del mittente
inosservabilita del mittente

insieme di inosservabilita del mittente
coppie mittente-destinatario
insieme

insieme di soggetti

scenario

canale laterale

segnale

ruolo sociale

"numero della sicurezza sociale", better:
codice fiscale

spettro espanso

stato

stazione

sistemi steganografici
steganografia

forza dell’anonimato

soggetto

circostante

sistema

pseudonimo di transazione
trasferimento di possesso
trasferibilita

pseudonimo di gruppo trasferibile
pseudonimo trasferibile



undetectability
undetectability delta
unicast

uniqueness
universe
unlinkability
unlinkability delta
unobservability
unobservability delta
unobservability set
user-controlled identity management system

user-controlled linkage
user-controlled release
usual suspects

value broker

virtual identity
zero-knowledge proof
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non individuabilita

delta di non rivelabilita

unicast, trasmissione a destinazione singola
unicita

universo

non-collegabilita

delta di non-collegabilita

inosservabilita

delta di non osservabilita

insieme di inosservabilita

sistema di gestione delle identita controllato
dall'utente

collegamento controllato dall'utente

rilascio controllato dall'utente

soliti sospetti

intermediario di valore

identita virtuale

prova in assenza di conoscenza
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abuse

accountability

accountability in spite of anonymity
accountability with respect to a pseudonym
actee

acting entity

action

actor

addressable pseudonym
anonymity

anonymity delta
anonymity set
anonymous

a-posteriori knowledge
application design

a-priori knowledge
attacker

attacker model
attribute

attribute authentication by third parties

attribute certificate
attribute values
authentication

authorization

avatar

background knowledge
biometrics

1. n 1) HenpaBWnbHOe obpalleHne,
aKcnnyaTauus ¢ HapyLweHneM
YCTaHOBMEHHbIX PEXUMOB 2)
3noynotpebneHune; 2. v HenpaBuIibHO
obpawaTtbces (¢ Yem-1.), HenpaBUNbHO
aKcnnyaTupoBaThb 2) 3noynotpebnartb

1) yumTbIBAEMOCTb (C80UCMBO CUCMEMbI:
803MOXHOCMb y4éma Oelicmeaull
rnonb3oeamernel ¢ yesnbko nocrnedyruezo
8bIsierieHUs1 Hapywumersel 6e3onacHocmu) 2)
OTBETCTBEHHOCTb, MOAOTYETHOCTb
YUUTbIBAEMOCTb HECMOTPS HA @HOHMMHOCTb
YUMTBLIBAEMOCTb MO NCEBAOHNMY

CyOBEKT, Ha KOTOPbIV MPOU3BOANTCA
BO3JencTBue

1) pencTByOLLNA OBBEKT, aKTUBHbBIA OOBHEKT
2) aKTMBHas CyLLHOCTb (8 6a3ax OaHHbIX) 3)
OEVCTBYIOLLMIA 9NEMEHT NpegmMeTHon obnactu
1) OencTBUe, BO3AENCTBME 2) NOBEOEHNE,
nvHuA noBegeHus 3) onepaums

CyObEKT, KOTOPLIN NPOM3BOAUT BO3AENCTBME
agpecyemblin NceBgoHUM

QHOHUMHOCTb

pasHuLa aHOHUMHOCTEN

MHOX€ECTBO aHOHUMHOCTU

@HOHUMHBIN

anocTepuopHoe 3HaHune

paspaboTka npuKknagHbIxX
nporpamm/paspaboTka NpUNoXeHun
anpuopHoe 3HaHue

HapyLwmnTernb

Mogenb HanageHWs/3MoyMbILLTEHHMKA

1) onpeaensowmin NpusHak, atpnbyT 2)
CBOWCTBO

ayTeHTMdukauns atpmbyTta TpeTben
CTOpPOHOW

cepTudukat atpubyTta

3HayeHust aTpubyToB

nposepka NOANNHHOCTU, ONO3HaBaHUE;
OoTOXAeCTBNeHWe (1ob3o8amersi no
udeHmMuguKayUOHHOMY MPU3HaKYy),
ayTeHTMdMKauus, NoaTBepXXAeHWe npas
poctyna (8 cucmemax KOHmMporsisi docmyna)
aBTopu3aums

NPVBUMNErMpPOBaHHbIN NONb30BaTeNb
HasoBoe 3HaHue

BruomeTpus



bit string
blocking
broadcast

certification authority
chains of identity brokers

change history

civil identity
communication network
communication relationship

complete identity

computer

context

convertibility

convertibility of digital pseudonyms

cover claims
credential

customer pseudonym

data minimization

data protection

data protection regulations
data subject

DC-net

delta

detectability

digital identity

digital partial identity
digital pseudonym
digital signature
disinformation
distinguish

dummy traffic
encryption

end-to-end encryption
entity

entropy

forget

global anonymity

globally unique pseudonym
group communication
group pseudonym

holder

holder of the pseudonym
identifiability

identifiability set
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outoBasi cTpoka

BnokupoBaTb

1) peTpaHcnsuus, nepeckinika (cueHasos,
coobuwjeHull) 2) WMpokoBeLaTenbHas
paccblifika (coobweHus1 eceM cmaHyusm
cemu)

NoOATBEPXXAEHNE MOSTHOMOYUN

LeNOYKN CEPBMCOB, YNPaBMASOLLMX
noeHTudmkalmen

ncTopus/KypHan nameHeHuNn
YOOCTOBEPEHUNE FINYHOCTM
KOMMYHWKaLMOHHasA CeTb
KOMMYHVKaLMOHHbIE B3aUMOOTHOLLEHHS;
OTHOLLUEHMS CBA3N

nonHas UAEHTUYHOCTb

KOMMbIOTEP

KOHTEKCT

KOHBEPTUPYEMOCTb

N3MEHSEMOCTb (KOHBEPTUPYEMOCTh)
LUMbpoBLIX NCEBAOHNMOB
yOOBneTBOPSATb TpeboBaHus
yOoCTOBEpPEHME
NMYHOCTW/pekoMerdaums/MmanaaT, LaroLwmi
npaBo Ha JoBepue

NCEBOOHUM KIMEeHTa

MUHUMW3aLUSA OaHHbIX

3almTa gaHHbIX

npaBuna 3almTbl AaHHbIX

CyOBbEKT JaHHbIX

pacnpegenéHHas komnbtoTepHas ceTb, DC-
ceTb

pasHuua

oBHapyxuTenbHasa cnocobHOCTb
uncpoBas UOEHTUHHOCTb

YyacTmyHas undpoBas UAEHTUYHOCTb
undposon ncesaoHUM (nickname)
uncposas nognuck

noxHasa nHpopmMauus/aes3nHgopmaums
pasnuyatb

UKTUBHBIN Tpaduk

wngposaHme, Kpuntorpaduyeckoe
KoOMpOBaHUe (AaHHbIX)
aboHeHTCcKoe/CKBO3HOE LIMdpoBaHme

1) cyWHOCTb, 06BbeKT (8 6asax daHHbIX) 2)
KaTeropus

Mepa HeonpeaenéHHOCTU, IHTponus (8
meopuu UHghopMayuu, Kpunmosioauu)
3abbITb

rnobanbHast aHOHUMHOCTb

rnob6anbHbl OQHO3HAYHbINA NCEBAOHUM
rpynnoBasi KOMMYyHMKaLNS

rpynnoBon NCeBAOHNM

Brnagernew, gepxarenb

Brnagenew, nceBgoHUMa
naeHTMPUUMPYyEeMOoCTb

MHOXXECTBO MAEHTUDULNPYEMOCTHU
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identifier

identifier of a subject

identity

identity broker

identity card

identity certificate

identity management

identity management application

identity management system
identity theft

imply

IMS

indistinguishability
indistinguishable

individual

individual anonymity
individual person

individual subject

initially non-public pseudonym

initially unlinked pseudonym
insider

introducer
is-a-person pseudonym
items of interest

key
knowledge
largest possible anonymity set

lattice

legal person
liability broker

linkability
linkability between the pseudonym and its holder

linkability broker
Me
mechanism

mechanism for anonymity
mechanism for unobservability

message
message content
misinformation
MIX-net

mobile phone number
multicast

naeHTudukaTop

naeHTudukatop cybbekra

NMOEHTUYHOCTb

NoCcpeHUK MOEHTUYHOCTM
YOOCTOBEPEHUNE NNMYHOCTU

cepTnduKaT NOANMHHOCTU/MAEHTUYHOCTM
yrnpaBneHne NaeHTUYHOCTbH/MOANMHHOCTBIO
NpUNoXeHne Ans ynpasneHns
NOEHTUYHOCTBI/MOANMHHOCTBIO

cucTeMa ynpasneHust UAEHTUYHOCTbIO
310yMbILLNEHHas NoAMEHa MOEHTUYHOCTU
1) 3akntoyaTb B cebe, UMeTb criegcTBMEM 2)
3Ha4MTb, O3HaYaTb
MH(OPMaLMOHHO-yNpaBnsoLwas cucrema
HepasnU4MMoCTb

HepasnMYMMbIn

WHAMBUOYanbHbIV

nHAMBUAYyanbHas aHOHMMHOCTb
WHAMBUOYYM

OoTAenNbHbIN CyObeKT

N3Ha4yanbHO 3aKPbITbIN (BHYTPEHHNIA)
NceBAOHNM

n3HayarnbHO HECBA3aHHbI NCEBAOHUM
XOpOLLO UHPOPMUPOBAHHBIN
[ocBegomneHHbIN] yenoBek

pa3paboTunk

nceBAoHNM "ABAATLCA YenoBekom"
aneMeHTbI (JaHHbIX), NpeacTaBnsaowme
nHTEpec

Koy

3HaHve

Hanbornee BO3MOXHOE MHOXECTBO
@HOHWMHOCTHU

peléTtka (8 duckpemHol Mamemamuke,
Kpurnmorioauu: Mamemamu4yeckasi Moderib
O aHanusa amak Ha Kpurnmocucmems! ¢
OMKPbIMbIM KITHOHOM)

topyanMyeckoe Nuuo

nocpefHuK, obecneynBatoLLmin BeINOMHEHNE
obsA3aTensCcTB

CBS3b

CBSA3b MeXay CyObEKTOM NepcoHanbHbIX
AaHHbIX U ero NceBOOHMMOM

NoCpeaHUK CBA3YEeMOCTH

A

MexaHu3M 06paboTkun nHopmaumu,
anroputm

anroputm obecneyeHms aHOHNMHOCTU
MexaHn3M obecneyeHns HeHabn4aemMocTm
(xapakmepucmuka cucmemsl)
cooOLLieHne

cogepkaHme coobLeHus
JesnHgopmauus

MIX-ceTb

HOMep MOBUNbLHOro TenedoHa

pacchlfika HECKOMbKUM Mony4aTensam
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name
natural person

new knowledge
non-public pseudonym
notice and choice

nym

nymity

observation

one-time pad
one-time-use pseudonym
organization

outsider

owner

partial digital identity
partial identity
perfect secrecy
person pseudonym
perspective

precise

privacy

privacy-enhancing application design

privacy-enhancing identity management system

Privacy-Enhancing Technologies

private information retrieval
private key

probability

property
pseudonym
pseudonymity
pseudonymization
public key

public key certificate

public pseudonym
quality of anonymity
quantify pseudonymity
quantify unlinkability

quantify unobservability

quantity of anonymity
real name

recipient
recipient anonymity

UM$1, Ha3BaHue
dusnyeckoe nuuo

HOBOE 3HaHue

BHYTPEHHWI (3aKPbITbIN) NCEBAOHUM
,n3BeLaTtb 1 BblonpaTb”

nceeOoHNM (cokp. om pseudonym)
ncnonb3oBaHne NceBaoHUMa

HabnogeHne

OLHOPA30BbIN BIIOKHOT

OZHOPAa30BbIV MCEBOOHUM

opraHusauusi, CTpykTypa, yCTPONCTBO
BHELLHU/NOCTOPOHHEE NNLO

Bnagenevy, (nonb3oeamersis ¢
HeozpaHUYeHHbIMU rpasamu o OMHOWEHUIO
K XpaHumoU uHghopmayuu)

YyacTuyHasa undpoBas MAEHTUYHOCTb
YacTUyHas NGeHTUYHOCTb

abcontTHas CekpeTHOCTb

nepcoHanbHbI NCEBAOHUM

BMA/nepcnekTnBea

TOYHbIN

1) cekpeTHOCTb, NPUBATHOCTb,
KOH(MAEHLMANbHOCTb, COXpaHeHWe TalHbl 2)
nnyHasa TarHa 3) 3aLlmTa nepcoHanbHbIX
OaHHbIX

pa3paboTka NpUNoXeHWN, HanpaereHHas Ha
yny4lleHne 3aWwnTbl NEPCOHAanNbHbIX AaHHbIX
cucTemMa ynpasneHus UOEHTUYHOCTBIO,
HanpaBfeHHasi Ha yny4leHne 3aWwuThbl
nepcoHasnbHbIX AaHHbIX

TEXHOMOMMM, HanpaereHHble Ha obecneyeHre
3aLLUTbl YACTHOWM XXN3HN

nowck [Beibopka) nepcoHanbHOM Hdopmauum
1) CEKpPETHbIN KoY, 3aKPbITLIN KoY 2)
NUYHBIN KOO

BEPOSITHOCTb

CBOWICTBO; Ka4eCTBO

NceBOOHUM

NceBOOHNMHOCTb

nceBooHUMM3aLMS

OTKPbITbIA KN4

cepTuukaumnsa [yctaHoBneHne nognmHHoOCTM]
OTKpbITOrO Krtoya (8 kpunmozpaghuu ¢
OMKPLIMBIM KITHOYOM)

OTKPbITbIA NCEBAOHUM

KayecTBO aHOHMMHOCTU

KBaHTUULMpOBaTb NCEBAOHUMHOCTb
KBaHTUMLUMpOBaTb
HeCBA3aHHOCTb/Pa30OMKHYTOCTb
KBaHTMULMPOBATb
Heobo03peBaeMOCTb/HEHAON04AaEMOCTb
BEMMYMHA aHOHUMHOCTH

nogsfnHHoe [HacTosiwee, AeNCTBUTENbHOE]
nms

nonyyartenbs

@HOHUMHOCTb MonyvaTens



recipient anonymity set
recipient pseudonymity
recipient unobservability

recipient unobservability set
relationship anonymity
relationship anonymity set
relationship pseudonym
relationship unobservability
relationship unobservability set
reputation

revocation

robustness of anonymity
role

role pseudonym
role-relationship pseudonym
semantic dummy traffic

sender

sender anonymity
sender anonymity set
sender pseudonymity
sender unobservability
sender unobservability set
sender-recipient-pairs
set

set of subjects

setting

side channel

signal

social role

social security number
spread spectrum

state

station

steganographic systems
steganography

strength of anonymity
subject

surrounding

system

transaction pseudonym
transfer of holdership
transferability
transferable group pseudonym
transferable pseudonym
undetectability
undetectability delta
unicast

uniqueness

universe

unlinkability

unlinkability delta

-78 -

MHO>XECTBO aHOHMMHOCTM MnonyyaTens
NCEBAOHUMHOCTbL MoryyaTens
Heobo3peBaeMOCTb/HEHAbN04AaEMOCTb
nonyyatens

MHOXeCTBO Heob03peBaeMOoCTU nonyyarTens
@HOHUMHOCTb OTHOLUEHWSI (CBA3M)
MHOXECTBO aHOHWMHbIX OTHOLLEHUN
NCeBOOHNM OTHOLLEHWS

OTHOLLEeHMne(s1) Heob0o3peBaemMoCTU
MHOXXECTBO HeHabntogaeMblX OTHOLLEHWUI
penyTauus

OTMeHa/oT3bIB

YCTOMYMBOCTb @aHOHUMHOCTH

ponb

pOreBow NCEBAOHUM

NCeBAOHUM «POSib-OTHOLLIEHNE»
CEMaHTMYECKN NOXHbIA TpaduK (BBOASLLNIA
HapywmTensi B 3abnyxaeHue)
oTnpaBuTErb

aHOHMMHOCTb OTNpaBuUTENSs

MHO>XECTBO aHOHUMHOCTM OTNpaBuTeNs
NceBAOHNUMHOCTb OTNPaBUTENS
HeHabngaemMocTb OTNpaBuTenNs
MHOXeCTBO HeHabntogaeMocTn oTnpaBmTens
napbl «OTNpaBUTENb-NOMNy4YaTeNby
MHOXeCTBO

MHOXECTBO CyObEKTOB

HaCTpOWKa, yCTaHOBKa

NoOOYHbIN KaHan

curHan

coumanbHas porb

HOMep nonuca coumanbHOro CTpaxoBaHus
pacLUMpPEeHHbIN CNEKTP

cocTosiHve

CcTaHuus

cTeraHorpaduyeckasi cuctema
cTteraHorpadcus

YCTOMYMNBOCTB/CTENEHb aHOHUMHOCTU
cybbekT

OKpYXeHune

cuctema

NCeBOOHNM TpaH3aKuum

nepegava npasoobnagaHus
nepesaBaeMoCTb/NePEHOCUMOCTb
nepegasaeMblil rPYyNMNOBOW NCEBAOHNM
nepegaBaemblvi NCEBAOHUM
HeoBHapyXnMocTb

pasHuua HeobHapyXMMocTen

nepechbifnika ogHOMY MoryyaTernto
YHUKaNbHOCTb

YHMBEpPCanbHOE MHOXECTBO, 00MacTb,
(reHeparnbHasi) COBOKYMHOCTb
HEBO3MOXXHOCTb HaNTV COOTBETCTBME MEXOY
nceeAoOHNMOM U ero obnagartenem
pasHuua Mexay BenuumHamu,
MoKa3sblBalLLMMN HEBO3MOXXHOCTb HAUTK
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COOTBETCTBME Mexay ncesgoHUMMOM N ero

obnaparenem
unobservability Heobo3peBaeMOCTb/HEHAbN04AaEMOCTb
unobservability delta pasHuLa Mexagy BenuunHamu,

nokasblBalOLLIMMN HEBO3MOXXHOCTb
HabnogeHns B3anMoaencTeumm

unobservability set MHOX€eCTBO HeHabntogaeMocTn

user-controlled identity management system cuctema ynpasneHus uaeHTugunkaumen,
KOHTpOnMpyemMas nonb3oBaTenem

user-controlled linkage CBSA3b, KOHTPONMPyemas nonb3oBaTenem

user-controlled release pasbeanHeHne, KOHTPoNMpyemoe
nonb3oBaTenemM

usual suspects 00blYHbIE NOJO3pEBaAEMbIE

value broker nocpeaHuK, ynpasnsoLmnin 3HaYeHNSIMN

virtual identity BUpTyarnbHasi MAEHTUYHOCTb

zero-knowledge proof [oKa3aTenbCTBO C HyNEeBbIM pasrialleHnem



To Slovak
Jozef Vyskoc, jozef@vaf.sk

abuse

accountability

accountability in spite of anonymity
accountability with respect to a pseudonym

actee

acting entity

action

actor

addressable pseudonym
anonymity

anonymity delta
anonymity set
anonymous

a-posteriori knowledge
application design
a-priori knowledge
attacker

attacker model

attribute

attribute authentication by third parties
attribute certificate
attribute values
authentication
authorization

avatar

background knowledge
biometrics

bit string

blocking

broadcast

certification authority
chains of identity brokers
change history

civil identity
communication network
communication relationship
complete identity
computer

context

convertibility
convertibility of digital pseudonyms
cover claims

credential

customer pseudonym
data minimization

data protection

data protection regulations
data subject

DC-net

delta
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zneuZzitie, zneuZit
preukazatelna zodpovednost

preukazatelna zodpovednost aj napriek anonymite

preukazatelna zodpovednost vzhlfadom k
pseudonymu

ciel-prijemca aktivity (napr. prijemca spravy)
¢inna entita, konajuca entita

akcia, konanie, €in

iniciator aktivity (napr. odosielatel spravy)
adresovatelny pseudonym

anonymita

rozdiel/prirastok anonymity

mnozina anonymity

anonymny, anonymna, anonymneé
aposteriori znalost, znalost po udalosti
navrh aplikacie

apriori znalost, znalost pred udalostou
utoénik

model uto¢nika

atribat

atribatova autentizacia tretimi stranami
atributovy certifikat

hodnoty atributov

autentizacia

autorizacia, opravnenie

avatar

znalost pozadia (udalosti)

biometrika

bitovy retazec, retazec bitov
blokovanie, blokujuci

vysielanie, irenie

certifikacna autorita

retazce sprostredkovatelov identity
histéria zmien

obdianska totoZnost, uradna identita
komunikaéna siet

komunikaény vztah

uplna identita

pocitac

kontext

prevoditelnost, zamenitelnost’
zamenitelnost’ digitalnych pseudonymov
pokryt pohladavky

potvrdenie pravdivosti

pseudonym zakaznika

minimalizacia udajov

ochrana (osobnych) udajov

smernice o ochrane osobnych udajov
subjekt udajov, dotknuta osoba

DC siet

rozdiel, prirastok
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detectability

digital identity

digital partial identity

digital pseudonym

digital signature
disinformation

distinguish

dummy traffic

encryption

end-to-end encryption
entity

entropy

forget

global anonymity

globally unique pseudonym
group communication

group pseudonym

holder

holder of the pseudonym
human being

I

identifiability

identifiability set

identifiable

identifier

identifier of a subject
identity

identity broker

identity card

identity certificate

identity management
identity management application
identity management system
identity theft

imply

IMS

indistinguishability
indistinguishable

individual

individual anonymity
individual person

individual subject

initially non-public pseudonym
initially unlinked pseudonym
insider

introducer

is-a-person pseudonym
items of interest

key

knowledge

largest possible anonymity set
lattice

legal person

liability broker

linkability

linkability between the pseudonym and its holder

zistitelnost, odhalitelnost’

digitalna identita

digitélna Ciasto&na identita

digitadlny pseudonym

digitalny podpis

dezinformacia

rozlisit, rozliSovat

umela prevadzka, napodobenina prevadzky
Sifrovanie

Sifrovanie medzi koncovymi bodmi (uzlami)
entita

entropia

zabudnut

globalna anonymita

globalne jedine¢ny pseudonym
skupinova komunikacia

skupinovy pseudonym

drzitel, nositel

nositel pseudonymu

ludska bytost

ja

identifikovatelnost

mnozina identifikovatelnosti
identifikovatelny

identifikator

identifikator subjektu

identita

sprostredkovatel identity

identifikacna karta, obciansky preukaz
certifikat identity

riadenie identity

aplikacia pre riadenie identity

systém riadenie identity

kréddez identity

znamenat, implikovat’

IMS (resp. SRI — systém riadenia identity)
nerozlisitefnost

nerozlisitefny, nerozliSitelna, nerozlisitefné
individualny, osobity, samostatny
individualna anonymita

individualna osoba

individualny subjekt

spociatku neverejny pseudonym
spociatku nespojeny pseudonym
subjekt vnutri systému

predkladatel

pseudonym (typu) ,je osobou*
predmety zaujmu

krae

znalost

najvacsia mozna mnozina anonymity
mriezka

pravnicka osoba

sprostredkovatel zodpovednosti
spojitelnost

spojitelnost medzi pseudonymom a jeho nositelom
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linkability broker

Me

mechanisms
mechanisms for anonymity
mechanisms for unobservability
message

message content
misinformation

MIX-net

mobile phone number
multicast

name

natural person

new knowledge
non-public pseudonym
notice and choice

nym

nymity

observation

one-time pad
one-time-use pseudonym

organization

outsider

owner

partial digital identity
partial identity

perfect secrecy

person pseudonym
perspective

precise

privacy

privacy-enhancing application design
privacy-enhancing identity management system
Privacy-Enhancing Technologies
private information retrieval
private key

probabilities

property

pseudonym

pseudonymity
pseudonymization
pseudonymous

public key

public key certificate

public pseudonym

quality of anonymity
quantify pseudonymity
quantify unlinkability
quantify unobservability
quantity of anonymity

real name

recipient

recipient anonymity
recipient anonymity set
recipient pseudonymity

sprostredkovatel spojitefnosti

mfa, mi, 0 mne

mechanizmy

mechanizmy pre anonymitu
mechanizmy pre nepozorovatefnost
sprava

obsah spravy

mylna informacia, nespravna informacia
MIX-siet

Cislo mobilného telefonu

multicast, viacsmerové vysielanie

meno

fyzické osoba

nova znalost

neverejny pseudonym

upozornenie a volba

-nym

-nymita

pozorovanie

Vernamova Sifra

jednorazovy pseudonym, pseudonym na jedno
pouzitie

organizacia

cudzi subjekt, subjekt mimo systému
vlastnik

Ciasto¢na digitalna identita

digitalna identita

dokonalé utajenie

pseudonym osoby

nahlad, pohlad, perspektiva, stanovisko
presny, presne stanoveny

sukromie

navrh aplikacie pre zlepSenie ochrany sukromia

systém riadenia identity zlepSujuci ochranu sukromia

technologie zlepSujuce ochranu sukromia
vyhladanie/ziskanie sukromnych informacii
sukromny klu¢

pravdepodobnosti

vlastnost’

pseudonym

pseudonymita

pseudonymizacia

pseudonymny, pseudonymna, pseudonymné
verejny kfuc

certifikat verejného kluca

verejny pseudonym

kvalita anonymity

kvantifikovat/vy€islit anonymitu
kvantifikovat/vycislit nespojitelnost
kvantifikovat/vy¢islit nepozorovatelnost
kvantita/mnozstvo anonymity

skuto&né meno

prijemca

anonymita prijemcu

mnozina anonymity prijemcu
pseudonymita prijemcu



recipient unobservability
recipient unobservability set
relationship anonymity
relationship anonymity set
relationship pseudonym
relationship unobservability
relationship unobservability set
reputation

revocation

robustness of anonymity
role

role pseudonym
role-relationship pseudonym
semantic dummy traffic
sender

sender anonymity

sender anonymity set
sender pseudonymity
sender unobservability
sender unobservability set
sender-recipient-pairs

set

set of subjects

setting

side channel

signal

social role

social security number

spread spectrum

state

station

steganographic systems
steganography

strength of anonymity
subject

surrounding

system

transaction pseudonym
transfer of holdership
transferability
transferable group pseudonym
transferable pseudonym
undetectability
undetectability delta
unicast

uniqueness

universe

unlinkability

unlinkability delta
unobservability
unobservability delta
unobservability set

user-controlled identity management system

user-controlled linkage
user-controlled release
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nepozorovatelnost prijemcu
mnozina nepozorovatelnosti prijemcu
anonymita vztahu

mnozina anonymity vztahu
pseudonym vztahu
nepozorovatelnost vztahu

mnozina nepozorovatelnosti vztahu
povest, meno, reputacia

odvolania, zruSenie

robustnost anonymity

rola, uloha, postava, postavenie
pseudonym role

pseudonym (typu) ,rola — vztah“
sémanticky umela prevadzka
odosielatel

anonymita odosielatela

mnozina anonymity odosielatela
pseudonymita odosielatela
nepozorovatelnost’ odosielatela
mnozina nepozorovatelnosti odosielatela
dvojice ,odosielatel — prijemca“
mnozina

mnozina subjektov

nastavenie, umiestnenie, prostredie
postranny kanal

signal, signalizovat

socialne postavenie

Cislo socialneho zabezpecenia (na Slovensku rodné
Cislo)

rozprestrené spektrum

stav

stanica, uzol siete

steganografické systémy
steganografia

sila/odolnost’ anonymity

subjekt

okolity

systém

transakény pseudonym

prevod vlastnictva, zmena nositela
prevoditelnost’

prevoditelny pseudonym skupiny
prevoditelny pseudonym
nezistitefnost, neodhalitelnost
rozdiel/prirastok nezistitefnosti
unicast, jednosmerové vysielanie
jedineCnost, ojedinelost

cela populacia, univerzum
nespojitelnost’

rozdiel/prirastok nespojitelnosti
nepozorovatelnost’

rozdiel/prirastok nepozorovatelnosti
mnozina nepozorovatelnosti
uzivatefom kontrolovany systém riadenia identity
uzivatefom kontrolované prepojenie
uzivatefom kontrolované zverejnenie/uvolnenie
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usual suspects obvykli podozrivi
value broker sprostredkovatel hodnoty
virtual identity virtudlna identita

zero-knowledge proof dékaz s nulovym rozSirenim/anikom znalosti



To <your mother tongue>
<your name and e-mail address>
abuse

accountability
accountability in spite of anonymity

accountability with respect to a pseudonym

actee

acting entity

action

actor

addressable pseudonym
anonymity

anonymity delta
anonymity set
anonymous

a-posteriori knowledge
application design
a-priori knowledge
attacker

attacker model

attribute

attribute authentication by third parties
attribute certificate
attribute values
authentication
authorization

avatar

background knowledge
biometrics

bit string

blocking

broadcast

certification authority
chains of identity brokers
change history

civil identity
communication network
communication relationship
complete identity
computer

context

convertibility
convertibility of digital pseudonyms
cover claims

credential

customer pseudonym
data minimization

data protection

data protection regulations
data subject

DC-net

delta

detectability

digital identity
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<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
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digital partial identity

digital pseudonym

digital signature
disinformation

distinguish

dummy traffic

encryption

end-to-end encryption
entity

entropy

forget

global anonymity

globally unique pseudonym
group communication

group pseudonym

holder

holder of the pseudonym
human being

I

identifiability

identifiability set

identifiable

identifier

identifier of a subject
identity

identity broker

identity card

identity certificate

identity management
identity management application
identity management system
identity theft

imply

IMS

indistinguishability
indistinguishable

individual

individual anonymity
individual person

individual subject

initially non-public pseudonym
initially unlinked pseudonym
insider

introducer

is-a-person pseudonym
items of interest

key

knowledge

largest possible anonymity set
lattice

legal person

liability broker

linkability

linkability between the pseudonym and its holder
linkability broker

Me

<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>



mechanisms
mechanisms for anonymity
mechanisms for unobservability
message

message content
misinformation

MIX-net

mobile phone number
multicast

name

natural person

new knowledge
non-public pseudonym
notice and choice

nym

nymity

observation

one-time pad
one-time-use pseudonym
organization

outsider

owner

partial digital identity
partial identity

perfect secrecy

person pseudonym
perspective

precise

privacy

privacy-enhancing application design
privacy-enhancing identity management system

Privacy-Enhancing Technologies
private information retrieval
private key

probabilities

property

pseudonym

pseudonymity
pseudonymization
pseudonymous

public key

public key certificate

public pseudonym

quality of anonymity
quantify pseudonymity
quantify unlinkability
quantify unobservability
quantity of anonymity

real name

recipient

recipient anonymity
recipient anonymity set
recipient pseudonymity
recipient unobservability
recipient unobservability set
relationship anonymity
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<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>



relationship anonymity set
relationship pseudonym
relationship unobservability
relationship unobservability set
reputation

revocation

robustness of anonymity
role

role pseudonym
role-relationship pseudonym
semantic dummy traffic
sender

sender anonymity

sender anonymity set
sender pseudonymity
sender unobservability
sender unobservability set
sender-recipient-pairs

set

set of subjects

setting

side channel

signal

social role

social security number
spread spectrum

state

station

steganographic systems
steganography

strength of anonymity
subject

surrounding

system

transaction pseudonym
transfer of holdership
transferability

transferable group pseudonym
transferable pseudonym
undetectability
undetectability delta
unicast

uniqueness

universe

unlinkability

unlinkability delta
unobservability
unobservability delta
unobservability set
user-controlled identity management system
user-controlled linkage
user-controlled release
usual suspects

value broker

virtual identity
zero-knowledge proof
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<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>
<Your input needed>



