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Worum geht es?
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WTF ist Fuzzing? 
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Den Bluetooth Stack 
vollmüllen? Easy!
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QEMU

Kernel Garbage 
Generator
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def random_frame():
   return random.randbytes(random.randint(4, 255))

virtual_bt = socket.socket(socket.AF_UNIX,      
   socket.SOCK_SEQPACKET)
virtual_bt.bind("/tmp/virtual_bluetooth.sock")

virtual_bt.listen(1)
conn, addr = virtual_bt.accept()

while True:
 conn.send(random_frame())

Mit dem Bluetooth 
device der VM 

verbinden

Müll
senden

Mein erster Fuzzer
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VM? 💥
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CVE-2022-26878: Memory Leak in virtio_bt

Packet 
Type HCI Packet

Bluetooth HCI Frame Definition

switch (pkt_type) {
    case HCI_EVENT_PKT:
    case HCI_ACLDATA_PKT:
    case HCI_SCODATA_PKT:
    case HCI_ISODATA_PKT:
        hci_skb_pkt_type(skb) = pkt_type;
        hci_recv_frame(vbt->hdev, skb);
        break;
}
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Wie sieht der State of the 
Art aus?
🕵
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Coverage-Guided Mutational 
Fuzzing 🤯

Überleben des Stärkeren



15

04 3E D6 
01 08 2D

Select Input

Target

Crash?

04 3E D6 
01 08 2D
04 3E D6 
01 08 2D
04 3E D6 
01 08 2D

YesNo

04 FF D6 
13 08 2D
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Yes
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Woher wissen wir, was besser ist? Code Coverage 💪

1

2 3

4

04 3E D6 
01 08 2Dif packet_type == 3:

do_something
else:

do_something_different
cleanup_packet
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Woher wissen wir, was besser ist? Code Coverage 💪

1

2 3

4

04 3E D6 
01 08 2D

04 3E D6 
FF 08 2D

if packet_type == 3:
do_something

else:
do_something_different

cleanup_packet
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Woher wissen wir, was besser ist? Code Coverage 💪

1

2 3

4

04 3E D6 
01 08 2D

04 3E D6 
FF 08 2D

04 03 D6 
01 08 2D

if packet_type == 3:
do_something

else:
do_something_different

cleanup_packet
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Linux Kernel 
Coverage
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System Call Coverage mit kcov

Covered Addresses:
6e82 f081 ffff ffff
953f 9281 ffff ffff
4b13 f081 ffff ffff
fd12 f081 ffff ffff
2713 f081 ffff ffff

KCOV_ENABLE

some_syscall()

KCOV_DISABLE

1

2

3 4

5

6

See Kernel docs: https://www.kernel.org/doc/html/latest/dev-tools/kcov.html
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QEMU

Fuzzer

Kcov anpassen

Kernel
6e82 f081 ffff ffff
953f 9281 ffff ffff
4b13 f081 ffff ffff

6e82 f081 ffff ffff
953f 9281 ffff ffff
4b13 f081 ffff ffff

Userspace
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Wie startet man das 
Aufzeichnen der Coverage?
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kcov Annotations
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QEMU

Fuzzer

Abstürze Erkennen: Kernel Log lesen

Kernel
6e82 f081 ffff ffff
953f 9281 ffff ffff
4b13 f081 ffff ffff

Kernel Log:
[ 3.88] Kernel panic
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BUG: KASAN: use-after-free in 
cfg80211_inform_bss_frame_data 
(net/wireless/scan.c:2536)

(Kernel) Sanitizers

● Sanitizers helfen Bugs zu finden,
aber verschlechtern die 
Performance

● Kernel Address Sanitizer

● Undefined Behavior Sanitizer

● Kernel Concurrency Sanitizer
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Initiale Inputs?
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Mit einem Proxy Initialen Input Aufzeichnen

QEMU

ProxyKernel

04 F5 D6 
FB 08 2D04 F5 D6 

FB 08 2D04 F5 D6 
FB 08 2D
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1. Valide initiale inputs sammeln ✅
2. Coverage auslesen ✅
3. Crashes erkennen ✅
4. Coverage auswerten ❌
5. Inputs verwalten ❌
6. Inputs auswählen ❌
7. Mutieren ❌
8. Mutationen auswählen ❌
9. Multi-Core Scaling ❌

To-Do Bluetooth Fuzzer



29See LibAFL at Github: https://github.com/AFLplusplus/LibAFL
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1. Valide initiale inputs sammeln ✅
2. Coverage auslesen ✅
3. Crashes erkennen ✅
4. Coverage auswerten ✅
5. Inputs verwalten ✅
6. Inputs auswählen ✅
7. Mutieren ✅
8. Mutationen auswählen ✅
9. Multi-Core Scaling ✅

To-Do Bluetooth Fuzzer

Proudly powered by 
LibAFL!
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Warten auf Bugs ⏳
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Got One 🚀
[ 6.791162] ==================================================================
[ 6.792048] BUG: KASAN: slab-out-of-bounds in hci_le_meta_evt+0x2b42/0x3190
[ 6.792899] Read of size 1 at addr ffff88800a32c801 by task kworker/u3:2/66
[ 6.793715]
[ 6.793903] CPU: 0 PID: 66 Comm: kworker/u3:2 Not tainted 5.15.0-rc3+ #32
[ 6.794699] Hardware name: QEMU Standard PC (i440FX + PIIX, 1996), BIOS rel-1.14.0-0-g155821a1990b-prebuilt.qemu.org 04/01/2014
[ 6.796058] Workqueue: hci0 hci_rx_work
[ 6.796546] Call Trace:
[ 6.796842]  dump_stack_lvl+0x45/0x59
[ 6.797293]  print_address_description.constprop.0+0x1f/0x140
[ 6.798490]  kasan_report.cold+0x7f/0x11b
[ 6.799513]  hci_le_meta_evt+0x2b42/0x3190
[ 6.802526]  hci_event_packet+0x3331/0x8e10
[ 6.806849]  hci_rx_work+0x4dc/0xbb0
[ 6.807291]  process_one_work+0x901/0x1560
[ 6.809329]  worker_thread+0x578/0x1310
[ 6.810825]  kthread+0x374/0x450
[ 6.812273]  ret_from_fork+0x1f/0x30
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Warten auf Bugs ⏳
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Ergebnisse meines Bluetooth Fuzzing

● Master Thesis fertig: Project Toothbreaker ✅
● 13 neue Kernel crashes gefunden, mit 6 Patches behoben

● Erste eigene Kernel Patches
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Lasst uns WiFi 
angucken!

Und jetzt?
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Die Bluetooth Commits durchstöbern…
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VirtIO 🔍
“These devices are found in virtual environments, yet by design 
they look like physical devices to the guest within the virtual 
machine - and this document treats them as such. This 
similarity allows the guest to use standard drivers and 
discovery mechanisms.”

Virtual I/O Device (VIRTIO) Version 1.2: https://docs.oasis-open.org/virtio/virtio/v1.2/virtio-v1.2.html
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Wir Bauen ein Bluetooth VirtIO Device!

Su
bs

ys
te

m

Dr
iv

er

1. Initialize as Bluetooth VirtIO device over PCI
2. Negotiate Features and provide configuration

3. Setup & tunnel virtqueues to Unix socket

QEMU

Virtual Machine

Bluetooth
VirtIO
Device
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Su
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er

2. Initialize as specific VirtIO device over PCI
3. Negotiate Features and provide configuration

4. Setup & tunnel virtqueues to Unix socket

QEMU

Virtual Machine

Wir bauen ein Universelles VirtIO Device!

DeviceConfiguration {
virtio_id: 1,
virtqueue_num: 2,
virtqueue_tx: 1,
virtqueue_rx: 0,
features:[],
config: [0xab, 
0xcd, 0xef, 0x01, 
0x23, 0x45],

}

1. Read Device Definition

Universal
VirtIO
Device



44

WiFi Fuzzing ✅
VirtFuzz is born
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Null Pointer Dereference in WiFi 💥
[   69.646406] BUG: kernel NULL pointer dereference, address: 0000000000000320
[   69.647086] #PF: supervisor read access in kernel mode                                                                                                      
[   69.647086] #PF: error_code(0x0000) - not-present page                                                                                                      
[   69.647086] RIP: 0010:cfg80211_rx_unprot_mlme_mgmt+0x8/0x1b0                                                                                                
[   69.647086] Call Trace:                                                                                                                                     
[   69.647086]  <IRQ>                                                                                                                                          
[   69.647086]  ieee80211_rx_handlers+0xcaa/0x2800                                                                                                             
[   69.647086]  ieee80211_prepare_and_rx_handle+0x80b/0x11c0                                                                                                   
[   69.647086]  ieee80211_rx_list+0x4aa/0xbf0                                                                                                                  
[   69.647086]  ieee80211_rx_napi+0x7a/0x190
[   69.647086]  ieee80211_tasklet_handler+0xb6/0xc0
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Erwartung

Evil 

Frame

��
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Realität

��
Evil 

Frame🔍
⏳
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��

Expectation
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⏳

Reality
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Warten auf Bugs ⏳
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[    7.643582] general protection fault

[    7.666040] Call Trace:

[    7.666515]  <TASK>

[    7.667008]  genl_start+0xbe/0x220

[    7.668826]  __netlink_dump_start+0x248/0x3b0

[    7.670810]  genl_family_rcv_msg_dumpit+0x109/0x1c0

[    7.675056]  genl_rcv_msg+0x244/0x2e0

[    7.678888]  netlink_rcv_skb+0x8a/0x1c0

[    7.680608]  genl_rcv+0x24/0x40

[    7.681319]  netlink_unicast+0x2c6/0x420

[    7.682195]  netlink_sendmsg+0x39a/0x730

[    7.683992]  sock_sendmsg+0xcb/0xd0

[    7.684767]  ____sys_sendmsg+0x349/0x420

[    7.685643]  ___sys_sendmsg+0xc9/0x130

[    7.686490]  __sys_sendmsg+0xa2/0x120

[    7.687327]  do_syscall_64+0x3a/0x90

[    7.708858] general protection fault

[    7.721354] Call Trace:

[    7.721599]  <TASK>

[    7.721814]  kmemdup+0x17/0x40

[    7.722122]  cfg80211_parse_mbssid_data+0x48f/0xcd0

[    7.725158]  ieee80211_bss_info_update+0x1fa/0x610

[    7.725699]  ieee80211_scan_rx+0x2ea/0x520

[    7.726168]  ieee80211_rx_list+0x1181/0x13a0

[    7.726666]  ieee80211_rx_napi+0x96/0x230

[    7.727126]  ieee80211_tasklet_handler+0xac/0x100

[    7.728253]  __do_softirq+0xde/0x529

[    7.729132]  run_ksoftirqd+0x31/0x60

[    7.729538]  smpboot_thread_fn+0x1bf/0x270

[    7.730353]  kthread+0xf0/0x120

[    7.731137]  ret_from_fork+0x22/0x30

[    7.731548]  </TASK>

[   10.902862] general protection fault

[   10.903398] Call Trace:

[   10.903398]  <TASK>

[   10.903398]  cfg80211_inform_single_bss_data+0x247

[   10.903398]  cfg80211_parse_mbssid_data+0xb66/0xc90

[   10.903398]  cfg80211_inform_bss_frame_data+0x16c

[   10.903398]  ieee80211_bss_info_update+0x1fd/0x610

[   10.903398]  ieee80211_scan_rx+0x20f/0x500

[   10.903398]  ieee80211_rx_list+0x113d/0x1380

[   10.903398]  ieee80211_rx_napi+0x96/0x230

[   10.903398]  ieee80211_tasklet_handler+0xae/0x100

[   10.903398]  __do_softirq+0xd6/0x4f0

[   10.903398]  run_ksoftirqd+0x31/0x60

[   10.903398]  smpboot_thread_fn+0x1bf/0x270

[   10.903398]  kthread+0xed/0x120

[   10.903398]  ret_from_fork+0x22/0x30

[   10.903398]  </TASK>

[    9.491045] BUG: kernel NULL pointer dereference

[    9.491539] Call Trace:

[    9.491539]  <TASK>

[    9.491539]  cfg80211_inform_single_bss_frame_data

[    9.491539]  cfg80211_inform_bss_frame_data+0x4a

[    9.491539]  ieee80211_bss_info_update+0x1fd/0x610

[    9.491539]  ieee80211_scan_rx+0x20f/0x500

[    9.491539]  ieee80211_rx_list+0x113d/0x1380

[    9.491539]  ieee80211_rx_napi+0x96/0x230

[    9.491539]  ieee80211_tasklet_handler+0xae/0x100

[    9.491539]  __do_softirq+0xd6/0x4f0

[    9.491539]  run_ksoftirqd+0x31/0x60

[    9.491539]  smpboot_thread_fn+0x1bf/0x270

[    9.491539]  kthread+0xed/0x120

[    9.491539]  ret_from_fork+0x22/0x30

[    9.491539]  </TASK>

��
����

💥
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Das gleiche Frame!? 😕
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[ 6.243886] ==========================================================================
[ 6.246011] BUG kmalloc-64 (Not tainted): Right Redzone overwritten
[ 6.247163] --------------------------------------------------------------------------
[ 6.338011] Redzone  ffff88800de69430: cc cc cc cc cc cc cc cc cc cc cc cc cc cc cc cc
[ 6.338623] Object   ffff88800de69440: 00 00 00 00 00 00 ff 00 ff 00 00 0b 04 00 c8 80
[ 6.339237] Object   ffff88800de69450: c3 52 20 00 09 00 0e 00 04 00 0e 00 04 00 0a 00
[ 6.339852] Object   ffff88800de69460: 04 00 0e 00 04 00 10 00 04 00 10 00 04 00 10 00
[ 6.340462] Object   ffff88800de69470: 04 00 10 00 04 00 10 00 04 00 10 00 04 00 04 00
[ 6.341072] Redzone  ffff88800de69480: 10 00 04 00 10 00 10 00                      
[ 6.341643] Padding  ffff88800de694d0: 10 00 04 00 10 00 04 00 10 00 10 00 04 00 10 00
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static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{

[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 
47 05 DE 
AD BE EF 

Kernel Buffer

WiFi Frame

00 00 00 00 00 
00 00 00 00 00 
00 00 00 00 00
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static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{

[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);

47 05 DE 
AD BE EF 

Kernel Buffer

WiFi Frame

00 00 00 00 00 
00 00 00 00 00

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

5 bytes are subtracted from the buffer 
allocation size
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static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{

[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);
[...]
pos = new_ie;
[...]
/* copy the IEs after MBSSID */
cpy_len = mbssid[1] + 2;

47 05 DE 
AD BE EF 

Kernel Buffer

WiFi Frame

00 00 00 00 00 
00 00 00 00 00

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

cpy_len = 5 + 2 = 7

5 bytes are subtracted from the buffer 
allocation size
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static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)
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pos = new_ie;
[...]
/* copy the IEs after MBSSID */
cpy_len = mbssid[1] + 2;

memcpy(pos, mbssid + cpy_len,
((ie + ielen) - (mbssid + cpy_len)));

47 05 DE 
AD BE EF 

N - cpy_len =
N - 7 bytes are copied

Kernel Buffer

WiFi Frame

00 00 00 00 00 
00 00 00 00 00

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

cpy_len = 5 + 2 = 7

5 bytes are subtracted from the buffer 
allocation size
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static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{

[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);
[...]
pos = new_ie;
[...]
/* copy the IEs after MBSSID */
cpy_len = mbssid[1] + 2;

memcpy(pos, mbssid + cpy_len,
((ie + ielen) - (mbssid + cpy_len)));

47 05 DE 
AD BE EF 

Kernel Buffer

WiFi Frame

00 20 0A F0 68 
F2 45 39 00 10

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

N - cpy_len =
N - 7 bytes are copied

cpy_len = 5 + 2 = 7

5 bytes are subtracted from the buffer 
allocation size
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static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{
u8 *ie, *new_ie, *pos;
const u8 *trans_ssid, *mbssid;
u8 cpy_len;
[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);
[...]
pos = new_ie;
[...]
/* copy the IEs after MBSSID */
cpy_len = mbssid[1] + 2;

memcpy(pos, mbssid + cpy_len,
((ie + ielen) - (mbssid + cpy_len)));

47 05 DE 
AD BE EF 

Kernel Buffer

WiFi Frame

00 20 0A F0 68 
F2 45 39 00 10

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

N - cpy_len =
N - 7 bytes are copied

cpy_len = 5 + 2 = 7

5 bytes are subtracted from the buffer 
allocation size
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00 00 00 00 00 
00 00 00 00 00

static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{
u8 *ie, *new_ie, *pos;
const u8 *trans_ssid, *mbssid;
u8 cpy_len;
[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);
[...]
pos = new_ie;
[...]
/* copy the IEs after MBSSID */
cpy_len = mbssid[1] + 2;

memcpy(pos, mbssid + cpy_len,
((ie + ielen) - (mbssid + cpy_len)));

47 FF DE 
AD BE EF 

Kernel Buffer

WiFi Frame

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

N - cpy_len =
N - 7 bytes are copied

cpy_len = 5 + 2 = 7

5 bytes are subtracted from the buffer 
allocation size
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00 00 00 00 00 
00 00 00 00 00

static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{
u8 *ie, *new_ie, *pos;
const u8 *trans_ssid, *mbssid;
u8 cpy_len;
[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);
[...]
pos = new_ie;
[...]
/* copy the IEs after MBSSID */
cpy_len = mbssid[1] + 2;

memcpy(pos, mbssid + cpy_len,
((ie + ielen) - (mbssid + cpy_len)));

47 FF DE 
AD BE EF 

Kernel Buffer

WiFi Frame

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

N - cpy_len =
N - 7 bytes are copied

cpy_len = 5 + 2 = 7

255 bytes are subtracted from the 
buffer allocation size



64

00 00 00 00 00 
00 00 00 00 00

static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{
u8 *ie, *new_ie, *pos;
const u8 *trans_ssid, *mbssid;
u8 cpy_len;
[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);
[...]
pos = new_ie;
[...]
/* copy the IEs after MBSSID */
cpy_len = mbssid[1] + 2;

memcpy(pos, mbssid + cpy_len,
((ie + ielen) - (mbssid + cpy_len)));

47 FF DE 
AD BE EF 

Kernel Buffer

WiFi Frame

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

N - cpy_len =
N - 7 bytes are copied

cpy_len = 255 + 2 = ?

255 bytes are subtracted from the 
buffer allocation size
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00 00 00 00 00 
00 00 00 00 00

static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{
u8 *ie, *new_ie, *pos;
const u8 *trans_ssid, *mbssid;
u8 cpy_len;
[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);
[...]
pos = new_ie;
[...]
/* copy the IEs after MBSSID */
cpy_len = mbssid[1] + 2;

memcpy(pos, mbssid + cpy_len,
((ie + ielen) - (mbssid + cpy_len)));

47 FF DE 
AD BE EF 

Kernel Buffer

WiFi Frame

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

N - cpy_len =
N - 7 bytes are copied

cpy_len = 255 + 2 = ⚡ 1

255 bytes are subtracted from the 
buffer allocation size
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00 00 00 00 00 
00 00 00 00 00

static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{
u8 *ie, *new_ie, *pos;
const u8 *trans_ssid, *mbssid;
u8 cpy_len;
[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);
[...]
pos = new_ie;
[...]
/* copy the IEs after MBSSID */
cpy_len = mbssid[1] + 2;

memcpy(pos, mbssid + cpy_len,
((ie + ielen) - (mbssid + cpy_len)));

47 FF DE 
AD BE EF 

Kernel Buffer

WiFi Frame

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

N - cpy_len =
N - 1 bytes are copied

cpy_len = 255 + 2 = ⚡ 1

255 bytes are subtracted from the 
buffer allocation size
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FF DE AD BE EF
00 20 0A F0 68 
71 3C 55 9F D3
B5 12 03 7C DF
24 00 E0 2F D3 
7F 61 00 2A 78

static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{
u8 *ie, *new_ie, *pos;
const u8 *trans_ssid, *mbssid;
u8 cpy_len;
[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);
[...]
pos = new_ie;
[...]
/* copy the IEs after MBSSID */
cpy_len = mbssid[1] + 2;

memcpy(pos, mbssid + cpy_len,
((ie + ielen) - (mbssid + cpy_len)));

47 FF DE 
AD BE EF 

Kernel Buffer

WiFi Frame

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

N - cpy_len =
N - 1 bytes are copied

cpy_len = 255 + 2 = ⚡ 1

255 bytes are subtracted from the 
buffer allocation size
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static void cfg80211_update_notlisted_nontrans(struct
wiphy *wiphy, struct cfg80211_bss *nontrans_bss,
struct ieee80211_mgmt *mgmt, size_t len)

{
u8 *ie, *new_ie, *pos;
const u8 *trans_ssid, *mbssid;
u8 cpy_len;
[...]
new_ie_len -= mbssid[1];
[...]
new_ie = kzalloc(new_ie_len, GFP_ATOMIC);
[...]
pos = new_ie;
[...]
/* copy the IEs after MBSSID */
cpy_len = mbssid[1] + 2;

memcpy(pos, mbssid + cpy_len,
((ie + ielen) - (mbssid + cpy_len)));

47 FF DE 
AD BE EF 

Kernel Buffer

WiFi Frame

CVE-2022-41674
Heap Overflow on MBSSID 

Processing 

N - cpy_len =
N - 1 bytes are copied

cpy_len = 255 + 2 = ⚡ 1

255 bytes are subtracted from the 
buffer allocation size

FF DE AD BE EF
00 20 0A F0 68 
71 3C 55 9F D3
B5 12 03 7C DF
24 00 E0 2F D3 
7F 61 00 2A 78
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How to Report Linux 
Kernel Security Issues

“Alle Wege 
führen nach 

Rom”
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2022-09-13: Bericht an SUSE 🦎 gesendet
2022-09-14: In den Urlaub gefahren 🚄 ⛰ 🥾
2022-09-27: Nachfrage an SUSE geschickt
2022-09-28: Wi-Fi Maintainer Johannes Berg wird involviert
2022-09-28: Erste Patches
2022-09-30: Mehr Schwachstellen & Patches
2022-10-10: Linux Distributors werden informiert
2022-10-13: Public Disclosure

Responsible Disclosure Prozess

Disclosure & PoCs: https://www.openwall.com/lists/oss-security/2022/10/13/5
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CVE-2022-41674: Heap Overflow
CVE-2022-42719: Use-After-Free
CVE-2022-42720: Reference Counting Bugs 
CVE-2022-42720: (Use-After-Free, Null Pointer Deref)
CVE-2022-42721: Infinite Loop
CVE-2022-42722: Null Pointer Deref

No Fuzzer has been there yet: More WiFi Vulnerabilities

➡ Mindestens Denial-of-Service, 
möglicherweise Remote-Code-Execution
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Beacon 🥓 Frames
The Android robot is reproduced or modified from work created and shared by Google and used according to terms described in the Creative Commons 3.0 Attribution License

Android
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Abschluss

● Sehr einfache Fuzzer kann Bugs finden

● Der erste Fuzzer ist schwieriger, macht aber Spaß! → Danach wird’s leichter

● Tolle Community Ressourcen

● Keine Angst vor der Kernel Community

● Ähnliche Fehler können in verschiedenen Implementierungen auftauchen

Sönke Huster, Matthias Hollick and Jiska Classen, "To Boldly Go Where No Fuzzer Has Gone Before: Finding Bugs in 
Linux' Wireless Stacks through VirtIO Devices," in 2024 IEEE Symposium on Security and Privacy (SP), San Francisco, 
CA, USA, 2024 pp. 24-24.
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Fragen?
Kontakt: huster@cs.uni-goettingen.de
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Welche Verbesserungen gibt es?

Andere Fuzzer
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● Problem: Vergleiche

Redqueen: Input-to-State

Aschermann, C., Schumilo, S., Blazytko, T., Gawlik, R., & Holz, T. (2019, February). REDQUEEN: Fuzzing with Input-to-State Correspondence. In NDSS (Vol. 19, pp. 1-15).

if checksum == checksum(packet):
BUG

else:
do_something_different

cleanup_packet
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if packet_type == 3:
BUG

else:
do_something_different

cleanup_packet

Redqueen: Input-to-State

04 3E D6 
01 08 2D

04 03 D6 
01 08 2D

Comparison Instrumentation:
0x3E == 0x03

REPLACE(0x3E, 0x03)

Aschermann, C., Schumilo, S., Blazytko, T., Gawlik, R., & Holz, T. (2019, February). REDQUEEN: Fuzzing with Input-to-State Correspondence. In NDSS (Vol. 19, pp. 1-15).

💥
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● Problem: Komplexe States durch lange 
Sequenzen, bspw. Bluetooth Controller 
Setup

Nyx: Snapshot Fuzzing

Sergej Schumilo, Cornelius Aschermann, Andrea Jemmett, Ali Abbasi, and Thorsten Holz. 2022. Nyx-Net: Network Fuzzing with Incremental Snapshots. In Proceedings of the 17th 
European Conference on Computer Systems (EuroSys '22). Association for Computing Machinery, New York, NY, USA, 166–180. https://doi.org/10.1145/3492321.3519591

A B C

Snapshot

D

D

D

Fuzzing
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● Der erste “moderne” Fuzzer: afl
● Häufig geforked:

○ AFLFast
○ MOpt-AFL
○ aflnet
○ …

→ AFL++ vereint viele dieser Forks
https://aflplus.plus/

afl → AFL++

https://aflplus.plus/

